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Information Security

NOTICE

This document is classified as “Restricted”. Restricted information is intended for
Siemens’ employees and third parties (for example, suppliers, customers)
collaborating with Siemens only. This means that it is possible to share
information in this document with third parties that are interested in our product on
a “need-to-know” basis. However, distributing this document to the public or
publishing it on the internet is prohibited.
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Copyright Notice

Copyright Notice

Notice

Document information is subject to change without notice by Siemens Industry, Inc.
Companies, names, and various data used in examples are fictitious unless
otherwise noted. No part of this document may be reproduced or transmitted in any
form or by any means, electronic or mechanical, for any purpose, without the
express written permission of Siemens Industry, Inc.

All software described in this document is furnished under a license agreement and
may be used or copied only in accordance with license terms.

For further information, contact your nearest Siemens Industry, Inc. representative.
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Your feedback is important to us. If you have comments about this manual, please
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Credits

Desigo, Desigo CC, Cerberus DMS, APOGEE, XLS FireFinder, Desigo Fire Safety
Modular, Cerberus Pro Modular, and Sinteso are registered trademarks of
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Other product or company names mentioned herein may be the trademarks of their
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© Siemens Switzerland Ltd, 2022
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About This Document

Purpose

This manual describes the main tasks a Field Engineer has to perform in order to
configure Notification devices.

Scope
This document applies to the system version 5.0.

Target Audience

Project Engineers are responsible for planning and configuring a customer
project. They provide the parameterization of products, devices, and systems and
are responsible for general system troubleshooting. They have the training
appropriate to their function and to the products, devices, and systems to be
configured. They are familiar with the applied operating system(s) and the related
network environment.

A6V12131888_en_b_51
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Liability Disclaimer

We have checked the contents of this manual for agreement with the hardware and
software described. Since deviations cannot be precluded entirely, we cannot
guarantee full agreement. However, the data in this manual are reviewed regularly
and any necessary corrections included in subsequent editions. Suggestions for
improvement are welcome.

Product Security Disclaimer

Siemens products and solutions provide IT-specific security functions to ensure the
secure operation of building comfort, fire safety, security management and physical
security systems. The security functions on these products and solutions are
important components of a comprehensive security concept.

However, it is necessary to implement and maintain a comprehensive, state-of-the-
art security concept that is customized to individual security needs. Such a security
concept may result in additional site-specific preventive action to ensure that the
building comfort, fire safety, security management or physical security systems for
your site are operated in a secure manner. These measures may include, but are
not limited to, separating networks, physically protecting system components, user
awareness programs, in-depth security, and so on.

For additional information on building technology security and our offerings, contact
your Siemens sales or project department. We strongly recommend signing up for
our security advisories, which provide information on the latest security threats,
patches and other mitigation measures.

http://www.siemens.com/innovation/en/technology-focus/siemens-cert/cert-
security-advisories.htm

8470

A6V12131888_en_b_51


http://www.siemens.com/innovation/en/technology-focus/siemens-cert/cert-security-advisories.htm
http://www.siemens.com/innovation/en/technology-focus/siemens-cert/cert-security-advisories.htm

Document Conventions

The following table lists conventions to help you use this document in a quick and

efficient manner.

Convention

Examples

Numbered Lists (1, 2, 3...) indicate a procedure
with sequential steps.

1. Turn OFF power to the field panel.
2. Turn ON power to the field panel.
3. Open the panel.

One-step procedures are indicated by a bullet
point.

e Expand the Event List.

Conditions that you must complete or must be
met before beginning a procedure are designated
with a =.

Intermediate results (what will happen following
the execution of a procedure step), are
designated with an indented =.

Results, after completing a procedure, are
designated with a =.

= The report you want to print is open.

1. Click Print "j .

= The Print dialog box displays.
2. Select the printer and click Print.
= The print confirmation displays.

Bold font indicates something you should type or
select, or when a dialog box or window is
specified.

Type F for field panels.

Click OK to save changes and close the dialog
box.

The Create a New Project dialog box displays.

Menu paths in procedures are indicated in bold.

Select File > Text, Copy > Group, which means
from the File menu, select Text, Copy and then
Group.

File paths containing placeholders display the
placeholders in italics enclosed in square
brackets.

[installation drive:\[installation folder|\[project]\...

Error and system messages are displayed in
Courier New font.

The message Report Definition
successfully renamed displays in the status
bar.

Italics are used to emphasize new or important
terms.

The reaction processor continuously executes a
user-defined set of instructions called the control
program.

1

This symbol signifies a Note. Notes provide
additional information or helpful hints.

Cross references to other information in printed
material are indicated with an arrow and the page
number, enclosed in brackets:

[— 92]

For more information on creating flowcharts, see
Flowcharts [— 92].

Getting Help

For more information about our products, contact your local Siemens

representative.

A6V12131888_en_b_51
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Safety Messages According to ANSI Z2535.6

ANSI standard safety messages are used throughout Help to make you aware of

important information. ANSI distinguishes between property damage messages

and personal injury messages.

e The property damage message has this label: NOTICE.

e The personal injury messages have these labels: CAUTION!, WARNING!,
DANGER!

Examples:

NOTICE

Property Damage Warning Message
Equipment damage or loss of data may occur if you do not follow a procedure or

instruction as specified.

A cauTiON

Caution Safety Message

Minor or moderate injury may occur if you do not follow a procedure or instruction
as specified.

A WARNING

Warning Safety Message

Personal injury or property damage may occur if you do not follow a procedure as
specified.

A DANGER

Danger Safety Message
Electric shock, death, or severe property damage may occur if you do not perform

a procedure as specified.

10| 470
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Document Revision History

Document Identification

The document ID is structured as follows:
ID_Language(COUNTRY)_Modificationindex_ProductVersionindex
Example: A6Vnnnnnnnn_en_a_02

Document Revision History.

Modification Edition Date Brief Description
Index

b 2020-10-31 Market Release Edition
a 2020-05-31 Market Release Edition
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MNS Supported Physical Device Configurations

Adaptive LED Device

1

1.1

MNS Supported Physical Device
Configurations

This section provides additional procedures for configuring the Devices.

Adaptive LED Device

Adaptive LED Device

This section provides reference and background information for integrating the
Adaptive LED Device. For procedures and workflows, see the step-by-step section.

The Adaptive® 4000 series LED displays provide on-premise text-based
messaging as part of the solution. The Adaptive® 4000 series LED displays are
serial based devices. Therefore, the deployment requires an IP-to-serial device to
bridge the gap between the IP-based and the serial-based Adaptive® 4000 series
LED displays.

In addition, the Adaptive® 4000 series LED displays can be configured for RS-232
or RS-485 serial communication. RS-485 allows multiple Adaptive® 4000 series
LED displays to be networked together and connected to a single IP-to-serial
device.

Currently, special characters other than ASCII characters are not supported by the
Adaptive® 4000 series LED displays.

Below is an overview over the system using the RS-232 configuration:

Notification

S CatSe Sofware System/
NIC —Ethernet: Application Device
True Port Cable

Hardware Port

Cat5e Legend

Ethernet
Cable
Perle Adaptive ®
SDS1 Serial aptive
RJ45] DB9|  RS282 — pop 4000
Perle Serial (DB9 to RJ11) Series

TD2R2

12| 470
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MNS Supported Physical Device Configurations
Adaptive LED Device

Below is an overview over the system using the RS-485 configuration:

Notification Cat5e
Server Software System/
NIC —Ethernet Application Device
Cable
True Port
Hardware Port
Legend
Catbe
Ethernet
Cable
Perle
SDS1 DB9
: RS-485
RJ4S| O |Serial (DB9 with open end)
TD2R2
Adaptive ® Network
4000 |RS485|  RJ11 o Modular «—
Series IN (Straight-Thru) Jack
Adaptive ® Network
4000 RS485 « RJ'H +» Modular |«
Serias IN (Straight-Thru) Jack
Adaptive ® Network
4000 |RS485,_ R Modular |«
Series IN (Straight-Thru) Jack
Adaptive ® Network
4000 |RS485|  RJ11  Modular |«
Series IN (Straight-Thru) Jack

Notification can integrate with the Adaptive® 4000 series LED displays. The
following models of Adaptive® 4000 series LED displays are supported by
Notification.

e 4080C
4120C
4160C
4200C
4240C

Adaptive LED Device

The Adaptive 4000 series LED display must be installed properly before you begin
the device and system configuration. Read the following topics to proceed with
mounting the hardware, the device wiring and connection details.

Adaptive 4000 series LED display integration starts after the installation of the LED
display. To integrate the Adaptive device, you must configure the serial address for
the sign. Additional configuration is required on the Perle device for RS-485 and
RS-232 interfaces.

A6V12131888_en_b_51
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Adaptive LED Device

Installing Perle Device

Prerequisites

Before proceeding, ensure that the following items are available:

IOLAN SDS1 or IOLAN STS4-D

9-30VDC (400mA min) Power Supply, if not included with the Perle device
Category 5 Ethernet cable

Computer or Server to communicate with the Perle device

The Perle device Installation CD or a computer with network access

DB9 RS-232 serial cable — for use in serial communication applications.

NOTE 1: The TruePort Driver that is used to communicate with the Perle
device must be installed on the same server/machine that runs .

NOTE 2: Make sure that the RJ45 jack is connected to a properly configured IP
network. The network must allow for IP addresses to be assigned statically or
through DHCP.

NOTE 3: To configure the Perle device, the computer must be located under
the same network.

NOTE 4: Prior to commissioning the system, a compatibility check should be
performed for all devices and services to be integrated (refer to the Notification
System Description document for compatibility information).

Mounting

The Perle IOLAN SDS1 has two brackets on each side of the mounting holes. The
installer is recommended to fasten the device to a flat surface by placing screws
through the mounting holes.

Power

1. For the Perle IOLAN SDS1, use a power adaptor capable of 9-30 Vdc output
and 400mA. If the Perle unit has terminal blocks for power, cut off the barrel
connector of the power supply and plug the leads into the terminal block
marked 9-30VDC on the Perle device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to pin marked —.

et

The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the Perle device takes at least 90 seconds before
becoming operational. When the Perle device is completely booted up, the
Power/Ready LED should be solid green.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the Perle device.
2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.
NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE: The Perle device does not have DHCP turned on as factory default.
Configure the Perle device to use DHCP or assign a static IP with a computer
that is attached to the same subnet.

Serial Connector

@ Plug one end of the serial cable to the DB9 connector on the Perle device.
Connect the other end of the serial cable to the Adaptive 4000 series.
NOTE: Keep the Console/Serial switch(s) present on the device in OFF
position.

14| 470 A6V12131888_en_b_51
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Adaptive LED Device

Installing Adaptive LED Display

Prerequisites

Before proceeding, make sure to have the following items available:
Adaptive 4000 series LED display

RS-232 Communication cable (25-foot, manufacturer P/N 1088-8625)
RJ12 female to sub-D female, manufacturer P/N 1088-9108

AC power cable (bundled with LED Display)

Catb5e Ethernet cable

Optional:

e Modular network jack — to network multiple signs together

e J12 cabling — to network multiple signs together

Mechanical Installation

e Forinstructions on the mechanical installation, see the Alpha Series Sign
Installation section that was included by the manufacturer with the Adaptive
4000 series.

Electrical Installation

The electrical installation for Adaptive 4000 series LED display can be done using
two interfaces:

e RS-232
e RS-485

Before starting the installation, see the following image for the Adaptive RJ12 Pin-
Out structure:

Pinouts (female):
1]——6 1=GND
N/ 2=RS485(+)
3=RXD
4 =TXD
5=RS485 (-)

Fig. 1: Adaptive RJ12 Pin-Out Structure

RS-232 Interface

RS-232 interface requires the following wires:
e GND for ground

e TxD and RxD (data lines)

RS-232 wiring provides the easiest form of connectivity with the Adaptive 4000
series. By default, Adaptive comes with an RJ12 to DB9 serial cable wired in a
RS-232 configuration.

NOTE:

RS-232 wiring does not offer multi-drop. Therefore, you cannot connect multiple
Adaptive LED displays together. Connect only one Adaptive LED display to each
Perle device.

At 9600 baud rate, the maximum length of the serial cable from the Adaptive LED
display to the Perle device should be 250 feet.

For detailed instructions on installing RS-232 interface, see RS-232 Interface.
RS-485 Interface

RS-485 interface requires the following wires:

o RS-485+ and RS-485- for data.

A6V12131888_en_b_51
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MNS Supported Physical Device Configurations

Adaptive LED Device

NOTE: GND is not required for RS-485, but connection to the shield wire or your

serial cable is recommended.
RS-485 offers two advantages over RS-232 wiring:

e Multiple Adaptive signs can be connected together and
single Perle device as RS-485 offers multi-drop.

can communicate to a

e RS-485 offers a longer cable length between the Perle device and the farthest

sign.

NOTE: The farthest sign is determined by the longest communications path
back to the Perle device. This distance can include drop nodes or physical

length cable.

The following figure demonstrates how multiple Adaptive signs are strung together

and connected to a single Perle device.

To next Modular Network .

Adapter (if necessary)

To RS485 infout Plug

NN ~—En

IPto-Serial Device

N\

INOUISAC  wgasa

[©] [w-—]

BLACK WIRE (+
RED WIRE (-)

SHIELD WIRE

SHIELD WIRE
BLACK WIRE [+
RED WIRE (-)

\

Fig. 2: Multiple Signs

For detailed instructions on installing RS-485 interface, see RS-485 Interface.

RS-232 Interface

1. Mount the LED display to a flat surface using the mounting brackets included

within a LED display.

2. Plug the RJ12 connector of the serial cable to the port marked RS232 on the

LED display.

3. Connect the DB9 side of the serial cable to the DB9 connector on the Perle

SDS1.

16 | 470
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Adaptive LED Device

4. Connect the power adapter to the port marked DC IN on the LED display.

5. Plug the adapter into an AC outlet.

= If the LED display is factory default, demo text and graphics appear on the LED
display.

RS-485 Interface

1. Connect the DB9 female end of the serial cable to the DB9 male end of the
Perle SDS1 device.

2. With the other end of the serial cable cut or open, determine which wires
correspond to pins 3, 5, 7 and 9 and shield on the DB9 connector.
NOTE: Use an ohmmeter to verify that the wires match the correct pins.

3. Using the appropriate pinout, connect RS485+, RS485-, GND, and Shield
wires to the modular jack as shown in the image below:

RJ-11 Cable
{Straight-Thru)

—— Modular Network
Adapter

Shiald/GND

Shielded Serial Cable
Fig. 3: RS-485 Shield Wires

4. Plug one end of the RJ12 straight-through cable into the module jack.

Connect the other end to the port on the Adaptive sign marked RS-485 IN or
RS-232 IN.

NOTE: To connect to another sign, follow the demonstration of how multiple
Adaptive LED displays are strung together and connected to a single Perle
device in the Electrical Installation section.

6. Alternatively, you can plug one end of a straight-through RJ12 cable into the
port marked RS-485 OUT or RS-485 IN on an already connected sign into the
port marked RS-485 IN or RS-232 IN on the sign to be connected.

For more details about wiring the Perle device, see the Perle Device Installation
section.

Depending on the Perle device model, there are two RS-485 pinouts. The following
image is the pinout for I/O versions of the Perle device:

A6V12131888_en_b_51 17 | 470
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The following table provides pinout information:

Pinout ElA-422/485 EIA-485
9-pin ElA-232 Full Duplex Half Duplex
I(in) DCD
2 (in) RxD RxD+
[3(u)  TxD TxD- TXD-/RxD- |rsazss
4(out)  DTR
|s GND GND GND oner
6 (in) DSR RxD-
7 RTS TxD+ TxD+/RxD+ R85+
8 (in) CTS
9

Fig. 4: I/O Pinout

The following image is the pinout for the Serial Only versions of the Perle device:
Jvanl

The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin ElA-232 Full Duplex Half Duplex
1 (in) DCD
2 (in) RxD RxD+
|3(ou)  TxD TxD+ TxD+/RxD+ |rs4ss+
4 (out) DTR
E GND GND GND ot
6 (in) DSR RxD-
7 RTS
8 (in) CTS
‘ 9 TxD- TxD-/RxD- ‘RS&BS-

Fig. 5: Serial Only Pinout

Verifying the Installation of Adaptive LED Display

After correct installation and wiring, the Adaptive 4000 series LED display, on boot
up, displays information such as baud rate, sign address, and a welcome
message.

If there is no display, verify power is present.

Certificate Creation from System Management Console
To establish a secure communication, certificates must be configured.

The recommended workflow for working with the Certificates in System
Management Console (SMC) is to create a Root Certificate Windows store based

(-pem).

18| 470 A6V12131888_en_b_51
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1. Select the Certificate node.

2. Inthe Certificates tab, click Create Certificate ¥ |4 and then select Create

Root Certificate (.pem) ¥ ..
= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: -

Key file name: RootPEMCertificatekey Confirm password: .

Path: CACertificates Browse..

Expiration: 10/27/2025 n 3650 : Days

Subject name: GIMS Root Certificate City / district: Pune

Department: SBT State / province: “Maharashtra |
Organization: Siemens Country code: ™

3. Inthe Root Certificate Information expander, enter the following information:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
f. Enter the following information about the Subject:
— Subject name
— (Optional) Department
— (Optional) Organization
— (Optional) City / district
— (Optional) State / province
— (Optional) Country code (maximum two characters)

Click Save [ .

s

If confirmed, the data entered during the root certificate creation is validated.
After the root certificate has been successfully created,

- the new root certificate (.pem file) and the root key file are created at the
specified location.

Working with (.pem) Root Certificates
e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some
fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

e To create a host certificate (.pem file), the user must have a root certificate
(.pem file) and root key (.pem) file along with its password. Multiple host
certificates can be created using one root certificate (.pem file).

e The user can browse and use this (.pem) root certificate for securing Client/
Server communication, when the project properties are modified.

Software Configuration

Communicating with the Perle device requires the following two main configuration
steps.

A6V12131888_en_b_51 19| 470
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Adaptive LED Device

1. Configure the internal settings of the Perle device. To do this, install
DeviceManager on a computer connected to the same network as the Perle
device to be configured.

2. Configure the driver on the computer that will be communicating with the Perle
device over the network. There are several methods used to communicate with
the Perle device. One of which is TruePort Driver.

To enable SSL security between the Perle Device and the server, the user will
either create a SSL certificate using System Management Console (SMC) or obtain
SSL certificates from the site's IT department. The following three certificates are
required:

1. Certificate Authority (CA) certificate - used on the Perle device
2. Server certificate - used on both the Perle device and Trueport
3. Server certificate key - used on the Perle device

All certificates should be in X.509 format with a Privacy Enhanced Email (PEM)
extension. Both the server certificate and key should be a single file.

NOTE: TruePort is a COM port re-director driver utility that is installed on the
server. TruePort creates a virtual serial port or virtual COM port. All COM port
directed data sent by the application is re-directed by TruePort across the IP/
Ethernet network to the remote device. Data and serial port signaling is
transparently communicated between the application and remote device.

Device Configuration

> Ensure that the DeviceManager is installed on a computer located under the
same network as the Perle device to configure.

> Ensure that the following certificates are created using System Management
Console (SMC) or obtained from the site's IT department in Privacy Enhanced
Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
See the Certificate Creation From System Management Console section for
more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file using
the cat command in the command prompt. For example, cat
RootCertificateKey.pem RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.
1. Start DeviceManager.

Establish Connection to.. EHE

MAC Address | IP Address | rMadel | Server Name | Firrnwate | Discovered | ok |
00-30-C4-06-20-FA 192,168.1.123 IOLAM SD51 D2ZRZ2 MeL_Relay... 4.4 futo Cancel |
- 00-80-D4-06-31-76 192,165.1.122 IOLAM SDS1 D2R2 wls_petle 4.4 Auka

- - 192,165.1.1258 IOLAM 5051 D2R2 mns_panic_... 4.4 Auka

30-D4-06-31-78 Mok Configured IOLAM SDS1 D2R2  IOLAN-063... 4.4 Auta
i 00-80-D4-06-AE-10 136,157.32.164 ICLAM D51 IOLAN-06A.,. 4.4 Auko
00-50-Cr4-05-B6-F& 192,165.1.111 IOLAM 5031 AdaptivelEDL 4.4 futo
00-50-Crd-05-C3-EE 192,165.1.110 IOLAM 5031 ProLitelED2 4.4 futo
00-30-Crd-08-C4-02 192,165,1,109 IoLAM 5031 ProLitelEC:1 4.4 futo
- D0-B0-D4-06-C4-09 182,168.1.112 IoLAM 5051 AdaptivelEDZ 4.4 futo

Add. pssigntp. | Pino | Retiesh |

= All similar devices should be visible under that network.

20| 470
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Adaptive LED Device

2. Select the Perle device you want to configure and click Assign IP.

= The Assign IP dialog box displays.
NOTE 1: If you cannot see the device in the window, verify that the device
has power and is correctly connected to the network. Check the LEDs on
the device; the power LED should be solid green and the link LED should
be solid amber or green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait for
five seconds and then plug in the Ethernet cable followed by the power
supply. Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still issues, you can manually reset the device by
holding down the small Reset button located on the device for ten seconds
or until the Power LED is solid amber and then release. Wait 90 seconds
for device to reboot and initialize. If the device still does not work, replace
the unit or check the network.

3. Manually enter an IP address, or select the Have the IOLAN automatically
get a temporary IP Address check box to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP

—Aazzign P

The [OLAN's current [P Address:

IH:::t Configured

Enter the |P &ddress of the [OLAN:

n Hawe the [OLAM automatically get a
ternporary |F Address.

| Azzign [P I Cancel

= You should now be back to the connection window. The Perle device
should be assigned an IP address.
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Establish Connection to... K B

MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |

- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko
- 00-80-D-06-31-77 192.165.1.125 IOLAM SDS1 D2R2 mns_panic_... 4.4 Auka
& 0 5] IOLAN SDE1 D Auko
- 00-80-0d-06-AE-10 136,157.32. 164 IoLAM D51 IOLAN-064A... 4.4 Auko
- 00-80-0D-06-BE-F& 192.168.1.111 IOLAM 5051 adaptivelEDL 4.4 Auka
- 00-G0-Crd-05-C3-EE 192.,165,1.110 IOLAM SDS1 ProlLiteLEDZ 4.4 Auko
- 00-80-Crd-06-C4-02 192,1658,1.109 IoLAM SD51 ProlLiteLEC1 4.4 Auko
- 00-80-0-06-C4-09 192.165.1.112 IOLAM 5051 adaptivelED2 4.4 Auka

add. | assionie | Ping. |

Refresh I |

4. Select the Perle device again, and click OK to log into the device for

configuring.

5. In the Login window, enter the device password. The factory default password
is superuser.

Fig. 6: Login Window

Network Setup

Fazzword:

Authentication required. Pleaze enter
the pazsword for the adrin user.

Q.

Cancel

To further configure the network settings of the Perle device, log into the device
using DeviceManager. Proceed with the following steps:
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1.

In the DeviceManager window, click Network folder and then IP Settings.
NOTE: In this area, the user can configure additional parameters for the

network settings, such as static IP address or DHCP.

* DeviceManager - [Adaptivel ED1 {192.168.1.111) - Connected]
<= Fle Edt Tools View ‘Window Help

=18 %]

O Hd 272

i{J System [nfa
Sus Configuration
{2y Metwork.
|1 P Sextings
[3 Advanced System Seling:
By Serid

1Pvd Setings | IPvs Setings | Advanced |

|®

B Leers System Mame: W Dromain: mris. et
=

15y Securky
2| Oustaring IPv4 Corfgurations

1y System Ethzimet Irlesface Seltings:
pily Satistics

-y, Metwrk . q n
Serial Porks & (btain [P addiess autematicaly using DHCP/BOOTP

Lisar
HTTP Tunnel ™ Use the lollowing P addiess:

System S ’—

Obeain Automaticaly

I

i+

|

4

Dosmioad Al Changes

For Help, press F1

[ e |

2,

Under the System Name field, enter a distinguishable name to help identify the

device from other similar devices.

NOTE 1: The System Name is also used by the device to create a fully

qualified domain name.

NOTE 2: By default, the device is always IOLAN followed by the last three

bytes of the device MAC address.

Under the Domain field, enter the domain name used on the client’s network

(for example, AmericaUniversity.net).

NOTE: The device can receive the domain automatically from DHCP.

However, DHCP must be configured to set domain as a parameter.

Select Network > IP Settings > Advanced tab.
Select the Register Address in DNS check box.
Click the Advanced tab on the left-hand side.

A6V12131888_en_b_51
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= DeviceManager - [Adaptived ED1 (192,168,1.111) - Connected]
@ Fls Edt Tools WView Window Haslp == x|
O Edyldech /¥ ?
? Siystem Infa
=Lk Configur stion
B ﬁ Metveark
[5) 1P Settings
[ Advanced Hast Hame Host Addiess
[#-(Z) Serial _celaull 19216810
&l Usars
410y Secunky
| Custering
B-{0y Systen
=gl Seatistics
B Msbvark
Serial Ports
Lisar
HTTP Tunnel
System

Hast Tabile | Roule List | DNSA®ING | RIP | Dymamic DNS | IPvE Turnes |

=2}

add. | | o= ]

IF Fitering
& Allow ol iaific
" pllaws raffic anly lo/tom hosts defined with |F' addresses

Diownload 4 Changes I Dewnlead & Requied

1] J
For Help, prass F1 | e |

7. Select the Host Table tab.
8. Click Add to add an NTP host.

b I:I'I 10

9. Enter a descriptive name for the NTP server (for example, mnsNTP).

10. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

11. Click OK.

Serial Settings

1. In the Device Manager window, click the Serial folder on the right and then
Serial Port.
NOTE: Configure the number of serial ports and the profile the device will use.
Only one serial port per device is required for serial communication.

2. Select the default serial port and click Edit.
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= De

wiceManager - [Adaptivel ED1 (192.168.1.111) - Connected]

e Fle Edt Took Yew Window Help

0O

Hay b2 7

1{. System Info
Senal Ports

=44 Configuration
[ Profie

| Cietals

= Network
= j Serial Enstle | [ Hame
Serial Port 1
1 Port Buffering
ol Advanced
[F] Users
&I Security
| Cluestering
={Im) System
wil Statistics
-0, Metwerk
#h- ), Serial Parts
i, User
4|, HTTP Tunnel
#1- ), System

Teiminal

Login

Dowrinzd Al Chanpes | A Desnboad is Required

1]

B Ill‘l v fl=

3.

Far Help, pressFl

TruePort profile and click OK.
Serial Port 1 Settings

Profile:  TruePort

Change Profile....

Mame: I.-’-‘-.daptiveLED'I

General IAdvanced Hardwarel Email &lert | Packet Forwardingl S5LATLS

r— TruePaort Settings
' Conmect to remote system [Server-nitiated Connection]:

Hast name: INDI"IB 'I TCP Part: I'IUEIDU

™| Connect to Multiple Hasts [TruePart Lite Mode]

Define Additional Hosts. .

™ Send Mame O Connect

% Listen for connection [Client-Initiated Connection):

TCF Port: I'I 0om

[ &llove Multiple Hosts to Connect [TruePort Lite Mode]

In the Serial Port 1 Settings window, click Change Profile. Select the

o]

Cancel |

= The Serial Port 1 Settings window will change to reflect the new profile.
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4. Select the General tab.

Select Listen for connection (Client-Initiated Connection).
=

TCP port is always 10001.

NOTE: Always check to make sure selected port is not already in use by

In this mode, the device will wait for the server to establish a connection.

Enter the TCP port that should communicate with the device. By default, the

another application/service on the server. To check, open a Command Prompt,
type netstat and press ENTER. A list of all current TCP connections and ports

will display.

7. Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]

check box is cleared. Click OK.

8. Select the Hardware tab.

Serial Port 1 Settings

TruePort

Change Profile...

Mame: IAdaptiveLE 01

Profile:

| General | Advanced Hardware | Email Alett | Packet Forwarding | SSL/TLS

Senial Interface: Elb-232 |

Speed: ISEDD 'I

Data Bits: IB VI Duples: IFuII VI
Parity: INone 'I 17 Driwer Contral; IAutc- 'l
Stop Bits: I‘I VI

Flows Contral: INDne 'l

¥ Enabie Inbound Flaw Contral
¥ Enable Duthound Flow Contral

™ Monitor DSR

I Moritor DCD

™ Discard Characters Received \with Emors
= | Enable Echo Suppression

o]
9. Select either EIA-232 (RS-232) or EIA-485 (RS-485) in Serial Interface.
10. Set Speed to 9600.

11. Set Data Bits to 8.

12.
13.
14.
15.
16.

Cancel |

Set Parity to None.

Set Stop Bits to 1.

Set Flow Control to None.

Do not select the Monitor DSR check box.

Do not select the Monitor DCD check box.
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17. Do not select the Discard Characters Received With Errors check box.
18. Select the SSL/TLS tab.
19. Select the following check boxes:

— Enable SSL/TLS.
— Use Global settings (Security > SSL/TLS).

20. Click OK.

21. Select Configuration > System > Management >Time.
22. Select the Network Time tab.

23. Do the following parameter settings:

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box cleared.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set name
as primary host.
NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. If you are unsure, verify with the
client’s network administrator.

== DeviceManager - [#ls_perle {192.168.1.122) - Connected] |
s Fle Edit Tools Wiew Window Help o =1 |

D Has|dad| W2 2

o i) system Info
|_:'_|---'_w- Configuration
E-{Z) Metwork ~ NTR/SNTP Settings

2@ Serial
[E users Made: Unicast

Netwark Time | Time Zone/Summer Time (D aylight Saving Time] I

{5 Fecurity
-5 I/O Inketfaces Wersion: I 3 vl
[ Clustering
& Systelm " Enable Authentication:
E-Eg Alerts
El-E5y Management ;
B e Prirnary Host: ImnsNTF’ j Key D ID

: Q Time

...... a Custormn App/Plugin Secondary Host: INone j Key ID: ID

Elf Control
e TJO Status|Cantral
= 1 Statiskics
Metwork,
Serial Ports
User
, HTTP Turnel
----'_ Syskem

24. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

25. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.
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= DeviceManager - [xls_perle (192.168.1.122) - Connected]

< File Edt Tools “iew ‘Window Help
D RBd decy N2 ?
1) System Info Metwork Time  Time Zone/Summer Time (D aylight Saving Time] |
(=2 Configuration
[ () Network,
- Seral Tirme Zone
& Users =
-y Security Time Zone Mame: Time Zone Ofizet: I-ES:IJD UTCAGMT
3 U0 Interfaces
1 Clustering Summer Tirne (Daylight Saving Tirme)
=25 System
+-(g Merts Summer Time Name: EST Summer Time Oifsat | B0 minutes
=5 Management
B e Mode
[5) Time T None
| Custom App/Plugin
3 Advanced " Feed
= /J Conitrol I ot Dray Time
- 110 Skakus|Control StztDete  [api /= Jozoo
=g Statistics ; ;
-y, Metwork EndDate:  |October =i ~] [ozod
[y, Serid Ports
il User  Recuring
i, HTTP Tunnel Manth Week Day Time
By, System StanDats:  [Mach =72 =] 7 [Sunday =] [ozoo
EndDate:  [November x|/ [1 =] 7 [sunday x| Jozoo
|
Download All Changss /4. Download is Required
4]
For Help, press F1

26. Select Configuration > Security > SSL/TLS.

OB vy W2

File Edit Tools View Window Help

DeviceManager - Adaptivel (172.17.10.77) - Connected

o

Adaptive1 (172.17.10.77) - Connected

[=][=]EE

-4 1) System Info
=41 Configuration
-2z Metwork
+ iy Serial
i [2 Users
= 25 Security

i [F] Authentication
L[ ssH
[ ssLTLS
VPN
[Z HTTP Tunnel

Lo |2 Services
-[3 Clustering
+-{I) System
=iy Statistics
Network

ul, Serial Ports
el User

i, HTTP Tunnel
g, System

SELATLS
SSLTLS seftings that apply to all SSLATLS connections
[default).
SSLATLS Version: Any v
SSLITLS Type:

Cipher Suite

[1alidate Peer Certificate

S5L Certificate

Passphrase:

Dawnload All Changes

27. Set SSL/ITLS Version field to Any.
28. Set SSL/TLS Type field to Server.

29. In the SSL Certificate dialog box, enter the password of the root certificate
(.pem) in the Passphrase field.

30. Select Tools > Advanced > Keys and Certificates.

= The Keys and Certificates dialog box displays.

281470
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g File Edit | Tools Wiew Window Help _|ﬁ'|1|

O | = ' | Upload Configuration fram IOLAR

Import Configuration from a File

Download Configuration to IOLARN
Download Configuration to Multiple IOLANS

Systerr
- Configu

that apply to all S5L/TLS connections
Advanced Download Firmware bo TOLAM
Reset Set IOLAN Date/Time

Kewvs and Certificates,

Cphions. ..
R e Custaorn Files..
[ ssUTLs SSL/TLS Type: et Factory DeFauIt Configuration to IOLAM
i I

31. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

32. Click the browse button and upload the private key for the root certificate
(.pem).

33. Click OK.
Keys and Certificates K Ed
F.en / Certificate:
File M arne:
K.ey Tupe: FSa, |
Uzer N anme: |~
Host I anme: |l
IFsec Tunne! Hanme; |~

aE. Cancel

34. Select Tools > Advanced > Keys and Certificates.
35. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

36. Click the Browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Certificate Creation From System
Management Console section for more information on combining the root
certificate.

37. Click OK.
38. Select Tools > Advanced > Keys and Certificates.
39. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

40. Click the Browse button and upload the root certificate (RootCertificate.pem
file).

41. Click OK.

A6V12131888_en_b_51
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42, Click Download All Changes to make the changes to the device.

43. Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, you must wait
90 seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber or green.

= The device is now configured.

TruePort Driver Configuration

> The TruePort driver is the second part of the process to link the device to the
system server. TruePort is only used when the Perle device is configured to
use the TruePort profile. The TruePort driver is designed to manage all similar
devices communicating with the server. Since TruePort creates a virtual COM
port, the recommendation is that each device has its own and unique COM port
for each service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

-—

Install TruePort on the server. TruePort can be downloaded from Perle’s
website or installed from the CD included with the device.

2. Start the TruePort Management Tool.
3. In the TruePort Management Tool window, Click Add.

#di TruePort Management Tool

O perie

Thiz tool permitz you to add, remove and configure TruePort adapters.,

Inztalled TruePort adapters:

Add. Bemove Froperties |
Cloze |

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive which can easily be
tracked back to a particular device.

5. Enter the IP address or the hostname the device is using.
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Add TruePort Adapter Wizard

Configure TruePort Adapter

Configure the adapter's name and aszociate it with a device server on the
nietwork.

— TruePort &dapter Properties

&dapter Hame:  |AdaptivelED

— Device Server Metwark Location

" Hasthame: I

Mest = I Cancel

6. Click Next.

7. Leave the number of ports set to 1 (for I/0 access, set ports to 2, or add
another later). Select the COM port for that particular device. By convention,
start at COM100 and increment for each device and service configured. This
will help to avoid any conflicts with existing COM ports or other devices.
TruePort allows creation of up to 4,096 COM ports.

8. Click Next.
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Add TruePort Adapter Wizard

Add Serial Ports
Azzociate COM portz with pour new TruePort adapter

You may add up to 49 zenal ports o pour
new TruePort adapter: T he following portz will be added:

—Select COM Port Bange COMI0

Starting COM Port:  |COMI0 =

Mumber of Ports: I'I _l;

M et > I Cancel

= TruePort Adapter in the TruePort Management Tool is visible now.

9. To edit the TruePort settings, select the adapter to edit and click Properties.

=i TruePort Management Tool

Thiz tool permits you to add, remove and configure TruePaort adapters,

Inztalled TruePort adapters:

Adaphivel bl (1

Add,.. Remave Properties |

Closa

Serial Settings
1. Select the Properties window of the device port to be configured.

2. Select the Configuration tab.
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3. Click Settings.

AdaptivelLED1 {192.168.1.10) Propetrties

General  Configuration | Diriver I Detailsl

?@B AdaptivelLEDT [192.168.1.10]

Thiz TruePaort adapter iz azzociated with the following
device zerver.

— Device Server Information

Mumber of Partz; 1

IP Addreszs: 192168.1.10

Active Connections: Mone

T configure this Device Server at thiz time use the Perle
Devicetdanager or one of the following configuration methods.

Wieh Config T elnet Caonfig

Settings

ak. Cancel

4. Click the COM port on the left-hand side.
= The TruePort and COM port settings for this adapter display.
5. Select the Connection tab.

6. Click Initiate connection to device server.
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AdaptivelLED1 {192.168.1.10) Settings *

Vuit o paie: | Cannection I Advanced I S5LATLS I Packet Forwarding |
?JII AdaptiveLEDT [192.168.1.10) . .
“_lrl‘ COM10 [Connect: 10001] r— Connection Settings (COM10]

—{% Acocess Device Server Serial Port

Connection Mode: IAutomatic "I

" Accept connection fram device server
Lizter or TIEE Fort: 10000 =

:

&' |nitiate connection to device server

Connect to TCP Port: {10001 =

L

Client-Initiated Connection Settings...

1 Access Device Server /0 channels

Connect to TCR Part: |3331 B E
/0 Application Type: Ila‘El Access vl
Client- nitiated Connestian Sethings... |

— Connection Profile

Current Prafile;  Minimize Latency

Change Profile... |

@ Add Ports | x Bemove Ports | ' LCopy Setfings Tu:n...l Restore Defaults

] 8 I Cancel | Apply |

— Under Connect to TCP Port, enter the port number that was previously
assigned to the device using the device manager.

7. Click the Settings button next to Client-Initiated Connection.

= The Client-Initiated Connection window displays.

34 | 470 A6V12131888_en_b_51



MNS Supported Physical Device Configurations
Adaptive LED Device

Client-Initiated Connection Settings X
Connechon Management Opbons
[[] Connect st system startup

[[]Close TCP connection when COM portis closed

Delay close of TCF connection for 3

Connecton Oplions

Connechon Retnes

(O Retry forever

(@ Mumber of reties: || =
Time between connection retries: |30 -2 saconds
Restore dropped conneclions

Festare Defaults ) 4 Cancal

8. Select the Connect at system startup check box.
9. For Connection Retries, select Retry forever.
10. Click OK.

11. Select the Advanced tab.
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hdaptivelED1 {192.168.1.10) Settings x

Murber of ports: 1 Conrection  Advanced | SSLATLS I Packet Forwardingl
S0 Adaptivel ED1 [192.168.1.10]
o né,i COM10 [Connect: 10001]  Advanced Settings [COMB10)

—Application Optiohs
[ Simulate COM port transmit delays

Sdditional Transmit [elay: ID _,3 ms
Additional Becerve Delay: ID :: e

On COM port open:

E

" Always returh successful

% Feturn when conmection is fully established

0 zecond:
b amimum 44t Time: |3|:| _,? .

[~ Enumerate attached devices [i.e. modems]

¥ Drain autput before setting config

¥ Send keep alive packets

Keep Alive Interval: |3D _I; zeconds

[~ Enable TCP Magle algorithm

™ Use legacy UDP protocol [Full Mode only)

@ Add Ports | x Bemove Ports | ' Copy Settings TD...| Restare Defaults
QK I Cancel | Apply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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AdaptivelED1 {(192.168.1.10) Settings

Murnber of portz: 1

| Eonnectionl ddvanced  SSLATLS | FPacket Fnrwardingl

S AdaptivelEDT (192.168.1.10)

~55L/TLS Settings [COM10]

b S COMI0 [Connect: 10001)
[+ Enable 55L/TLS Encryption

SSLATLS Version:  [Any hd

II:Iient "I
— Authentication

[ “erfy Peer Cerificate
Cerfificate Sutharity Filenanme:

I Browize |

Walidation Crtera.,.

S5LATLS Type:

551 Certificate
¥ Supply Certificate

Certificate Filename:
IE:'\Userskﬁdministrator\Desktnp\SSLE Browse |

Certificate Pazzsphraze; | #essssssssss ]

@ addPors | € RemovePons | W Copysetinn: 7o | Restore Detauits
ok | cocd | ey |
14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.
16. Set the SSL/TLS Type field to Client.
17. Select the Supply Certificate check box.
18. Click the browse button and select the combine Root certificate. Refer to the ---
MISSING LINK --- section for more information on combining a Root certificate.
19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.
SETTE

¥ Websites
Test
¥ History Databases
¥ (ocal)\GMS_HDB_EXPRESS
HDB

Certificate

MN5330 System

Testl

Service | Current User

R

| status |
Automation License Manager Service Running -
FreeSWITCH

GMS_WCCILpmon_MNSS30

LR e Running

Stopped

Password:

R s Y

Perle TruePort Service WRETEEOTE  Running

Siemens BT Licensing Server NSRS Running

Siemens GMS Closed Mode Service  MUMERIS# ™ Running .
[ ] e ==

Ready

Fig. 7: Restarting the Perle TruePort Service
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Device Verification

To test whether the Perle SDS1 is configured correctly, open a PUuTTY session
from the server using the serial COM port that was previously created from the

Adaptive ® 4000 series. If you can open the COM port, then the TruePort driver is

working properly.

PUuTTY can be downloaded from the following link:

http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

The steps for testing Adaptive communication are as follows:

1. Open PuTTY and select Connection > Serial.

2. For Serial line to connect to, enter the TruePort COM port number created in
TruePort Driver Configuration.

3. Enter the parameters for Baud Rate, Data Bits, Stop Bits, Parity, and Flow
Control for the Adaptive 4000 series.

— Baud Rate: 9600
— Data Bits: 8
— Stop Bits: 1
— Parity: None
— Flow Control: None

Cateqany:

[=]- Session
Logging
[=]- Terminal

- K.eyboard
- Bell

- Features
=]~ winidow

- Bppearance
- Behawiour
- Trarzlation
- Selection
- Colours
[=- Contection

- Data

- Prowy

- Telnet

A bt

Optiong controling lozal zenal lines

—Select a zerial line

Senal line to conmect to II:EIM1 1]
— Configure the zenial line
Speed [baud) 3800
Data bits IB
Stop bits f1
Farity INu:lne j
Flow cantrol INu:lne j

Open

Cancel

4. Click Session and select Serial.

5. Click Open to establish a serial session.
NOTE: If PUTTY denies a connection, check your TruePort settings.
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Categaory:
£l Session | Basic options for your PuTTY session |
- Logging _ -
&) Teminal Specify the destination you want to connect to
- Keyboard Serial line Speed
. Bell COmMI0 9600
- Features Connection type:
= Window ") FRaw (") Telnet ) Rlogin ) SSH | @ Serial
- Appearance
... Behaviour Load, save or delete 3 stored session
- Translation Saved Sessions
- Selection
- Colours .
i Caiacia Default Settings Load
- Data
- Progy
- Telnet Delete
- Rlogin
- 55H
- Serial
Close window on exit:
() Mways () Mewer (@ Only on clean exit
About | Open I‘ Cancel

Configuring Adaptive LED Display

Prerequisites

Before proceeding, make sure to have the following items available:
e Adaptive 4000 series LED display

e RJ11 to DB9 Serial cable (bundled with LED sign)

Device Configuration
Perform the following steps to configure the serial address of the Adaptive sign:

1. Press PROGRAM on the remote control shipped with the sign.
2. Press BACK until SET SERIAL ADDRESS or SET SERIAL is displayed.
3. Press ADV.

4. Enter a number (For example, 10).
NOTE 1: A serial address is actually a number from 0 to 255 in hexadecimal
(00 to FF). However, in typical use entering a number from 00 to 99 is fine.
NOTE 2: The default serial address of a sign is set to 00.

5. Press RUN twice to set the new serial address and return the sign to normal
operation.

= The serial address is set.
NOTE:
After the serial address of the Adaptive 4000 series LED display is set, further
configuration is required on the Perle device.

A6V12131888_en_b_51
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Adaptive LED Device Troubleshooting

Once the device is created in the Device Editor section, the corresponding device
gets in Connected state based on the Check Status Rate configured in the
Configuration Properties of the driver. If the device does not get connected after
the Check Status Rate duration, then perform following steps in sequence until
the device gets connected after a particular step. After each step, wait for the
Check Status Rate duration and monitor the device connection status:

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

1.2 Advanced Network Devices (AND)

Advanced Network Devices (AND)

This section provides reference and background information for integrating the
AND Device. For procedures or workflows, see the step-by-step section for
Creating and Configuring AND IP Display Device and Creating and Configuring
AND IP Speakers.

Device Overview

The IP Displays and IP Speakers communicate with the server through Internet
Protocol (IP). The IP Displays and IP Speakers are connected to a network switch
through Cat5e Ethernet cable. The IP Displays and IP Speakers are Power over
Ethernet (PoE) devices that receive power from the Ethernet port on the device.
The Catbe Ethernet cable must be connected to a Power over Ethernet (PoE)
capable network or a separate power injector is required to power the device.

Software System/
Notification Server Service ges\,?cn;

Catbe
Notification | | NIC —Ethernet Hardware
Application Cable Legend Port

Cat5e
Ethernet
Cable

e e

P Dolfplay Ethernet E&atSe 110 — 240V
-or— «—Etherne i Mains

IP Speaker| Fort Cable | LImector

Optional: Required if
| network is not PoE capable.

can integrate with devices from two Advanced Network Devices (AND) product
families: IP Display products and IP Speaker products.

The system can integrate with the following AND products that conform to the
UL-60950 standard.

IP Displays

e |PSWD (without flashers)
e |PSWD-RWB

e |PCSS-RWB

e |PCSL-RWB
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e |PCDS-RWB

e |PSIGNL-RWB
IP Speakers

e |[PSWS-SM

e |PSWS-FM

e |PSCM-RM

e |PSWS-SM-O

The integration between , the AND IP Displays, and the AND IP Speakers enable
to send text and/or audio messages. These messages will go to the AND IP
Displays and the AND IP Speakers. The textual messages are delivered to the
AND [P Displays. The AND IP Speaker products do not have textual message
capabilities.

In this version of , the integration between , the AND IP Displays and the AND IP
Speakers does not support the following AND device features:

e Microphone for bidirectional communication or listening in

e General Purpose I/0 (GPIO) for sensing conditions or controlling remote
activation

e Flasher Activation. (AND IP Displays now support Flasher activation)

NOTE: The IP ClockWise software by Advanced Network Devices is not required
for integrating with devices from the Advanced Network Devices product families.

General Overview of Advanced Network Devices

can integrate with devices from two Advanced Network Devices (AND) product
families: IP Display products and IP Speaker products.

The system can integrate with the following AND products that conform to the
UL-60950 standard.

IP Displays

e |PSWD (without flashers)
e |[PSWD-RWB
e |PCSS-RWB

e |PCSL-RWB

e |PCDS-RWB

e |PSIGNL-RWB
IP Speakers

e [PSWS-SM

o |IPSWS-FM

e |PSCM-RM

e |PSWS-SM-O

The integration between , the AND IP Displays, and the AND IP Speakers enable
to send text and/or audio messages. These messages will go to the AND IP
Displays and the AND IP Speakers. The textual messages are delivered to the
AND [P Displays. The AND IP Speaker products do not have textual message
capabilities.

In this version of , the integration between , the AND IP Displays and the AND IP
Speakers does not support the following AND device features:

e Microphone for bidirectional communication or listening in

e General Purpose I/0 (GPIO) for sensing conditions or controlling remote
activation

e Flasher Activation. (AND IP Displays now support Flasher activation)

NOTE:
The IP ClockWise software by Advanced Network Devices is not required for
integrating with devices from the Advanced Network Devices product families.

[}
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Installation and Configuration

Installing AND Device

This section provides information to the user for mounting the hardware and wiring
or connection details for the device.

Prerequisites

The prerequisites required for the device installation include the following:
e Advanced Network Device (AND) IP Display or IP Speaker

e Catbe Ethernet Cable

The optional prerequisite includes:

e Ethernet Power Injector

AND Mechanical Installation

1. Remove the back frame by removing the four Torx screws on the side of the
device.

2. Mount the back frame to a flat surface by placing screws through the eight
mounting holes located on the frame.

= The mechanical installation of the device is now complete.

AND Electrical Installation
1. Connect the Ethernet cable to the Ethernet port on the back of the device.

2. Connect the other end to the power injector or a PoE capable switch/hub/
router.
NOTE: The AND IP Displays and IP Speakers are Power over Ethernet (PoE)
only devices. They receive all of their power over the Ethernet cable.

3. Verify that the network is PoE ready.
NOTE: If the network is not PoE ready, a power injector must be purchased
and installed.

= The device boot process is started.

AND Installation Verification

On successful connection, the LED sign will display the following in sequence:

e Advanced Network Devices

e Firmware

e MAC

e |P Address
NOTE 1:
If nothing is displayed when Ethernet cable is connected, verify that PoE is
available.
NOTE 2:
If the Dynamic Host Configuration Protocol (DHCP) with a rotating bar is
displayed, then the device is unable to obtain an IP address. Check with the
local site administrator for the DHCP availability. A DHCP server is required
during the first reboot in order for the AND sign to obtain an initial IP address.
After an initial IP address is obtained, the sign can be reconfigured with a static
IP address.

Configuring and verifying AND Device

This section provides the steps linked with the configuration and verification of the
device.
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Prerequisites

The following are the prerequisites required for the device configuration:

e Computer connected to the same subnet as the IP Display or IP Speaker

e Web browser for accessing the IP Display‘s or IP Speaker‘s internal web server

AND Device Configuration

After the completion of the boot up process, the device will request an IP address
through DHCP. Upon receiving the IP address, the device will display it before
returning to the normal operation.

NOTE:

An IP address is required for the Advanced Network Devices before the device
installation process. If the device is unable to receive an IP address, the device will
continue to reboot and search again. A DHCP server is required during the first
reboot in order for the AND sign to obtain an initial IP address. After an initial IP
address is obtained, the sign can be reconfigured with a static IP address.

After receiving the IP address, log on to the device using a web browser on a
computer attached to the same subnet as the sign.
URL: http://sign_ip_address

AND Display Configuration
1. Click Device Settings.
2. Select Network.
= The Network Settings section displays.

SIP  SIP2  Servers  Firmware  Peripherals  Misc  Scheduler  Configuration XML
General Command Password

HTTP Command Port (default is 80) 0 0

Network Mode dhecp dhep v

IP Address (if static IP mode)

Netmask (if static IP mode)

Gateway (if static [P mode)

TFTP Server (if static IP mode)

DNS Server (if static IP mode)

Domain (if static IP mode)

Configuration Search Path

SLP Scope Berbee Applications Berbee Applications
SLP Service InformaCastConfi ion Infi astConfig
Inhibit SLP No No =

Inhibit SNMP No No ~

Inhibit Special Command Ne No -

Inhibit MDNS Host Lookup No No -

Inhibit MDNS HTTP Service No No ~

Inhibit MDNS IP Speaker Service No No =

Inhibit MDNS SNMP Service No No ~

3. Enter the network settings in the Network Settings field.
NOTE: To assign a static IP address, select the static IP value under Network
Mode and enter the IP address, Netmask, and Gateway underneath.
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4,

10.

Select Save Network Settings Changes.

e

Stored value New Value

SNMP Read Community
SNMP Write Commmmity
SNMP MIB-2 Alternate Bead Commmunity public public
SNMPTapMamgerSetes b

Host[Port] Trap Community Name Trap Version
Manager 1 SNMPv2e -
Manager 2 SNMPv2c ~
Manager 3 SNMPv2e -
Manager 4 SNMPv2e ~
Manager 5 SNMPv2c -
i[ Save Network Settings Changes ] |

Click General and do the following:

Network sIP SIP2 Servers Firmware Peripherals Misc Scheduler Configuration XML

IPSpeaker 2046f90203db IPSpeaker 2046M0203db

NTP Server, primary
NTP Server, secondary
NTP Server, tertiary
NTP Server, quaternary

Time Refresh Rate (minutes) 60 60

NTP Overrides Server Registration Time No No =

Named Time Zone see timezone list -
UDP Logging (IP:port)

Boot Beep Volume o 0~

Boot Beep Duration (ms) 1000 1000

Boot Jingle Volume 4 4 -

HTTP Control Password AND AND

Enter a name for the sign in the Name field.

Enter the IP address of the main NTP server in the NTP Server, primary field.
NOTE 1: This is required while using the sign as a clock during normal
operation. It is also important in order to have accurate time stamps for the
internal device logging.

NOTE 2: It is recommended to use the NTP server.

Enter the IP address of the Backup NTP server in the NTP Server, secondary
field.

NOTE: In the case of primary NTP server failure, the device will access the
secondary NTP server. This is optional but recommended.

Enter the appropriate string for your Time Zone in the Named Time Zone field.

Leave the HTTP Control Password (default) password as it is or set a new
password in case the user wants to change the default password.
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11. In the Display Settings section, set value to 100 in the Display Brightness

field.
Display Settings help
Parameter Stored vahie New Value
Time Format 12 hour 12 hour -
Show Leading Zero No Mo =
Show Seconds Off Off -
Keep Clock Seconds Smaller No Mo =
Blink Colon Yes Yes -
Clock Font

Note: The date field is shown only when DBatangChe Bold BatangChe Bold -
the clock is using a multi-line font.

Clock Color Cranberry
Seconds Color
AM Color
PM Color

Date Color
Note: Use multi-line clock font to enable

Date Format 00 001 D
Note: Use multi-line clock font to enable el %a, %b %e

Date Shown as Tiny Yes
Note: Use multi-line clock font to enable

Clock Above Small Text No Mo

Minute Progress Critical Start Second 0

L)

Minute Progress Color
Minute Progress Critical Color

Text Font

Text Color

Timer Font

Countdown Timer Color
Countdown Timer Critical Color
Count Up Timer Color

Count Up Timer Critical Color

Display Brightness (0-100)
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12. Set the Speaker Volume to the required level.

Audio Settings help
DParameter Stored value MNew Valie
Speaker Volume 10 10 -
Feedback Suppression Medium Medium -
Microphone Volume g g -
Microphone Filter 750 750
Microphone Alert Volume 3 I
Show Mic State on Clock Display No Mo =
Mic State Tcon Color - Sl -
Microphone Mute when GPIO 0 Input No Mo -
Microphone Mute when GPIO 1 Input No Mo -
Activate GPIO 0 During Microphone No Mo =
Activate GPIO 1 During Microphone No Mo =
Generated Audio Stream Multicast TTL 16 16
Generated Audio Stream TOS (DSCP/ECN) 0 0

Save Changes

13. All other values are optional and can be left as default.
14. Click Save Changes.

15. A message displays for rebooting the device.

Device Status SIP Status Send Text Message

General Network siP siPz Servers Firmware Peripherals Misc Scheduler Configuration XML

Changed settings have been saved. for changes to take effect.

16. Click Reboot now.

AND Speaker Configuration
1. For configuring an AND IP Speaker, do the following:
— Click Device Settings.
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— Select SIP.
= The SIP General Settings section displays.

Home Device Status SIP Status Send Text Message

General Network SIP2  Servers  Firmware  Peripherals  Misc  Scheduler  Configuration XML
e
Parameter Stored value New Value
SIP Mode Paging
Promiscuous Mode No
Extension 10006 [10006 |
SIP Server IMrRe mowe |
SIP Domain (e.g. in002 siemensmet) 870 0% 000 [050 0w ad |
SIP Password 15 V] (7] |
SIP Digest Username 10006 [10006 |
SIP Port (default 1s 5060) 5060 5060 |
Registration Interval. seconds 30 |30 |
Reboot Interval. seconds 10 [10 |
Registration Failures Send SNMP Trap 0 |l] |
Strict Direction Negotiation No
Use IR Remote No [No v |
Rebroadcast Destination |
Ring Volume 8.5 35 v
Show Call State with Flashers No
Show Call State on Clock Display No
Call State Icon Color [GEE (Green— ~
SIP Default Stream Priority 50 s0 |
SIP Status Message Priority 99 EX] |

— In the SIP Mode field, select Paging.

— Enter the FreeSwitch extension number configured for the corresponding
AND IP Speaker in the Extension field.

— In the SIP Server field, enter the IP Address of the SIP Server.

— In the SIP Domain field, enter the IP Address of the SIP Server.

— In the SIP Password field, enter the password of the FreeSwitch
extension.

— Set the Ring Volume to the required level.
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— All other values are optional and can be left as default.

SIP GPIO Input Action Settings help
Parameter Stored value New Value

Push-to-Talk 1 (GPIO 0 Outgoing)

Push-to-Talk 1 Alternate (Hold)

Push-to-Talk 1 Alternate Hold Time (ms) 0 0
Push-to-Talk 1 Trigger Only No Mo
Push-to-Talk 2 (GPIO 1 Outgoing)

Push-to-Talk 2 Alternate (Hold)

Push-to-Talk 2 Alternate Hold Time (ms) 0 0

Push-to-Talk 2 Trigger Only No Mo =

GPIO Control of Non-GPIO Calls No Mo =

SIP GPIO Output Control Settings help
Parameter Stored value New Vahie

Keypad GPIO 0 'On' Password

Keypad GPIO 0 'Off Password

Keypad GPIO 0 Transient' Password

GPIO 0 Transient Time (ms) 0 0
Keypad GPIO 1 'On' Password

Keypad GPIO 1 'Off Password

Keypad GPIO 1 'Transient' Password

GPIO 1 Transient Time (ms) ] 0
Activate GPIO 0 During Active Call No No =
Activate GPIO 1 During Active Call No No
Activate GPIO 0 When Ringing No No =
Activate GPIO 1 When Ringing No No
| Save SIP Changes |

2. Click Save SIP Changes.

= A message displays for rebooting the device.

Device Status SIP Status Send Text Message

General MNetwork sip Sip2 Servers Firmware Peripherals Misc Scheduler Configuration XML

Changed settings have been saved. for changes to take effect

3. Click Reboot now to reboot the device.

Device Verification for AND Device
To test the configuration of the device, follow the steps below:

@ Open a web browser and enter the following URL:
http://SIGN_|IP_ADDRESS/signmsg?
text=This+is+a+test+tmessage&loops=3&maxseconds=0&pauseseconds=0&sp
eed=5&color=red&font=arial bold&human=1&button=Send+New+Text+Messa
ge
NOTE: Computer must be connected to the same subnet as the IP LED sign.

= On successful device configuration, the sign will display This is a test
message three times as per the configured color.

1.3 ASCII Input Device
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ASCII Input Device

This section provides reference and background information for integrating the
ASCII Input device. For procedures or workflows, see the step-by-step section.

provides the capability to read ASCII data that is sent serially over a RS-232,
RS-485, or RS-422 interface. Additionally, this ASCII data can be analyzed for
keywords or patterns through the use of Regular Expressions. A keyword or
pattern found in an ASCII message can be then used to raise a management
station event, or trigger a incident. Reading ASCII data requires the use of either
the Perle SDS1 or TD2R2.

Notification

Server
Cat5e Software System/
NIC —Ethernet Service Device
TruePort Cable

Hardware Port
Legend

Catb5e

or printer port on
Perle
T RS-485 Port | ™ fire panel)

Ethernet
Cable
Perle ASCII (?utput
:| Sl RS-232 . Do
RJ45 or DB9 Serial | (For example,
Serial

The Perle models SDS1 and TD2R2 provide remote serial access through Internet
Protocol over Ethernet. This service provided by the device appears as a separate
COM port on the Server. The COM port is automatically created by TruePort, a
COM port redirector installed on the Server that works in conjunction with the
application to establish a secure communications link. Below is a high level view of
the device used in a typical ASCII input reading application on a deployment.

ASCII data streaming from a port on an external device can be read by the Perle
device and sent over IP for analysis, filtering and triggering on the Server. The
Perle device provides an RS232, RS485, and RS422 interface, which is software
selectable.

NOTE 1: The Perle IOLAN TD2R2 model provides I/0O and relays in addition to a
serial interface.

NOTE 2: The ASCII driver only supports input data comprised of the standard
ASCII character set, which effectively means it supports only English letters and no
international letters. International letters in received data will be replaced with
question marks.

ASCII Input Device Workspace

Name Value

IP Address

Serial Port Number Ccom2
Device Mode Operational
Baud Rate 9600

Parity None

Stop Bits 1
DataBits[5:8]) 8

Flow Contrel None
Marker Type Fixed

Start Markers ALARM, ..
End Markers HTRI-D, .
Reset Markers PAMEL RESET, .
Automatic Message End Intenval [ 500:10000] (r 500
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49| 470



MNS Supported Physical Device Configurations

ASCII Input Device

IP Address: Set the IP address of the Perle device which is connected with
Fire Panel and which provides the ASCII data from Fire Panel to MNS. In case
if Fire Panel is directly connected to MNS server using serial cable, then set
value as -1.

Serial Port Number: Displays the COM port address of the device. Enter a
valid COM port address string of the device. This string should always have the
format as COM followed by unsigned integer number. For example, COM20.
For more details, refer to the Serial Settings .section.

NOTE: To check the COM ports that were used by the device, open the
TruePort Management Tool.

Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
and/or the device configuration change command, but will perform status
checks for the device. The device remains in a disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected/Connected state based on the connection state.

Baud Rate: Select the Baud Rate used serially by the ASCII device from the
drop-down list.

Parity: Select the Parity used by the ASCII device from the drop-down list.

Stop Bits: Select the number of Stop Bits the ASCII device serial protocol is
using from the drop-down list.

Data Bits: Displays the Data Bits of the device.
NOTE: The value range is 5 to 8 bits.

Flow Control: Select the type of Flow Control mechanism used by the ASCII
device.

Marker Type: Select one of the following type from drop-down list:

Fixed: The driver splits the incoming serial data into individual messages by
matching fixed patterns.

Regex: The driver splits the incoming serial data into individual messages by
matching regular expressions. This option gives more flexibility when matching
with fixed patterns is not possible.

Start Markers: This is an optional field. If configured, the driver uses the start
marker to identify the start of messages in the input serial data. The driver will
automatically extract a message when the Automatic Message End Interval
expires after the occurrence of the most recent start marker. Refer to the table
in 4.2.2 for resulting behavior in conjunction with an end marker. Multiple start
markers can be configured as shown in the below image titled Configuration
Properties with Start Markers for ASCII Input Perle Device.

End Markers: This is an optional field. If configured, the driver uses the end
marker to identify the end of messages in the input serial data. Refer to the
table for resulting behavior in conjunction with a start marker. Multiple end
markers can be configured as shown in the below image titled Configuration
Properties with End Markers for ASCII Input Perle Device.

Reset Markers: This is an optional field. If configured, the driver uses the reset
marker to identify panel reset message in the messages extracted using start
marker and end marker. Reset marker cannot be configured in regex form
however it has to be configured in a fixed string form, ex. "PANEL RESET".
User can configure multiple reset markers. On receiving panel reset message
for a panel, driver clears all active events for this panel.

Automatic Message End Interval: This is a mandatory field if only start
markers OR no markers are configured, otherwise it is optional. This value
represents the time interval at which data received from the device is used for
extraction of messages by using available marker configuration. Refer to the
table for the resulting behavior when used in conjunction with start and end
markers.
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Start Markers

¥ Configuration Properties

» Event Triggers

Mame | Value

|P Address

Serial Port Number Comz2

Device Mode Operational

Baud Rate 9600

Parity Maone

Stop Bits 1

Data Bits [5: 8] 8

Flew Control MNone

Marker Type Fixed

Start Markers

End Markers | ALARM |

Reset Markers | Acknowledge |

Automatic Message End Interval [ 500 : 10000 ] (r | TROUBLE |

.| | <PV | —.
> Eentioges | o

End Markers

¥ Configuration Properties

Mame

|P Address

Serial Port Number

Device Mode

Baud Rate

Parity

Stop Bits

Data Bits [5: 8]

Flow Control

Marker Type

Start Markers

End Markers

Reset Markers

Automatic Message End Interval [ 300 : 100007 {r
.|

» Event Triggers

» Input Message Ana

Reset Markers

| value

COomM2
Operational
S600

Maone

Maone
Fixed
ALARM, ..

[HTRI-D

£

|\.n

Close

I T
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¥ (Configuration Properties

Mame | Value

|P Address

Serial Port Number Com2

Device Mode Operational

Baud Rate 9600

Parity None

Stop Bits 1

Data Bits [5: 8] 8

Flow Control Mane

Marker Type Fixed

Start Markers ALARM, ...

End Markers HTRI-D, ...

Reset Markers

Automatic Message End Interval [ 500: 10000] {r PANEL RESET
.| RESET_MARKER_1

» Event Triggers RESET_MARKER_2
» Input Message Analysis

ll‘ B

Behavior for different combinations of start and end marketer configuration

settings
SM |[EM | AMEI |Decision

010 1 If no markers are configured, then the driver will process all input data received
up to the point of the automatic message end interval as a message. Please note
that using this configuration is not recommended as the content of the extracted
messages will depend entirely on the timing of the input data.

0|1 NA The driver will always process the input data between two end markers as a
message. The automatic message end interval setting will be ignored.

110 1 The driver will process the input data between two start markers as a message.
When the driver has not identified a start marker in the input data for the
specified automatic message end interval, it will consider the currently started
message as complete and process it.

11 NA The driver will process the input data between a start marker and an end marker
as a message. The automatic message end interval setting will be ignored.

NOTE:

SM = Start Marker, EM = End Marker, AMEI = AutomaticMessageEndInterval
0 = Not Configured, 1 = Configured, N/A = Not applicable/Ignored

Marker Configuration Example

The following tables show samples of incoming serial data, configured marker type
(fixed and regex) and extracted commands.

Start Marker

Marker
Type

Message Sample Marker

Extracted Commands

Fixed

Audibles Unsilenced 07:17:18 | Audibles
May 28,2016 Audibles
Silenced 07:17:28 May
28,2016 Audibles Unsilenced
07:17:32 May 28,2016
Audibles Silenced 07:17:36
May 28,2016

1.Audibles Unsilenced 07:17:18
May 28,2016

2. Audibles Silenced 07:17:28 May
28,2016

3. Audibles Unsilenced 07:17:32
May 28,2016

4.Audibles Silenced 07:17:36 May
28,2016
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Regular | 12:42:46 pm THU 21-JAN-16 | [0-9){2}:[0-9]{2}: 1. 12:42:46 pm THU 21-JAN-16
Expression |4544 DUCT DET RETURN S. |[0-9]{2} [ap]m [A- |4544 DUCT DET RETURN S.
(Regex) |MECH BLDG 3:1-10 DUCT ZJ{3} [0-9K2}-[A-Z] | MECH BLDG 3:1-10 DUCT
DETECTOR NORMAL {3}-[0-9K2} DETEC-TOR NORMAL
12:44:49 pm THU 21-JAN-16
4544 DUCT DET RETURN S.
MECH BLDG 3:1-11 DUCT 2. 12:44:49 pm THU 21-JAN-16
DETECTOR NORMAL 4544 DUCT DET RETURN S.
MECH BLDG 3:1-11 DUCT
DETECTOR NORMAL
End Marker
Marker Message Sample Marker Extracted Commands
Type

Fixed TROUBLE IN :5-2 07:17:50 | \r
May 28,2016 MNS Trouble
5-2:2, Trouble causing input,
HTRI-D \r TROUBLE

OUT :5-2 07:17:54 May
28,2016 MNS Trouble 5-2:2,
Trouble causing input, HTRI-
D \r TROUBLE IN :5-2
07:18:08 May 28,2016 MNS
Trouble 5-2:2, Trouble
causing input, HTRI-D \r

1. TROUBLE IN:5-2 07:17:50 May
28,2016 MNS Trouble 5-2:2,
Trouble causing input, HTRI-D

2. TROUBLE OUT :5-2 07:17:54
May 28,2016 MNS Trouble 5-2:2,
Trouble causing input, HTRI-D

3. TROUBLE IN:5-2 07:18:08 May
28,2016 MNS Trouble 5-2:2,
Trouble causing input, HTRI-D

[0-91{2}:[0-91{2}: 1. Audibles Unsilenced 07:17:01
[0-9]){2} [a-zA-Z]{3} | May 28,2016

Regular | Audibles Unsilenced
Expression | 07:17:01 May 28,2016

(Regex) Audibles Silenced 07:17:02 [0-9]{2},[0-9]{4} 2. Audibles Silenced 07:17:02 May
May 28,2016 Audibles 28,2016
Unsilenced 07:17:03 May ) )
28,2016 Audibles Silenced 3. Audibles Unsilenced 07:17:03
07:17:04 May 28,2016 May 28,2016
4. Audibles Silenced 07:17:04 May
28,2016

ASCII Input Device Troubleshooting

Problem: Once the ASCII Input Device is created in the Device Editor tab, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

ASCII Input Device

Installing ASCII Input Device

This section provides information to the user for mounting the hardware and for
wiring or connection details for the device.

Prerequisites
Before proceeding, ensure that the following items are available:
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Perle IOLAN SDS1 (serial only model) or Perle IOLAN SDS1 TD2R2.
9-30VDC (400mA min) Power Supply, if not included with device
Category 5 Ethernet cable

Computer or Server in the same subnet network as the device

The device Installation CD or a computer with network access

DB9 RS-232 serial cable — for use in serial communication applications

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be
installed on the same server/machine that runs the application.

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

NOTE 3:

To configure the device, a computer located in the same network is necessary.

Disclaimer:

Prior to the commissioning of system, a compatibility check should be performed
for all devices and services to be integrated (refer to the Notification System
Description document for compatibility information).

Mounting

The Perle device has two brackets on the side of the mounting holes. The
recommended procedure is to fasten the device to a flat surface by placing the
screws through the mounting holes.

Power

1. For the Perle device, use a power adaptor capable of 9-30VDC output and
400mA. If there is a barrel connector, cut it off and plug the leads into the
terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked —.

d

The hot lead should be connected to the pin marked +.

= On each power-up or reboot the device takes at least 90 seconds before being
operational. When the device has completely rebooted, the Power/Ready LED
should be solid green.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be a solid amber or green.
NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE:
The device does not have DHCP turned on as factory default. The device will
need to be configured to use DHCP or a static IP with a computer that is
attached to the same subnet will need to be assigned.

Serial Connector

Plug one end of the serial cable to the DB9 connector on the device. Connect the
other end of the serial cable to the device for serial communication (for example,
an LED display or the ASCII output port of a fire panel).

Some devices do not have different connectors for serial communication or custom
pinout. As a result, use the DB9 pinout for the following Perle device as a reference
on how to properly wire the serial cable.

NOTE: Keep the Console/Serial switch(s) present on the device in OFF position.
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The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin ElIA-232 Full Duplex Half Duplex
1 (1n) DCD

2 (1n) RxD RxD+

3 (out) TxD TxD+ TxD+/RxD+
4 (out) DTR

5 GND GND GND

6 (1n) DSR RxD-

7 RTS

8 (1n) CTS

9 TxD- TxD-/RxD-

Fig. 8: SDS1 Pinout
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The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin ElIA-232 Full Duplex Half Duplex
1(1n) DCD

2 (1n) RxD RxD+

3 (out) TxD TxD- TxD-/RxD-
4 (out) DTR

5 GND GND GND

6 (1n) DSR RxD-

7 RTS TxD+ TxD+RxD+
8 (1n) CTS

9

Fig. 9: TD2R2 Pinout

NOTE:
RS-232 pinout on both models are the same. However, RS-485 pinout differs on
both.

Configuring and verifying ASCII Input Device

This section provides the steps linked with the configuration and verification of the
device.

Configuration to communicate to the device requires two main steps. First,
configure the internal settings of the device. To do this, install the Perle
DeviceManager on a computer connected to the same network as the device to be
configured.

The second step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods used
to communicate with the device. One of which is with the TruePort driver.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server.
TruePort creates a virtual serial port or virtual COM port. All COM port directed
data sent by the application is re-directed by TruePort across the IP/Ethernet
network to the remote device. Data and serial port signaling is transparently
communicated between the application and the remote device.

Creating Certificate From System Management Console
To establish a secure communication, certificates must be configured.
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In the Console tree, select the Certificate node.
= The Certificates tab displays.
Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: .

Key file name: RootPEMCertificateKey Confirm password: .

Path: C)\Certificates Browse..

Expiration: 1042742025 n 3650 : Days

Subject name: GMS Reot Certificate City / district: Pune

Department: <ET State / province: “Maharashtra
Organization: Siemens Country code: ™
3. Inthe Root Certificate Information expander, provide the details as follows:

P

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

— Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save [ .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Tips for Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some
fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Device Configuration

>

>

Ensure that the Perle DeviceManager is installed on a computer located in the
same network as the device to be configured.

Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

A6V12131888_en_b_51
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b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File .

1. Start the DeviceManager.
Establish Connection to.. EHE

MAC Address | IP Address | Madel | Server Mame | Firmnware | Discovered | Ok I
E----UU-SD-D‘I-DIS-ZD-FF\ 192.165.1.123 IOLAM SDS1 DZRZ - MHL_Relay... 4.4 Auka - |
- 00-80-04-06-31-76 192.168.1.122 IOLAM 3051 DZRZ xls_petle 4.4 Auka
00-50-04-06-31-77 192.168.1.128 IOLAN SD51 DZRZ2 . mns_panic, 4.4 Auka
] i IOLAN SDS1 D

-D4-06 D 136,

I0LAN D31 10LAN YR Auto
i+ 00-80-04-06-BB-F6 192.168.1.111 IOLAM 5051 AdaptivelED1 4.4 Auta
00-&0-04-06-C3-EE 192.168.1.110 IOLAM SD51 ProLitel ED& 4.4 Auta
00-G0-D4-06-C4-02 192.168.1.109 IOLAM 5051 ProlLitel ED1 4.4 Auta
o D0-G0-D4-06-C4-09 192.168.1.112 IOLAM 5051 AdaptivelEDZ 4.4 Auta

fdd. sssiontP. | P | Refiesh |

= All similar devices under that network should be visible.

2. Select the device to configure and click Assign IP.
NOTE 1: If the device in the window is not visible, verify the device has power
and is connected to the network. Check the LEDs on the device; the power
LED should be solid green and the link LED should be solid amber or green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If still unsuccessful, replace the unit or check the
network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP ﬂ
—Aasign 1P

The IOLAN's current [P Address:

INot Configured

Enter the P Address of the |DLAN:

Have the I0LAM autamatically get &
temporary |P Address.

Azsign [P I Cancel |

= The connection window appears with an IP address.
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Establish Connection to... K B

MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |

- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko
- 00-80-D-06-31-77 192.165.1.125 IOLAM SDS1 D2R2 mns_panic_... 4.4 Auka
o JH G IOLAN SDS1 O Auko
- 00-80-0d-06-AE-10 136,157.32. 164 IoLAM D51 IOLAN-064A... 4.4 Auko
- 00-80-0D-06-BE-F& 192.168.1.111 IOLAM 5051 adaptivelEDL 4.4 Auka
- 00-G0-Crd-05-C3-EE 192.,165,1.110 IOLAM SDS1 ProlLiteLEDZ 4.4 Auko
- 00-80-Crd-06-C4-02 192,1658,1.109 IoLAM SD51 ProlLiteLEC1 4.4 Auko
- 00-80-0-06-C4-09 192.165.1.112 IOLAM 5051 adaptivelED2 4.4 Auka

add. | assionip.

| _ew |

Refresh I |

4. Select the device again, and click OK to log into the device for configuring.

In the Login window, enter the device password. The factory default password

is: superuser.

Login

[

i

Pazsward:

o ]

Authentication required. Please enter
thie pazzward for the admin uger.

Cancel

Fig. 10: Login Window

Network Set Up

To further configure the network settings of the device, log into the device using
Perle DeviceManager. Proceed with the following:
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1. In the Perle DeviceManager tree view, click the Network folder and then IP
Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

*DeviceManager - [xls_perle {192.168.1.122) - Connected] =]

S File Edit Tools Yiew Window Help o =] |
O & s dn (W2 2
i System Info

214 Configuration

E@ Mekwork,

i [2 IP Settings

D Advanced r— System Settings
F-{Z5 Serial

System Mame: IPE”EDEWCEH Diomain: Imns.net
2] Users

-{Fg Security

IPvd Settings I |PvE Settings | Advanced —

F-E5 10 Interfaces r IPvd Configurations
~[g] Clustering r Ethermet Interface Settings
- Svstem

E=l-# Cantral
}“' I} StatusControl
iy Statistics

By, Metwork,

& Ohbtain IP address automatically using DHCPABDOTR

" Usze the following IP address:

Serial Ports
| User | Asddress: o.0.0.0
TP Tunnel Subriet Mask: 0o.0o0.0.0

---_.j System

Obtain Autamatically

Default Gatewan: I . . . v
DHE Senvern I : ' : M
WING Server: I : ) ) v

-
1| »

Download All Changes |

“| | 2|
For Help, press F1 o I_

2. On the Ipv4 Settings tab, in the System Name field, give the device a
distinguishable name to help identify this device from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully
qualified domain name.

NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. In the Domain field, enter the domain name used for the client’s network (for
example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

4. Select Network > IP Settings > Advanced.
Select the Register Address in DNS check box.

6. Click the Advanced folder in the tree view.
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= DeviceManager - [#ls_perle {192.168.1.122) - Connected]

g File Edit Tools ‘iew ‘Window Help
MR

i
g/ System Info Host Table | Route List | DNSAWINS | RIF | Dynamic DNS | IPYE Tunnels |
—J-+,p¢ Configuration

E@ Metwork,

- [2] 1P Settings
(. B Advanced Host Mame | Host Addiess |
[H-{Eg Setial mns TP 19216811

..... D Users

- Security

B-{Eg IO Interfaces

----- [8] Clustering

B-{Fg Svstem

Elf Cankrol

e f" I SkakusiConkrol
By Statistics

-y, Metwork

. Serial Ports

, User Add.. Edit.. Delete
HTTP Tunnel

: Swstem
—IP Filtering
= Allow all traffic
= Allow hraffic only to/from hosts defined with IP addiesses
Download All Changes L’E Download is Required
<]
For Help, press F1 LI

7. Select the Host Table tab.
8. Click Add to add an NTP host.

9. On the window, enter a descriptive name for the NTP server (for example,
mnsNTP).

10. Enter the IP address or the fully qualified domain name of an available NTP

server.
NOTE: An available NTP server is required to enable SSL on the device.

11. Click OK.

Serial Settings
1. In the DeviceManager window, select Serial > Serial-Port.

= Begin configuring the number of serial ports and the device profile. Only
one serial port per device is required for serial communication.

2. Select the default serial port and click Edit.
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== DeviceManager - [xls_perle {(192.168.1.122) - Connected] M=l E

S File Edit Tools View ‘window Help 18] x|
O |6 e |dw ey [ W2 2
i) System Info

< Configuration Sernial Parts:

E-E5 Mekwork,
(2 1P Settings Enable MHame Profile Details

iw[3 Advanced TruePart ;2 100m

-5 Serial

(2 Serial Port

[2) Port BuFfering
iw[3 Advanced

----- D sers

- Security

F-+Z5 IJC Interfaces

----- [8 Clustering

B System

=g Contral

i e ¥ 1O StatusiControl

gyl Statistics

. Metwork

. Serial Ports

| User
| HTTP Tunnel Edi... |

By, Sstem

1] i

Download All Changes | /1 Download is Requied
4| | LI
Far Help, press F1 HUM l_ v

3. Inthe Serial Ports Settings window:
a. Click Change Profile.
b. Select the TruePort profile
c. Click OK.
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Frofile;  TruePort

Marme: I PerleSerial

General I.&dvanced Hardwarel E mail &lert I Packet Folwardingl S5LATLS

Serial Port 1 Settings EHE

Change Profile... |

r TruePort Settings

" Connect to remote system [Servernitiated Connection):
Huzst name; INnne 'I TCP Fart: ITUUUU

[" | Cannect ta Multiple Hosts [TruePart Lite Made] Define &dditional Hosts...

[T SendMame On Connect

& Listen for connection [Clisnt-Initiated Connection):

TCP Part; I'I ooo

[ Allows Multiple Hosts to Connect [TrusPort Lite Mods]

Ok I Cancel |

= The Serial Port Settings window changes to reflect the new profile.
Select the General tab.

Select Listen for connection (Client-Initiated Connection).

= In this mode, the device will wait for the server to establish a connection.

Enter in the TCP port for communicating with the device. By default, the TCP
port will always be 10001.

NOTE: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press Enter. A list of all current TCP connections and ports
will be listed.

Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]
check box is cleared so that other servers cannot connect simultaneously to
the same device. Click OK.

& Listen for connection [Client nitiated Connection):

TCF Part; I1 nam

™ &llow Multiple Hosts to Conmect [TruePart Lite Mode]

Select the Hardware tab.
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Serial Port 1 Settings EHE

Frofile:  TruePort

Change Profile.. |

Mame: I

| Generall Advanced  Hardware | Email Alert I Packet Forwarding | SSLATLS

Serial Interface: El&-232 = l

Speed; |
D ata Bits: g - l Cruiples: Fuill i l
P arity: Mone ‘l T Driver Cantral: Auta 'l
Stop Bits: I‘I vl

Flow Control: I Mone i l

¥ | Enable Inbound Flaw Contiol
¥ | Enable Dutbound Flow Control

I~ Monitar DSR

™ Moriter DCD

[T Discard Characters Fecsived With Enors
I~ | Eniable Echo Suppression

10.
1.
12,
13.
14.
15.
16.
17.
18.
19.

20.
21.
22,
23.

if:8 | Cancel |

For Serial Interface, select either EIA-232 (RS-232), EIA-422 (RS-422) or
EIA-485 (RS-485).

Set the Speed to the serial interface baud rate (for example, 9600).

Set Data Bits to the number of bits of the serial protocol (for example, 8 bits).
Select the appropriate Parity.

Set the appropriate number of Stop Bits.

Select the type of Flow Control used.

Do not select the Monitor DSR check box.

Do not select the Monitor DCD check box.

Do not select the Discard Characters Received With Errors check box.
Select the SSL/TLS tab.

Select the following check boxes:

— Enable SSL/TLS.
— Use Global settings (Security>SSL/TLS).

Click OK.

Select Configuration > System > Management > Time.
Select the Network Time tab.

Do the following parameter settings:

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box cleared.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select an alternative NTP server name or set the name
as Primary Host.
NOTE: Network Time works best when the version matches that of the
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NTP server. Windows time servers generally default to Version 2. External
NTP servers generally work with Version 3. If unsure, verify with the client's
network administrator.
== DeviceManager - [xls_perle (192.168.1.122) - Connected] | M=l B3
S File Edit Tools Wiew Window Help 18] x|
D Eas|dny W2 ?
4 1) System Info
+ Configuration

{i Metwark  NTP/SNTP Settings

Network Time | Time Zone/Summer Time [Daylight Saving Time) I

2] Users Mode:

{23 1O Interfaces Wersion: I 3 vl

: [ Clustering

EI@ System ™ Enable Authentication:
- Alerts

El@ Management .

[ P Prirnary Host: ImnsNTF’ x| KeplD: ID

-8 Time

[ Custom App/Plugin Secondary Host; INone 7| KeyiD: ID

: Syskem

24. Select the Time Zone/Summer Time (Daylight Saving Time) tab

25. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]
“g File Edt Tools Wiew Window Help

D dny /W ?

iy System Infa Metwork Time  Time Zone/Summe Time (D aylight Saving Time) |
[z Configuration
[+ (i3 Nekwork
- ae"a‘ Tirme Zone
S8rs
- Security Time Zone Name: Time Zone Offsst:  [-05:00  UTC/GMT
&0 VO Interfaces
- ;'”Stfe"“ﬂ Summer Time (Dayight S aving Tirme)
=25y System
+-(g Merts Summer Time Mame: EST Summes Time Dffzet 60 mirutes
=25 Management
[ sump Mods
|-] Time: " Maone
|51 custom app/Plugin
[ Advanced " Feeed
[=- 42 Control I orith [y Time
## 1/0 stakus/Control Stetlate [api =/ =] o200
= l-l Shatistics e o
-4, Network EnelU- |october =7 ~| [ozoo
[y, Sesiad Ports
il User * Recuring
i, HTTP Tunrel tanth ek Day Time
@y, System Start Date: |Mafch j ) |2 j ! ISur‘-da!,l ﬂ IUZEU
End Date: Movember "l"' 1 d I ISunday 3 jozo0

Diowrload All Changes . Download is Required

l

For Help, press F1

26. Select Configuration>Security>SSL/TLS.
27. Set SSL/ITLS Version field to Any.

28. Set SSL/TLS Type field to Server.
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29.

30.

S File Edit | Tools Wiew ‘Window Help o =l e

0 | ] s | Upload Configuration Fram IOLAN

Under SSL Certificate section, enter the password of the Root certificate
(.pem) in the Passphrase field.

Select Tools > Advanced > Keys and Certificates.

= The Keys and Certificates dialog box displays.

Import Configuration From a File
Download Configuration ko IOLAR
Download Configuration ko Multiple IOLANS

Systen
Configu

that apply to all S5L/TLS connections
Download Firmwyare ko IOLAR
Set IOLAN Date/Time

Reset

Keys and Cerkificates, ..

Options. ..
= ptions Custam Files. ..
SSL/TLS Type: Set Factory Default Configuration ko IOLAN
[F ssLmLs I

31.
32.

33.

In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.
Click the browse button and upload the private key for the Root certificate
(.pem).

Click OK.
NOTE: Certificates must be in PEM format.

Keys and Certificates EHE

Key / Certificate: Download S5LATLS Private Key

File Mame:

Key Type:
zer Wame:

Hizzt Hame:

|Pzes Tunte] Name:l vl

ak. I Caticel |

34.
35.
36.

37.
38.
39.
40.

4

Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

Click OK.
Select Tools>Advanced>Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS CA.

Click the browse button and upload the root certificate (RootCertificate.pem
file).

. Click OK.
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42, Click Download All Changes to make the changes to the device.
43. Click Reboot IOLAN.

NOTE: Any time a reboot of the device is needed, or power is reconnected, it
will take 90 seconds for the device to reboot and initialize. When the device is
ready, the Power LED will be solid green color and the Link LED will be solid
amber or green.

The device is now configured.

TruePort Driver Configuration

>

1.
2,
3.

The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server since TruePort creates a virtual COM port. The
recommended procedure is that each device has its own, unique COM port for
each service.

NOTE: Serial communication and I/O access are each considered a separate
service and require separate COM ports.

Install TruePort on the server.
Start the TruePort Management Tool.

In the TruePort Management Tool window, click Add.

#d TruePort Management Tool

Thiz taal permits you to add, remave and configure TruePort adapters.

Installed TruePort adapters:

Add... | Eemave I Eroperties |
Cloze |

5.

4. Enter a name for the TruePort Adapter.

NOTE: This adapter will serve a particular device and will map to a specific
COM port. Try to make the name descriptive so that the adapter can easily be
tracked back to a particular device.

Enter the IP Address or the Hostname the device is using, and then click Next.
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Add TruePort Adapter Wizard B

Configure TruePort Adapter
Configure the adapter's name and associate it with a device server on the
nietwork.

— TruePort Adapter Propertie:

Adapter Mame: IPer\e_S erial

— Device Server Metwork Location

% |PAddess  [192.168.1.1
" Hostname: I

Mest > I Cancel |

6. Leave the number of ports set to 1 (if using I/O access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and raise the increment for each device and
service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4096 COM ports.

7. Click Next.

Add TruePort Adapter Wizard E

Add Serial Ports
Aszsociate COM ports with your new TruePort adapter

“You may add up to 49 zerial ports to pour
new TruePort adapter The fallowing ports will be added:

Select COM Port Range TOMTD

Mumber of Parts: I1 _Ij
Starting COM Part: ICDM‘I 1] 'l

Mest > I Cancel |
= The TruePort Adapter in the TruePort Management Tool is visible.
8. To edit the TruePort settings, select the adapter to edit and click Properties.

#di TruePort Management Tool

© perle

This tool permits you to add, remove and configure TruePort adapters.

Installed TruePort adapters:

Remove Properties |
Cloze |
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Serial Settings

1. Select the properties window of the device port to be configured.

2. Select the Configuration tab.
3. Click Settings.

General Configuration |Driver | Delailsl

S Pere-Seral1321681.1)

Thiz TruePort adapter iz aszociated with the following
device server.

r— Device Server Information
Murnber of Parts: 1
|P Address: 192.168.1.1

Active Connections: None

To configure this Device Server at this time uzse the Perle
Deviceldanager or one of the following configuration methods.

Wieh Caonfig I

Telnet Config |

Settingz |

Ok | Cancel |

4. Click the target COM port listed in the tree view.

= The TruePort and COM port settings for this adapter displays.

5. Select the Connection tab.

6. Select Initiate connection to device server.

Number of ports: 1
) ESPA(127.0.0.1)

R 4 COM2 (Connect: 55000)

ESPA (127.0.0.1) Settings -

Connection | Advanced I SSL/TLS ‘ Packet Forwarding

Connection Settings (COM2)
® tccess Device Server Serial Port

Connection Mode: | Lite Mode v

O Accept connection from device server
10000
(®) Initiate connection to device server

Connect to TCP Port: lssnnn s

ClientInitisted Connection | Settings.

) Access Device Server |/0 channels

etting:

Connection Profile
Current Profile:  Customized S ettings

Change Profile...

(@  addPors

‘ [x Remove Ports ‘

Restore Defaults

ok | [ Cancel | [ Appy |

— Under Connect to TCP Port, enter the port number that was previously
assigned to the device through the Perle DeviceManager.

7. Click the Settings button next to Client-Initiated Connection.

= The Client-Initiated Connection window displays:

A6V12131888_en_b_51
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Client-Initiated Connection Settings b4
Connection Management Options
U Connecl at system starup

[Jciose TCP connection when COM portis closed

Connechon Options

Connection Retries
() Retry forever
{® Number of reties: |2 >
Time between connection reties: |30 = seconds

-

FRestore dropped conneclions

Restora Defaults Cancal

8. In the Connection Options section, do the settings only for the following
parameters:

— Number of retries: 2.
— Time between connection retries: 30.
— Select the Restore dropped connections check box.

9. In the Connection Management Options section, ensure that you do not
select Connect at system startup and the Close TCP connection when
COM port is closed.

10. Click OK.

11. Select the Advanced tab.

Perle_Serial (192.168.1.1) Settings

Humber of ports: 1 Connection  Advanced |55LHTLS| Packet Forwarding
S0 Folo_Seriol 1921681 1)
E y COM10 [Connect: 10001] - Advanced Seftings (COMS83]

~ el
I Simulate COM port transmit defays

Additional Transmit Delay: ID _,::‘ ms
Additional Receive Delay: ID _|:;‘ ms
On COM part open:
 Alwaps return successiul

% Retumn when connection is fully established

& seconds
‘ Mazimum Wait Time: |3D _,:i' O s

I~ Enumerate attached devices [i.e. modems)

' Drain output before setting config

¥ Send keep alive packets
Keep Alive Interval: |30 5| seconds

[~ Enable TCP Magle algorithm

™ Use legacy UDP pratocol [Ful Mode only)

@ Add Ports | x Bemove Ports I ' Lopy Setlings To | Restore Defaults

QK I Cancel | Apply |

12. Set the Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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Mumber of parts: 1 Ennnectlﬂnl Advanced  SSL/TLS IFacket Fﬂrwardmgl

3 Perle_Serial (192.168.1.1)
FV COM10 (Connect: 10001) [ S5L/TLS Settings [COMT0)

¥ Enable S5L/TLS Enciyption

SSLATLS Yersion: Ay v

SSLATLS Type: Client =

[~ Authentication

™ Werify Peer Cerificate:
Cerificate Authority Fienams

I Brovise |
“alidation Criteria... |

[ S5L Cerificate
v Supply Certificate
Certificate Filename:

IC \UsershdmiristratorsDesktopySSL 0 Browse |

& Add Ports | 3 Pemove Ports I W Copy Settings To | Restore Defaults

aK I Cancel | Apply |

14. Select the Enable SSL/TLS Encryption check box.

15. Set the SSL/TLS Version field to Any.

16. Set the SSL/TLS Type field to Client.

17. Select the Supply Browse button Certificate check box.

18. Click and select the combined Root certificate. Refer to the Device
Configuration section for more information on combining a Root certificate.

19. in the Certificate Passphrase field, enter the password.
20. Click Apply.

21. Click OK.

22. Restart the Perle TruePort Service from the SMC.

System Management Console

SIEMENS
v

Ready.

Device Verification

The easiest method to test the serial port is to attach the Perle device to the ASCII
device and view any incoming messages directly from a serial terminal, such as
PuTTY.

PuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port, open up PUTTY from the server on the serial COM port. If
the COM port opens, then the TruePort driver is working properly.

The ASCII example below uses the following serial parameters:

1. Open PuTTY, and select Connection > Serial.

2. For Serial line to connect to, enter the TruePort COM port number created in
the TruePort Driver Configuration section.

A6V12131888_en_b_51
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Categony:

3. Enter the parameters for Speed (baud), Data bits, Stop bits, Parity and Flow
control for the external device that will be transmitting ASCII data.

[=]- Sezzion
Logaging
[=I- Terrninal

- feyboard
- Bell

- Features
[=]- Window

| Options controling local senial lines

~Select a zenal line

Senal line to connect ta

[COM10

— Configure the zenal line

Speed [baud]

|g500

- Bppearance
- Behaviour
- Translation
- Selection

- Colours

[=]- Connection

- Data

- Priomy

- Telnet

C'ata bits IE
Stap bits [
Parity I M are j

INDne j

Flaws cantral

| Open I

Cancel

Abot |

4. Select Session > Serial.
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6.

Categarny:

'-:-" | Basic options for your PuTTY session |
Lu in

B Tenningalg g Specify the destination you want to connect to
- Keyboand Serial line Speed
. Bell COkMI0 5600
- Features Connection type:

= Window |:::| Raw |:::| Telnet |:::| Rlagin |:::| S55H
- Appearance
.. Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection
- Colours -

B2 Conacta Default Settings | Load
e
- Telnet Delete
- Rlogin

- 55H
- Beral
Close window on exit:
() Mways () Never (@ Only on clean exit
Abot | Open I| Cancel

While the serial session is open, force a response from the external device so
that serial ASCII data is sent. This data should be visible in the terminal
session.

NOTE: If no data is sent, verify that RX and TX pins are not switched. If the
data is incoherent, check that the serial settings (baud rate, data bits, stop
bits, parity, and flow control) are all set properly. Settings need to match in
PuUTTY, Perle (through Perle device manager), and the external ASCII device.

ASCII Input Device Troubleshooting

Problem: Once the ASCII Input Device is created in the Device Editor tab, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1.
2,

Restart the TruePort service.

Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

Power off and on the devices connected to the Perle IOLAN device.
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1.4 Bulk Notification Server

Alert Solutions Bulk Notification Device

This section provides reference and background information for integrating the
Alert Solutions’ Bulk Notification Device. For procedures and workflows, see the
step-by-step section.

Bulk Notification is the delivery of text and voice messages to a large number of
recipients. fulfills this by interfacing with a third-party vendor called Alert Solutions.

Notification
Server
Notification Internet Email
mai
Subsystem Email/Voice/SMS Bulk
Bulk Notification SMS
Notification | Provider
A nternet
Driver Server Voice

Alert Solutions’ services are accessible over the Internet which can access to send
messages to the intended recipients. It is the customer’s responsibility to obtain the
credentials necessary to access Alert Solutions’ services. These credentials are
entered into during device configuration, which is detailed in the later sections of
this document.

If all Internet traffic is to be routed through an authenticating proxy, then the Bulk
Notification Driver needs to be deployed only on the main Server and not on the
Front End Processor (FEP) since there can be authentication problems when those
drivers attempt to access the Internet.

Prerequisite

For Bulk Notification to deliver bulk audio, a minimum of 5Mbps download and
1Mbps upload dedicated internet bandwidth is required.

Alert Solutions’ Bulk Notification Workspace

v Configuration Properties

Name: | value |
User Name
Device Mode Operational
Password
Audio : Server Link https:/fweblaunch.blifaccom/PostAPLxmi/ VLN ew.aspx
Audio : Caller Id
Audio : Maximum Redial[1:5] 1
Email : Server Link https:/fweblaunch.blifax.com/PostAPLxmi/EBnew.aspx

Email : Display Mame

Email : Sender Address

Email : ReplyTo Address

SMS : Server Link https://weblaunch.blifax.com/postapi/xmi/MLnew.aspx

SMS : Short Code

e User Name: Enter the user name to access the bulk provider’s services. This
needs to be obtained from the bulk provider.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
and / or the device configuration change command, but will perform status
checks for the device. The device remains in a disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected/Connected state based on the
connection state.
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Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected/Connected state based on the connection state.

Password: Enter the password needed to access the bulk provider’s services.
The password needs to be obtained from the bulk provider.
NOTE: The Password is stored in encrypted format for security reasons.

Audio - Server Link: https://weblaunch.blifax.com/PostAPI/xml/VLNew.aspx.

Audio - Caller ID: Enter the phone number that needs to be displayed as the
Calling Phone number when recipients receive phone calls.

Audio - Maximum Redial: Enter the number of times to redial when placing
voice calls.

Email - Server Link: https://weblaunch.blifax.com/PostAPI|/xmI/EBnew.aspx.

Email - Display Name: Enter the name that needs to be displayed as the
sender’s name in the emails that are sent out.

Email - Sender Address: Enter the email address that needs to be displayed
as the sender’s email address in the emails that are sent out.

Email - Reply To Address: This is the email address that will be used when
the recipient chooses to reply to the received email. Enter a valid ID if the
user’s replies need to be supported.

SMS - Server Link: https://weblaunch.blifax.com/postapi/xml/MLnew.aspx.

SMS - Short Code: Enter the short code number to be used for SMS and MMS
messages. This needs to be obtained from the bulk notification provider.

Bulk Notification Server

Configuring Message Identity

>

>
1.

A Bulk Notification Server is added.
NOTE: For more information on adding devices, refer to the Devices section.

System Manager is in Engineering mode.
In System Browser, select Management View.

Select Project > Field Networks > Bulk Notification Server Field Network.

A6V12131888_en_b_51
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3. Select the Bulk Notification Server.
= The Device Editor tab displays.

Objec

Device Editor Engineering

Bulk_Motification_Server -

¥ Device Settings

Description:  Bulk_Motification_Server (=]

¥ Configuration Properties

Name: | value |
Device Mode Cperational u
User Name

-
B
%)

Password

Audio : Server Link

Audio : Calier Id

Audlo : Maximum Redial [1:5] 0
Emall : Sarver Link

Emall : Display Name

Email : Sender Address

Emall : ReplyTo Address

SMS : Server Link

SM5 : Short Code

4. Enter a valid telephone number in the Caller Id field.

Enter a valid email address in Email : Reply To Address and Email : Sender
Address under the Configuration Properties expander.

Click save 1

= The Message ldentity settings are saved.

o

1.5 Desktop Notification Device

Desktop Notification Device

This section provides reference and background information for integrating the
Desktop Notification device. For procedures or workflows, see the step-by-step
section.

The system has the capability to send desktop alerts to computers running
Windows or Mac operating systems. provides this functionality by integrating with a
third-party Desktop Notification system. This Desktop Notification system includes
server and client components. The server component typically needs to be
installed on the server, while the client components need to be installed on all
computers that will receive Desktop Notifications from the system.
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Machines on Customer Premises

Computer 1
Notification Server Desktop
Notification Notification Client
Subsystem
Computer 2

Desktop
Desktop Notification
Notification Message
Desktop  Ngfification Server

Notification
Driver Component

Desktop
Notification Client

Computer N

Desktop
Notification Client

The Desktop Notification system also provides some functionalities that are
provided by the system. However, the Desktop Notification system user interface
cannot and should not be used to configure related features. The figure below
gives an overview of a typical deployment of along with the Desktop Notification
software.

Prerequisites

The Desktop Notification server component should be installed and the system
should be functional before proceeding with the steps to configure the device into
the Notification system. Refer to the Installing Alertus Software section for
instructions on installation and configuration of the Desktop Notification software.

Desktop notification - Required Software
Desktop notification consists of the following components:

e Alertus Server: The server component that receives the messages that are
displayed on a recipient’s computer.

e Alertus™ Desktop Client: The client component that is installed on the
Recipient’'s computer. This component connects with the Alertus Server and is
responsible for displaying the messages when they are available on the server.

e For Alertus™ Desktop Client hardware requirements and key features
specification, refer http://www.alertus.com/desktop/

e The Alertus Server is required to be installed on a Windows® Server 2008 R2
system. This is typically on the same system hosting the server.
The Alertus Server can also be installed on a separate machine when the
number of the Desktop Recipients is high (typically >1000).

Software Versions and Installer Files

The server and client components are delivered separately by Alertus. Verify that
the following files are available before beginning the installation process. Using a
different version may result in undefined results and the system may not work as
expected.

Server Installer Files
The following files are required for installing the Alertus Server:

e AlertusServer_5.3.8_Summer17_v3.3.170925.zip: This archive contains the
installer for Alertus server version v5.3.8 and WebApp version v3.3.170925.
Extract the zip archive to a local folder before starting installation.

e Customized_Server_Conf_Files.zip: This archive contains alertus.keystore
and Alertus.Middleware.impl.properties files. The keystore contains the license
information for the server that will be issued by Alertus on purchasing the
Alertus software. The AlertusMiddleware.impl.properties is a configuration file
into which site specific configurations are entered. Do not extract the
Customized_Server_Conf_Files.zip file as it will be extracted by setup and
placed automatically to the respective location.

e server.license: A license file issued by the vendor for the desktop notification
server.

Client Installer Files
The following files are required for installing the Alertus™ Desktop Client:

e alertus-desktopalert_DotNet4.5 v4.0.5.1.msi : This is the installer for the
desktop client.

o AlertusDesktopAlert.exe.config: A configuration file that is deployed with the
client installer. Details are explained in later sections of this document.

A6V12131888_en_b_51
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Desktop Notification

This section provides additional information for integrating the Desktop Notification
device.

Installing Alertus Software

Manual Procedure

Use manual procedure if batch script for silent installation has not been provided
by Alertus. If the silent installation scripts are available then select Server
Installation - Using Silent Installer Script and follow instructions for using the silent
installation scripts.

NOTE 1:

If Desktop Notification software is being installed on a machine that also runs the
management station services, then the management station services need to be
stopped before starting the installation process of Desktop Notification software.
Otherwise, the Tomcat service which is installed as part of the Desktop Notification
software fails to start.

NOTE 2:

The log files created by the Apache Web Server and the Alertus software may
consume significant space on the drive where the installation is performed. In order
to avoid the system running into an insufficient disk space situation, the Alertus
software should be installed on a drive other than the system (Windows) drive.

Alertus Server - Preparation

1. Extract the zip archive received from Alertus to a local folder on the machine
where Alertus server components need to be installed.
NOTE: For example, [Installation Drive]:\Alertus-
Install\AlertusServer_5.3.8_Summer17_v3.3.170925.

2. Select the folder containing the Alertus Server installer.

3. Run the installer application setup.exe as administrator.
NOTE: Running this installer as administrator is very important, or else there
may be installation issues. This is typically done by right-clicking on the
Install.exe file choosing Run as administrator.
Enter the administrator password, if prompted.
NOTE 1: Follow this step even when logged on as administrator on that
machine.
NOTE 2:The Alertus Server version displays as 5.3.8 once installed (and also
during the installation).

= The Welcome to the Pre-requisites Setup Wizard message displays.
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@ Alertus Server Setup

G) ALERTUS’

Welcome to the Prerequisites
Setup Wizard

The setup has determined that some of the prerequisites
needed to run Alertus Server are missing. This wizard will
assist you in getting and installing those prerequisites. Click
"Mext” to continue or "Cancel” to exit the Setup Wizard.

< Back [ Mext = ] [ Cancel

4. Click Next.

= The installation drive selection dialog box displays.

5. Select the pre-requisites to be installed.

5l Alertus Server Setup

Prerequisites E
Select which prerequisites will be installed .
Marme Required Foun

Stop Tomcat Before Install
[7] windows Installer for Windows NT/2k/%P 3.1or higher  5.0.3
.MET Framework 4.5 or Greater Insta

Visual C++ Redistributable for Visual Studio 2013 Update 5 x64  12.0.40649...
Visual C++ Redistributable for Visual Studio 2015 Update 3 x64  14.0,24212...

4|

1 | 3

Advanced Installer

< Back ][ Mext = ] [ Cancel

6. Click Next.

= The Welcome to the Alertus Server Setup Wizard message displays.

ABV12131888_en_b_51
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Alertus Server Installer 5.3.8 (S

e e e

Welcome to the Alertus Server
Setup Wizard

The Setup Wizard will install Alertus Server on your
computer, Click "™Mext” to continue or "Cancel” to exit the
Setup Wizard,

G) ALERTUS'

< Back [ Mext = ] [ Cancel
7. Select the directory for installation.
Alertus Server Installer 5.3.8 = L
i ————— e i
Select Installation Drive g
Specify the drive where the Alertus Server will be installed. .

Install Drive: [C'-\

The application will be installed to the Alertus directory on the selected drive

< Back ][ Mext = ] [ Cancel

8. Click Browse and provide the location of the customized server config zip file.
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@ Alertus Server Installer 5.3.8 u
Customized Server Config Files g
Select your organizations' Customized Server Config Zip file .

Customized_Server_Conf_Files.zip Location:

D:\Builds\5. 1. 38\AlertusServer_5.3.8_Summer17 v3.3.170925

A unigue Customized_Server_Conf_Files. zip is generated for each Alertus customer.
This file can be downloaded fram https: /jmy. alertus.com

< Back ]uext}- | [ Cancel

9. Click Next.

10. Read the contents of Read me file and click Install.

@ Alertus Server Installer 5.3.8 u
Read me file g
Flease read the following text carefully .

»

READ THIS!

[ |

Alertus Server will be installed to the Alertus directory on the
selected vohume

Scroll down)

See il

- rr E e e e e b

< Back ][ Install ] [ Cancel

11. After successful installation of the Alertus Server, click Finish to close the
installation.
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@ Alertus Server Installer 5.3.8 u

G) ALERTUS'

Completing the Alertus Server
Setup Wizard

Click the "Finish” button to exit the Setup Wizard.

View readme file

< Back Cancel

Alertus eEAS Server Configuration (Step 1)

1.

Copy the file server.license to [Installation Drive]:\Alertus\conf.

NOTE 1: The copy operation needs to be done manually via Windows. No
separate user interface is available through the installer.

NOTE 2: The .keystore file contains the license and will be given upon
purchase of the Alertus software by Alertus.

NOTE 3: The AlertusMiddleware.impl.properties file contains site specific
configurations which needs to be modified as described in following step.

Using a text editor edit this file AlertusMiddleware.impl.properties and set
the value for organization.hostName.

NOTE: For organization.hostName, enter the IP address or the hostname of
the server hosting the Alertus Server. In case of hostname, enter the server
name with full domain name such as servername.mns.net.

Using a text editor edit the file AlertusMiddleware.impl.properties and add ::1
to soap.alertusMiddlewareBasic.allowablelPs.
For example: soap.alertusMiddlewareBasic.allowablelPs = ::1;127.0.0.1

Web App Installation and Configuration (Step 2)

> Predetermine the ports to be used based on discussion with the customers.

Contact the System Administration team on customer sites regarding port
numbers assignment since there may be certain policies regarding this. After
installing the Alertus server if there is a need to reconfigure the ports, follow the
steps mentioned below.

Select [Installation Drive]:\Alertus\webserver\conf.

Using a text editor, like Notepad, open the httpd.conf file and navigate to the
line starting with Listen 80 (approximately line number 63), thereafter, change
the numeric value to an available port number, for example, 10020.

3. Save and close the file.
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Open the ssl.conf file and navigate to the line starting with Listen 443
(approximately line number 34), thereafter, change the numeric value to an
available port number, for example, 10021.

Save and close the file.
Select [Installation Drive]:\Alertus\conf.

Using a text editor, like Notepad, open the impl_ssl.conf file and navigate to
the line starting with <VirtualHost _default_:443> (approximately line number
18), thereafter, change the numeric value to an available port number, for
example, 10021.

Restart the machine.

NOTE 1:

By default, Alertus uses port 80 for http and port 443 for ssl. Change the port
numbers in the respectively named files to use the appropriate ports.

NOTE 2:

Some ports are reserved for specific uses. For example, port 25 is typically
used for SMTP servers, port 80 for websites and so on. Be aware of this and
use a port number that is generally not reserved for a different purpose. Doing
so would block access to the Alertus user interface from the Ul and the clients
will not be able to connect to the server.

NOTE 3:

To avoid port conflicts between Alertus and other application running on the
server, the following ports will be used by default on Alertus: port 10020 for
HTTP, 10021 for HTTPS(SSL). Note that Alertus also uses ports 3306, 8029,
and 8280.

NOTE 4:

It is recommended to use HTTPS port to connect to Notification.

Alertus Server Installation Verification (Step 3)

1.

Start the Alertus website on local host from the menu Start > All Programs >
Alertus Technologies > Alertus Server > Launch Alertus activation
software.

NOTE 1: The above menu option launches the default browser with the URL
http://localhost/AlertusWeb. But if httpd.conf or ssl.conf was modified in
previous steps the URL needs to be modified to get to the website. For
example, http://localhost:10020/AlertusWeb. Note the use of port number
10020 in the URL. Modify the Windows shortcut menu for future use if needed.
NOTE 2: The default browser is launched, which will connect to the website
hosting the Alertus WebApp. If the connection is successful, a page asking the
user to enter a user name and password appears.

NOTE 3: In Step3 if the httpd.conf or the ssl.conf file was modified, it may be
required to restart the machine before proceeding further.

Enter admin as the initial user name and password.

NOTE 1: Log in with admin for the first time to change the credentials as
required within the website.

NOTE 2: Typically, the Alertus WebApp is not required for using the Alertus
system with .

NOTE 3: It is recommended to set a strong password for the Alertus
application.

If there are errors reported in the browser and the Alertus WebApp remains
inaccessible an do the following checks:

a. Open the Windows Services Console by entering the command
services.msc on the Windows command line.

b. Check if all the services within the red box in the preceding screen capture
are running. If not, try starting the service or services manually.

A6V12131888_en_b_51
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c. If manually restarting the service fails and reports an error, take a screen
shot of the reported error and save the screen-shot for later use.

d. Restart the machine and check if the services are running.

e. Try accessing the WebApp.

NOTE: If all the highlighted services are not running, or if the website is still not
accessible, it indicates an installation issue. Try installing the application again
after uninstalling the Alertus software. Be sure to delete the folder [Installation
Drive]:\Alertus after the uninstall process.

q Services =]

File  Action  Wiew Help

L EIEEEN = RNT

L} Services (Local)

Citrix Tools for Virtual Machines Mame = | Description | Status | Startup T pel Log On As o
Service EhAlertusApache Apachelz.... Started Audkarmatic Local System
Stop the service ik AlertusMySqL Started Aukomatic Local System
Restart the service £k AlerkusTomcat Alertus gE...  Started Aukarmatic Local System
. £k Application Experie... Processes .., Started Manual Local Systemn —
ﬁéép;ﬂanr:d provides various metrics to n.‘f;g;.ﬁ.ppl?cat?on Host I.-|e. " Providels a... Started Aukomatic Local Svstn.am
YenStore &k application Identicy  Determines. .. Manual Local Service
{6} Niadnnctic Sefire The Tiannn Marial | nral Service )

Extended /4 Standard /

Fig. 11: Extended Services Window

NOTE 1:

Enabling HTTPS access may be required for deployment, so that communication
to and from the website are encrypted. Contact Alertus for the necessary
instructions. SSL certificates will be required to enable this feature. Siemens or
Alertus will not supply these certificates.

NOTE 2:

Access to Alertus WebApp is not required for desktop notification features to work.
Steps to access the WebApp are outlined here only to verify a successful Alertus
server installation.

Installation of Alertus Server on a Dedicated Desktop Server
Machine

If the Alertus Server is installed on a separate machine, perform the following
additional steps to enable Desktop Driver to connect to the Alertus Server:

1. On the server, open [Installation Drive]:\Alertus\conf
\AlertusMiddleware.impl.properties.

2. Locate the line starting with soap.alertusMiddlewareBasic.allowablelPs. This
is approximately line 26.
3. After the = sign, enter the IP address of the machine on which the Desktop

Driver is running.

NOTE:

To enable connection from any IP, delete all entries after the = sign. This
improves the flexibility of the system but makes the system less secure since
any system in the network is able to connect to the Alertus Server.

Disabling Alertus Server Logs

To disable Alertus Server logs do the following:
1. Open [Installation Drive]:\Alertus\conflimpl_httpd.conf in a text editor.

2. Uncomment the line, SetEnvif Request_URI /alertusmw/
getActiveMessageForAlertDevice.jsp$ no_log by removing the preceding #
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3. Restart the Alertus Server by clicking Windows Start menu > All Programs >
Alertus Technologies > Restart.

B Windows Fax and Scan -
£ Yvindows Media Center
Woindows Media Player
© ) Windowes Update
S wWinZip
ol XPEiewer

J Accessaries

. Alertus Technologies

, eEAE Server

Launch Alertus Activation Softu
RESTART

&) START

& sTop
@ Wersion Info (Rundsfdmin)
. configure

—
-
=

, docs
. logs
| maintenance
, utils
) Autodesk -

| 4  Back |

| Learch prograrrs and filss 2 |

4. Check the latest [Installation Drive]:\alertus\logs\apache-access.*.log file to
verify that requests are no longer being logged.

Installing Updates for Alertus Server
Follow the steps delivered with the update from Alertus.

NOTE: Only updates and versions of the Alertus softwares tested and approved by
should be used.

Client Installation

Client machines receiving the notifications need to be able to access the server
hosting the Alertus server.

A6V12131888_en_b_51

85| 470



MNS Supported Physical Device Configurations

Desktop Notification Device

Preparation for Windows

>

Since the clients need to be installed on a number of machines that need to
connect to the Alertus Server, perform the preparatory steps below before
starting the installation of clients.

Deploy the DesktopAlert client installer, the associated configuration file and
the optional custom logo file to a shared drive accessible from the machines
where the clients will be installed.

NOTE: This share drive does not necessarily have to be on the same machine
on which the Alertus Server is installed.

If deploying a custom logo file, ensure that it is named logo1.gif and place it in
the same folder as the installer and config file mentioned above. The optional
custom logo must be a GIF image with a resolution of 400x100 pixels (width x
height).

Using a text editor, such as Notepad, open the
AlertusDesktopAlert.exe.config file (XML format).
Locate the tag AlertusServerHostname. This is approximately line 54.

In the following line, enter the IP address or hostname of the Alertus Server
between the value tags.

Change the value for the tag AlertusServerPort, for example, 10020. This is
approximately on line 58. This will be the port number that was set in the
httpd.conf file. If https access is enabled, enter the port number that was set in
the ssl.conf file.

Preparation for Macs

>

Alertus client installer for Mac is delivered via a .dmg file, for example, alertus-
desktop-0sx-2.9.22.706.dmg.

Create a share location that is accessible from all the MAC machines.
NOTE: This share drive does not necessarily have to be on the same machine
on which the Alertus Server is installed.

Extract the contents of the .dmg file into the share location. The .dmg file
usually contains the following files:

— alertus-desktop-osx-x.x.xx.xxx.pkg file which is the installer.
— AlertusDesktopAlert.exe.config file which is the configuration file similar
to that used with the Windows clients.

Modify the AlertusDesktopAlert.exe.config file as detailed in the Preparation
for Windows section.

If deploying a custom logo file, ensure that the name of the logo is logo1.gif
and place the corresponding logo in the same folder as the installer and config
file mentioned above. The optional custom logo must be a GIF image with a
resolution of 400x100 pixels (width x height).

Installation Steps

>
1.

Repeat the following steps on each machine where the client is to be installed.

Select the network share location where Alertus client installer files are
deployed.

Copy the files to a specific folder on the machine where the client is to be
installed.

86 | 470

A6V12131888_en_b_51



MNS Supported Physical Device Configurations
Desktop Notification Device

3. Double-click on the installer file to start installation.
NOTE: The installer file is a .msi file for Windows and a .pkg file for Macs.

4. Follow the prompts in the user interface on the following screens to complete
installation of the client.

Verifying Client Installation

> Once installation is complete, Alertus Desktop Alert is started and the icon is
available in the taskbar notification area.

1. If the connection is successful, the icon will be displayed with a yellow color

2. |If the connection is unsuccessful, the icon will be displayed with a red color.,
indicating an error.

3. To enable logging, set the value of the tag LoggingEnabled to true in the
AlertusDesktopAlert.exe.config file.
NOTE 1: Enabling the logging can provide useful information as to why the
connection failed.
NOTE 2: Sometimes the connection to the server fails if the time on the server
and the client machines are out of sync. This can be resolved by setting both
machines to sync time from a common time server.

4. Right-clicking the icon displays the following menu.
NOTE: The Recent Messages option displays messages that have not yet
expired.

ﬁ Status: Operational

Recent Messages

View a Test Alert

¥ | Run On Startup

View Application Log
About
Exit

Creating Display Profiles

Before sending messages to the client machines, please define how the messages
display on the desktop clients. The figure below gives an overview of the different
configurable items of the client message.
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Customer
Logo
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Emergency Alert Syst

" Emergency Message

Message
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A BOMB THREAT has been reported on

emaage Serw VAT WD ki

the premises. Please proceed [ esssee "
immediately to the nearest exit and _
vacate the building. " Border

Dismiss
Button

Fig. 12: The configuration of desktop notification messages is done through the Desktop Notification
Configuration Tool on Notification server. Search Desktop Notification Configuration Tool from the
Windows Start menu. Start the tool and set the different values as required.

B Desktop Notification Configuration
Eile
Server Settings
Server Name (or IP address): |HNSDE'|I"'|"H
Port Number: |E|5
% Full Screen " Pop up Window
- Popup Mode Properties
‘Width: |
Height: I
Display Location: | j
—Audio Properties
¥ Enable Audio
Audio File to Use: | F#\DesktopNatification'soundsthundersiren. wav |m ------- i
Number of times to Repeat Audio (-1
for continuous play): |-1
Audio Repeat Delay (in milliseconds): |3uu
Message Window Properties
Subject: II'MEmm.p
Text Background Color: | Goldenrod |
Text Foreground Color: IM ;I
Message Window Foreground Color: |Blad< ;I
Message Window Border Color: |m ;I
Dismiss Button Foreground Color: |~.'.,|.;,w ;I
Dismiss Button Background Color: |M ;I
Dismiss Button Text: |Adctm'ladne
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The table below depicts the different configurable properties of the desktop
notification message.

Property

Description

Server Name (or IP
Address)

Set the machine name or Alertus Server’s IP address to use. The server
should be accessible from the client machines using this server name or IP
address.

Port Number

Select the port number to use. This would be the same port number that was
set in the httpd.conf (or ssl.conf if ssl was enabled) during server
configuration.

Notification Type

Select required notification type. Full screen or pop-up Window.

Width If Popup type was selected for Notification type, set Width of the notification
window.
NOTE: Enter an integer value which is less than the width of the client
systems.

Height If Popup type was selected for Notification type, set Width of the notification

window.

NOTE: Enter an integer value which is less than the height of the client
systems.

Display Location

If Popup type was selected for Notification type, select the location to display
the message from the drop-down menu.

Enable Audio

Check Enable Audio, if an audio file needs to be played which the message
is displayed on the client machines.

Audio File to Use

Browse and select the audio file to use.

NOTE: Only wav files are supported. Files of smaller sizes ensure faster
delivery of messages.

Number of Times to
repeat Audio

Set the number of times to play the audio file. Set the value to -1 if audio
needs to be played continuously.

Audio Repeat Delay

Set the delay time between successive playing of audio files.
NOTE: A non-zero integer value must be set for time in milliseconds.

Subject

Enter the text that will appear as the subject of the message. In the above
figure of the sample message this is set to !! Emergency Message!!.

Text background Color

Text Foreground Color

Message Window
Foreground Color

Message Window
Border Color

Dismiss Button
Foreground Color

Dismiss Button
Background Color

Select required color from the respective drop-down menus.

Dismiss Button Text

Set the text to be displayed on the dismiss button. In the above figure of the
sample message this is set to Acknowledge.

Once all configurations are done as detailed above, click Save.

e Save the profile under [Installation Drive]:\Alertus\conf on the server system.
NOTE: If Alertus server is installed on dedicated server, the created profile is
placed on following location:

[Installation Drive]:\Alertus\conf on dedicated server

e Save the profile with file name AlertusDesktopProfile1.properties.

NOTE 1:

Multiple display profiles can be created with different names but the current
system will use only the display profile with the name
AlertusDesktopProfile1.properties.

NOTE 2:
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All clients connected to the Alertus server will display the message with the
same profile settings.

NOTE 3:

If the user wants to use the alert sounds via the
AlertusDesktopProfile1.properties file deployed on the server, the Audio
portion of the Alert may be lost after a few messages have been sent. This will
not affect the visual part of the Alert that will continue working as expected.

1.6 Digital Input Device

Digital Input Device

This section provides reference and background information for integrating the
Digital Input device. For procedures or workflows, see the step-by-step section.

The STI SS-2*69E is an emergency stopper station that can be used to trigger
events defined on the server. The stopper station is a push-to-activate, turn-to-
reset form C contact. During activation, the switch closes sending a signal to the
IP-to-Relay / 10 device (Perle TD2R2). The server periodically monitors the Perle
TD2R2 device and triggers an event if the Perle TD2R2 senses that the emergency
button is closed.

Notification System/

Software
Server Catb5e Service Device
NIC —Ethernet:
Cable
True Port Hardware
Port

Cat5e Legend

o)
R

Etherne

Cable

DI ——— NIO STl

RJ45| Perle GND [_N/C] Panic
TD2R2 COM com | Button

N0 ] s
N/C | Panic
CoM | Button

Digital Input Device

This section provides additional procedured for integrating the Digital Input device.

Installing Digital Input Device

This section provides the user with information on mounting the hardware and
connection details for each device.

Dry Contact Installation

The Dry Contact Installation section describes the prerequisites necessary to
mount and wire the STI Emergency Stopper Station to the Perle IOLAN SDS1
TD2R2 device.

Prerequisites

The following is required prior to performing the following sections.
e STI SS-2*69E Emergency Stopper Station

e Perle SDS1 TD2R2 Ethernet I/0 IP-to-Relay/IO device

e AWG copper wire
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Mechanical Installation

e Follow the Installation and Service Instructions supplied by the manufacturer
for proper mounting and wiring.

Electrical Installation

e For connectivity, uses the emergency button as a dry contact only. Connect an
18 AWG copper wire to the COM and N/O screw terminals; one on either side
of the button housing.

NOTE 1:

Follow the manufacturer’s Installation and Service Instructions for proper wire
connections.

NOTE 2:

The COM and N/O wires must come from the same side. Either side of the
button can be used for wiring.

e On the Perle TD2R2 device, connect the N/O wire to the D1 terminal and the
COM wire to the COM terminal.
NOTE:
The wire length between the emergency button and the IP-to-10 device should
not exceed six feet.

A WARNING

WARNING:

To measure inputs, requires that the input be a dry contact. Do not use high
voltages on the emergency button terminals.

A WARNING

WARNING:

Running the wire over high voltage mains, high frequency lines, wireless
appliances, or fluorescent lighting may cause interference or trigger false
positives.

Installation Verification

Use an ohmmeter to measure the resistance between the N/O and COM wires.
When the switch is open, the ohmmeter should show an open connection or a
large resistance (several megohms). When the button is activated, the ohmmeter
should measure no more than 1 Ohm resistance.

Panic
M Button

I

CiOhd

Fig. 13: Ohmmeter measuring resistance between the N/O and COM wires
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Perle TD2R2 Installation

The Perle TD2R2 Installation section describes the prerequisites and steps to
mount the device to a flat surface, supply power to the device, add an Ethernet
network, and properly wire the device to allow a dry contact to be read.

Prerequisites
Before proceeding, ensure that the following items are available:

e Perle IOLAN SDS1 TD2R2
e 9-30VDC (400mA min) Power Supply, if not included with device
e (Category 5 Ethernet cable
e Computer or Server to communicate with the device
e The device Installation CD or a computer with network access
e Hookup wire is necessary when using the 1/0 and relay pins
e STl emergency button, model SS-2*69E, is used in conjunction with the digital
inputs
A WARNING
WARNING:

If configuring the Perle device for dry-contact detection, the same device cannot
be used for relay control.

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be installed
on the same server/machine that runs .

NOTE 2:

Make sure to have an RJ45 jack available that is connected a properly configured
IP network. The network must allow for IP addresses to be assigned statically or
through Dynamic Host Configuration Protocol (DHCP).

NOTE 3:

To configure the device, a computer connected to the same network is required.
Disclaimer:

Prior to commissioning of system, a compatibility check should be performed for all
devices and services to be integrated (refer to the Mass Notification System
Description document for compatibility information).

Mounting

The Perle SDS1 TD2R2 has two brackets on the side of the mounting holes. The
installer is recommended to fasten the device to a flat surface by placing screws
through mounting holes.

Power
This section describes the steps necessary to supply power to the device.
1. For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and

400mA. If there is a barrel connector, cut off the connector and plug the leads
into the terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked —.

d

The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the Power/
Ready LED should be solid green.
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A WARNING

WARNING:

Connecting the power supply to the device with incorrect polarity can permanently
damage the device and pose a fire risk.

Ethernet

The Ethernet section describes the steps necessary to provide ethernet network
connectivity to the device.

1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.
NOTE1: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE2: The device does not have DHCP turned on as factory default. The
user must configure the device to use DHCP or assign a static IP with a
computer that is attached to the same subnetwork.

Digital Input
To measure an input, requires that the input be a dry contact. Do not use high
voltages for input readings.

Fig. 14: Digital Input

1. On the STI emergency button, connect one piece of hookup wire to the
Normally Open terminal (N/O) and another piece to the Common terminal
(COM).

=> When the switch is closed, the N/O terminal will create a short with the
COM terminal.
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2. On the device, connect the N/O wire to the D1 terminal and the COM wire to
the COM terminal.

A WARNING

WARNING:

Emergency button wiring should be done in accordance with the electrical wiring
standard for the installation region and the manufacturer’s installation manual.

Configuring Digital Input Device
This section describes how to configure the Perle TD2R2 device.

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.
The following is the recommended workflow for working with the Certificates in

System Management Console (SMC).
1. In the Console tree, select the Certificate node.
= The Certificates tab displays.

2. Click Create Certificate © |« and then select Create Root Certificate (.pem)

—.
[+]

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Key file name:
Path:

Expiration:

Department:

Organization:

Certificate file name:

Subject name:

RootPEMCertificate

RootPEMCertificatekey

ChCertificates

10/27/2025 ‘I

Browse.

ik
3650 v Days

GMS Root Certificate

SBT

Siemens

Key file password: .

Confirm password: -

City / district: Pune
State / province: Maharashtra
Country code: N
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E

In the Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some
fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Software Configuration

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager onto a computer that is connected to the same subnet network as
the Perle device being configured.

Device Configuration for Perle TD2R2

>

Ensure that the Perle's DeviceManager software (included on the CD with the
device) is installed on a computer located under the same network as the Perle
device to configure.

Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem>RootCombineCert.pem.

If preconfigured .dme file is available then refer Import DME File.
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1. Start DeviceManager.

DeviceManager

Fie Tools Wiew Help

O EH e |

Establish Connection to...

MAC Address IP hddress Moded Server Name  Firmwane Discoversd

00500kl 3-EE. ot Corfigured 10LAN 5051 IOLAN-OSC.., 4.2 Auto

[ . | [awonip. | | o [__Renesn | | J

[For Help, preass Fi [
= All similar devices aligned with that network will display.

2. Select the device to configure and click Assign IP.
NOTE 1: If unable to see the device in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be solid green and the link LED should be solid amber/
green. A link LED color of amber means there is a 100Mbit network connection
available. A link LED color of green means there is a 10 Mb network
connection available.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait five
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If the reboot is unsuccessful, replace the unit or
check the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP 71X
Aszign P
The |OLAN's cument IP Addresy:
|HntEurimlud
Erter the [P Addiess of the IOLAN:

DHmﬂulmmwa
bernpatd sy | P dddeeds.

| AsignlP | | Cancel |

= The EstablishConnectionto window displays with an IP address.
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Establish Connection to...

MAC Address 1P Address Model ServerMame | Fimware  Discovered | | OK |
D0-80-D4-06-C3-EE 192.168.1.102 IOLAN 5051 IOLAN-0SC... 4.2 fuko

o] )

4. Select the device again, and click OK to log into the device for configuring.

5. At the login window, type in the device password. The factory default password
is: superuser.

Login rdl

@ Authenhcation equeed Plaace snler
the passwid for the: Sdrmin wser,

Pazsword: | |

6. Click OK.

Network Setup

> The user must have logged in the device using DeviceManager.
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1. In the device manager window, click the Network folder and then IP Settings.
NOTE: In this area, additional parameters can be configured for the network
settings, such as configuring a static IP address or DHCP.

[ DeviceManager - [I0LAN-063178 (192.168.1,120) - Connected]
“g Fle Edit Took Wiew Window Help

D s dach W ?

=18] x|

#2110 Status)Conkrol

1) System Info i - —
5 gy Cfrfwa“m IPvd Setings | IPyE Sattings | Advanced | =
E-iggy Netwicek:
| TP Settings System Seftngs
(| Advanced SystemName:  |Dighallnput Domain [irsred
-3y Serial
|8 users
(i Security IP+4 Cardigueations :
[#1(y LO Interfaces Ethemet |nteiface Settings
|8 Chustesing
B System & DbtzinIP address auomaiicaly using DHCR/EOOTR
= 47 Control

" Use the foloving IP addiess:

=gy Statistics
=] Hebwicrk Al 1] 1] i

il
-4, Serial Ports
il User et B ash ] 1] [
il. HTTP Tunrel
By, System
Dbitain Automaticaly
el Getewey =
I— v
NS 3
|
| | "
Dowrload All Changes
1] | =l
For Help, press F1 | M

2. Inthe System Name field, enter a distinguishable name to help identify the
device from similar devices.
NOTE 1: The system name will also be used by the device to create the
device’s fully qualified domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. Under the Domain field, use the domain name used on the client’s network (for
example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set domain as a
parameter.

4. Select Network > IP Settings > Advanced tab, check the box Register
Address in DNS.

5. Click the Advanced tab on the left-hand side.
6. Select the Host Table tab.
7. Click Add to add the NTP host.
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= DeviceManager - [#ls_perle {192.168.1.122) - Connected]

S File Edit Tools View ‘Window Help
D[ E s N2 2
- i) System Info
[E-+% Configuration

Host Table | Route List | DNSAWINS | RIF | Dynamic DNS | IPYE Tunnels |

E@ Metwork,

- [2] 1P Settings

(. B Advanced Host Mame | Host Addiess |
[H-{Eg Setial mns TP 19216811
..... D Users

B-{Eg Security
B-{Eg IO Interfaces
----- [8] Clustering
B-{E Svstem
Ely'-u Control
L f" I/ StatusfControl
by Statistics

EE-yf, Metwork
Serial Ports
el Add... Edit... Delete
HTTP Tunnel
Bl-yj, Svstem

—IP Filtering
= Allow all traffic

= Allow hraffic only to/from hosts defined with IP addiesses

Dawnlaad All Changes A4 Download is Required
<]

For Help, press F1 I_W

8. On the window, enter a descriptive name for the NTP server (For example,
mnsNTP).

9. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

10. Click OK.

Time and Security Settings

> The user must have logged in to the device using DeviceManager.
1. Select Configuration > System > Management > Time.

2. Select the Network Time tab

3. Do the following parameter settings:

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box cleared.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set name
as primary host.
NOTE: Network time works best when the version matches that of the NTP
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server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. If unsure, verify with the client's
network administrator.

= DeviceManager - [#ls_perle (192.168.1.122) - Connected] | =]
S File Edit Tools Miew ‘Window Help =& x|
= N L
o i) System Info

s Configuration
{2z Metwork

Network Time | Time ZoneSummer Time [Daylight Saving Time) I

—MTR/SHTE Settings

Mode: [Uricss: |
{23 Security

{3 1O Interfaces Wersion: I 3 vl
[ Clustering

E@ System

(g Alerts

=255 Management
@D SHMP Prirnary Host: ImnsNTF‘ vl ey D ID
- Time
~[2] Custom App,Plugin Secondary Host: INone Vl KeyD: ID
~[2 Advanced
g Cantrol

" Enable Authentication:

Metwark
, Serial Ports
, User

, HTTP Turnel
. System

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

Configure the parameters using the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

“g File Edt Tools Wiew Window Help
D RddechH W27
Y System Info Network Time  Time Zone/Sumener Time (Dayiht Saving Time] |
(=2 Configuration
[+ (i3 Nekwork
45 Serlal T
& Users =
- Serulty Tirme Zone Name: Time Zone Offsst:  [05:00  UTC/GMT
=53 I} Interfaces
3 Clustering Summer Tirne (D aylicht Saving Time)
=25 System
+-(g Merts Summer Time Name: EST Summer Time Offset B0 mirutes
=25 Management
[3 sump Mode
ﬂ Time " Maone
|5 custom app/Plugin
|5 Advanced " Fived
Bl ¥ Control Mot [ay Time
# 110 Stakus/Control stetlate [api /) =] o200
= l-l Shatistics _— |
-4, Metwork EnelU- |october =7 ~| [ozoo
[y, Serial Ports
il User ¥ Recuring
i, HTTP Tunnel Manth ek Day Time
B yf, System StatDats:  [Mach =72 =] 7 [Sunday =] [ozoo
End Date: Movember 'l"' 1 d I ISunday 3 jozo0
|
Download All Changes /A Download is Required
4]
For Help, press F1

6. Select Configuration>Security>SSL/TLS.
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= DeviceManager - SAZbarix (172.17.10.78) - Connected == -
File Edit Tools View Window Help
D i dr | W2 7

e SAZbarix (172.17.10.78) - Connected [=][=]BE
; i} System Info

i A ) S5LATLS
=-44 Configuration
+. (g Network [SdSE\F;JI\ﬁS settings that apply to all SSL/TLS connections
&-E@ Serial g
[ Users
25 Security SELATLS Version Any hd
--[2] Authentication
B sH S5L/TLS Type
D SSL/TLS Cipher Suite...
=G VPN
-2 HTTP T |
% A Hunne [ alidate Peer Certificate
Ervices
&3 /0 Interfaces
[E Clustering GSL Certificate

{f@ System
7 Cortul Fasshas

## 170 Status/Contral

Serial Ports
User

i, HTTP Tunnel
il, System

Download All Changes

7. Set SSL/TLS Version field to Any.
Set SSL/TLS Type field to Server.

9. Under SSL Certificate section, enter the password of the SSL certificate in the
Passphrase field.

10. SelectTools > Advanced > Keys and Certificates.

= The Keys and Certificates dialog box displays.

== DeviceManager - [xls_perle {192.168.1.122) - Connected]

%ge File Edit | Tools Wew Window Help &2 x|

) | E | Uplaad Configuration from IOLAN

m Import Configuration From a File

s Configy

Download Configuration to TOLAR
Download Configuration to Multiple IOLANS

D Mel that apply to all S5L4TLS connections
D e : Dovnload Firmware bo TOLAN
D Use ™ paget > Sek IOLAM DakefTime
Ea Set
B Ss:ptlons... Custom Files. ..
D S5L/TLS SEL/TLS Type: Set Factory Default Configuration to |IOLAN

11. Under Key/Certificate, select Download SSL/TLS Private Key.

12. Click the browse button and upload the private key for the Root certificate
(pem).
13. Click OK.
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Keys and Certificates
Key / Certificate: Cownload
File: M arne: I
Key Tope: IHS.-'l'-. j
Wzer M arme; I j
Hiast M anmne; I j
[Fzec Turmmel M anme; I j

| k. I Cancel |

14. Select Tools > Advanced > Keys and Certificates.
15. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

16. Click the browse button and upload the combined Root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the Root certificate.

17. Click OK.
18. Select Tools > Advanced > Keys and Certificates.
19. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

20. Click the browse button and upload the Root certificate (RootCertificate.pem
file).

21. Click OK.

Time Zone/Summer Time (Daylight Saving Time) Parameters

Field Description

Time Zone Name The name of the time zone to be displayed during
standard time.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Time Zone Offset The offset from Coordinated Universal Time
(UTC) for the local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name The name of the configured summer time zone;
this will be displayed during the summer time
setting. If the parameter is not set, then the
summertime feature will not work.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Summer Time Offset The offset from standard time in minutes. Valid
values are 0 to 180.

Range: 0-180

Default: 60
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Summer Time Mode Configure the summer time to take effect.
None: No summer time change

Fixed: The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00 P.M.

Recurring: The summer time change goes into
effect every year at the same relative time. For

example, on the third week in April on a Tuesday
at 1:00 P.M.

Default: None.

Fixed Start Date Sets the exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date Sets the exact date and time in which the IOLAN’s

clock will end summer time hours and change to
standard time.

Recurring Start Date Sets the relative date and time in which the
IOLAN’s clock will change to summer time
(daylight saving time) hours. Sunday is
considered the first day of the week.

Recurring End Date Sets the relative date and time in which the
IOLAN’s clock will end summer time hours and
change the standard time. Sunday is considered
the first day of the week.

1/0 Access Settings

> The user must have logged in to the device using DeviceManager.

1. In the DeviceManager window, select I/O Interfaces on the left-hand side.
2. Click Settings.

S Fle Edit Tools Wiew ‘Window Help =]l

O & ds de 5|62 2

st L) Syskem Info

B4 Configuration

H@ Metwork

o2 TP Settings Settings | General sattings applying to all chanrels: failsafe, access methods, ete.

i [2] Advanced ||

- Serial Channelz | Individual 10 channel settings.

----- 8 Users

EH-{Fg Security

B3 10 Inkerfaces
i[5 Settings
2 Channels Summany

----- [& Chustering

H-{Fg System 1/0 Model: 5051 D2R2

(
E‘ f Conitrol Failzafe Timer: Dizabled
e TJO StatusContral

E||.| Skatistics Channel: Enabled: 4

il Metwark LIDP Broadcast: Dizabled
. Serial Ports

r 1/0 Interfaces Configuration

, User
, HTTP Tunnel
. System

Download &l Changes A Download iz Required

<]
For Help, press F1 |NUM

3. Select the I/0 Access tab.
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4. Select the Enable I/O Access via TruePort check box.
NOTE 1: By default, the device listens to I/O commands on TCP port 33816.
The 1/0 TCP port can be changed, as long as the change does not conflict with
other services or TruePort ports.
NOTE 2: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press Enter. A list of all current TCP connections and ports

will be listed.
== DeviceManager - [xls_perle {192.168.1.122) - Connected] M=l E3
< File Edit Tools View ‘Window Help i ] |

MR
i Systerm Info
4.5 Configuration

=25 Metwork

ie[F] TP Settings

10 ccess | Faikafe Timer | UDF |

Choose the method in which the 1/0 interfaces are acceszed via network by an external application.

~[2] Advanced
H-{E Serial [~ Enable 1/0 &ccess via Modbus protocal
----- D Users
B-EE Security Ui |255 Ldyvanced Slave Settings...
H@ 1o Inte.rFaces - Avvailable Metwork Access
i [2 Settings
i ~[2] channels [~ Allow Modbus TCF Application [4F1]
""" 2] Clustering = &llovs Modbus BTUAASE via TrueFort
[+ System
- # Control Advanced Modbus
Phe 1/3 Skatus!Control
# .'II 2o us{Contrl |dle Timeaut: I'IU seconds

[~ Enable Modbus Exceptions

Serial Parts
Lser

HTTP Tunnel
[y, Svstem ¥ Enable 551 Encryption

Listen TCP Part: |3331 1

Aovailable Network Access

I~

¥ Enable 110 Access via TrusPort

Aillows | /0 Access via AP through TruePort

Download All Changes /1 Download is Required

4]

For Help, press F1 l_ W l_
5. Select the Enable SSL Encryption check box.
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* DeviceManager - [IOLAN-063178 (192.168.1.120) - Connected]
e Fle Edt Tools Wiew Window Heb =& x|
DS 7
L System Info
=] ..,,{\.J Corfiguration voe ¢
(g Wetwork Erzble | Channel | Type | Mame |
B Serial o1 Digtal Inpat
.J ;Jscrﬁt M D2 Diigital It
= (O Security
=35 1O Intetfaces g :; 2::‘*
[ Settirgs éa'
[ channels
] Chustering
=y System
Fl-## Conkrol
A 110 Satus| Corerol
Bl Statistics
F- i, Metwark
Senal Ports
Lzar
HTTF Tuninel
Sysbem

Edk...

Download &ll Changss /b, Download i Flequied

| |

[Far s Fl [ hum |

6. Select I/O Interfaces > Channels.

7. Select the digital input to use and click Edit. The configuration is the same for
both inputs.

8. Give the input a Description name.
9. Verify that Input Mode is selected.
10. Under the Latch setting, select Active-to-lnactive.

11. Select Trigger.
a. Select Active Input.
b. Make sure Manual Clear Mode is selected.

12. Click OK.
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Channel Settings 7]

General I 140 Extension |

~Digital - D1

Description; [Digtd_lnnu_1
& |nput Mode
T Dutput Mode

| Digital Input S etbngs

Lakche Active-todlnactve ¥
[ Irwert Signal
 dlkam Settings

Trages. Active Input ~]
™ futo Clear Mode
& Marwal Clear Mode

Send Alarms:
[~ Emad
[~ Swslog
[~ SNMF

= Configuration is now complete.

13. Click Download All Changes to make the changes to the device or continue
with other settings.

= DeviceManager - [TOLAN-DG31 78 (192.168.1.120) - Connected]
= Flz Edt Tools Wiew window Help == x|
D&ty |de | K2 2
ir.- System Irfo
=]-4pe Configuration
= Netwark Ensble | Channel | Type [ Mame |
- Serid M o Dighal Input  Digial_lrpud_1
5] Users M o2 Digitel Input
o Al Relay
=) J ].,fO- Irkeifaces ] -
3 settings M Rz Relay
[5 Channels
| Clustering
=g System
I ¥ Control
A 10 Status/Contral
El-gil; Statistics
=i, Metwark
# -y, Serial Ports
Usar
HTTF Tunnel
=1, System

~ 140 Channels:

Download Al Changes 1 Download is Aequined

o | 3
g

For Help, prass F1 e |

14. Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, wait 90
seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber or green.

106 | 470

A6V12131888_en_b_51



MNS Supported Physical Device Configurations
Digital Input Device

TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, each
device is recommended to have its own and unique COM port for each service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

1. Install TruePort on the server.
2. Start the TruePort Management Tool.

3. At the management window, click Add.

tl TruePort Management Tool

© perie

Thiz tool permitz pou to add, remove and configure TruePort adapters.

Ingtalled TruePort adapters:

Add... Bemonve Properties

=
[

Cloze

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the Adapter can
easily be tracked back to a particular device.

5. Enter the IP address or the hostname the device is using, then click Next.

A6V12131888_en_b_51

107 | 470



MNS Supported Physical Device Configurations
Digital Input Device

Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and aszociate it with a device server on the
nietiork,

— TruePort &dapter Properties

Adapter Hame:  |Perle_Digital_|nput

— Device Server Metwork, Location

" Hosthame: I

| Mest » I Cancel

6. Leave the number of ports set to 1 (if using I/O access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increment for each device and service
configured. This will help to avoid any conflicts with existing COM ports or other
devices. TruePort allows the user to create up to 4,096 COM ports.

7. Click Next.

Add TruePort Adapter Wizard

Add Senal Ports
Azzociate COM portz with your new TruePart adapher

You may add up to 49 zenial ports o pour
new TruePart adapter: T he following partz will be added:

—Select COM Paort Bange COMI0

Mumber of Ports: I'I _%

Starting COM Port;  |COMI0

Mext » I Cancel

= The TruePort Adapter is now visible in the TruePort Management Tool.

8. To edit the TruePort settings, select the adapter to edit and click Properties.
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#=d TruePort Management Tool

Thiz tool permitz vou to add, remove and configure TruePaort adapters.

Installed TruePort adapters:

Perle Digital |nput [192.168.1.7100]

Remove | Properties |
Cloze |

Fig. 15: Installed TruePort adapters

1/0 Access Settings

1. Start the TruePort Management Tool, select the Perle device to configure and
click Properties.

#=d TruePort Management Tool

Thiz tool permitz vou to add, remove and configure TruePaort adapters.

Installed TruePort adapters:

Perle Digital |nput

Remove | Properties |
Cloze |

2. Select the Configuration tab.
3. Click Settings.
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Perle_%Serial {(192.168.1.1) Properties | x|

General Configuration I Driver I Detailsl
ME Fere_Serial [192.168.1.1]

Thiz TruePort adapter iz azsociated with the following
device senver.

 Device Server Infarmation

Murnber of Ports: 1

IF Address: 192.168.1.1

Active Connections: Mone

To configure thiz Device Server at thiz time uze the Perle
Devicetdanager or one of the following configuration methods.

Wieb Config I T elnet Config |

Settingz |

(] | Cancel |

4. Iftwo COM ports are created for this device, select one to use for I/O access. If
the COM port is being used, the other COM port should be reserved for serial
communication. If a second COM port is not added, click the Add Ports on the
bottom of the window to add the second COM port.

5. Select the Connection tab.
6. Select Access Device Server I/0 channels.

— Select the TCP port that was configured on the device for I/O access.
— Inthe I/O Application Type drop-down list, select I/0O Access.

110 | 470 AB6V12131888_en b 51



MNS Supported Physical Device Configurations

Digital Input Device

Perle_Digital_Input (192.168.1.100) Settings

Murber of ports: 1

Connection |.-“-‘-.|:Ivan|:ed| SSLHTLSI Facket Forwarding

o COM10 (140: 33816

1]

51 Perle_Digital_Input [152.168.1.100]

— Connection Settingz [COM10]

—{" Aceess Device Server Serial Port

Kl

Cannestion Mode; I.-'-‘-.utu:umatin:

¥ icoept connection fram device semver
Listerr ot TEF Bart: 10000 =

.

£ |nitiate connection to device server

Conrect bo TER Fort: 10007 =

:

[Cliert- nitiated Connectian Settings...

|

% iAccess Device Server /0 channels

Conmect to TCP Por: 335816 =5

I/0 Application Type: II.-’EI Access 'I
Client-Initiated Connection Settings. .. |

.

— Connection Profile
Current Prafile:  Minimize Latency

Change Profile... |

|+

@l Add Portz | x Bemowe Portz | ' Lopy Seftings Tn:-...l Restore Defaults

k. I Canicel | Apply |

7. Click Settings next to Client-Initiated Connection.

= The Client-Initiated Connection window displays.

Client-Initiated Connection Settings 4
Connection Management Options
U Connect at system starup

[[Jciose TCP connection when COM portis closed

Connecton Oplions
Connection Retries

(") Fuetry forever
(@) Mumber of retries: |4 =
Time between connection retries: |30 = seconds

Restore dropped connecions

Restore Defaults Cancel

8. Select the Connect at system startup check box.

9. For Connection Retries, select Retry forever.
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10. Click OK.
11. Select the Advanced tab.

Perle_Digital_Input {(192.168.1.100) Settings

Number of ports: 1 Connection Advanced | SSL/TLS | Packet Forwarding |
1 Perle_Digital_nput [192.168.1.100]
e (é&‘" COMI0[1/0: 33816 —Advanced Settings [COME10)

— Application Options
[T Simulate COM port transmit delays

Additional Transmit [elay: IEI _I? me
Additional Beceive Delay IEI j: i

On COM port oper:

q

 Always retumn suscesshul
% Fetum when connection iz fully established

* seconds
b amirnunn W ait Time: |3':| _I? s

[T Enumerate attached devices [i.e. modems)

¥ Diain output before zetting config

¥ Send keep alive packets
K.eep dlive Interval: |30 | seconds

[~ Enable TCP Magle algorithm

[T Usze legacy UDF protocal [Full Made only]

e &dd Parts | ¥ Remove Ports | ' Copy Settings Tu:u...l Restore Defaults

| 0k, I Cancel | Apply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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Murnber of porks: 1 . Ennnectinnl Advanced  SSLATLS | Packet Fanwarding
=] Perle_Digital Input [192.168.1.100] ;
H (y COMI0 (140 33316 —S5L/TLS Sethings [CORM10]
¥ Enable S5LATLS Encryption
SSLATLS Version: | Ary =l
SSLATLS Type: | Client =l

— Authentication

[ “erify Peer Certificate
[Certificate Autharity Filename:

Browsze |

Walidation Criteria...

— 551 Certificate
¥ Supply Certificate

Certifizate Filename:

IE:hUsers'\.ﬂ.dministratnr"-.Desktu:up'xSSLE Browse |

Certificate Pazzphraze: | #eeess sesens

1] | ]

Eﬁﬁ Add Ports | x Bemove Ports | ' Copy Settings T-:u...l Restore Defaults
| ak. I Cancel | Apply |

14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.
16. Set the SSL/TLS Type field to Client.

17. Select the Supply Certificate check box.

18. Click the browse button and select the combined root certificate. Refer to the ---
MISSING LINK --- section for more information on combining a root certificate.

19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.

A6V12131888_en_b_51 113 | 470



MNS Supported Physical Device Configurations
Digital Input Device

System Management Console M
¥ Projects
MMSEZ30 System
¥ Websites
Test » Settings
Testl
¥ (localphGMS_HDB_EXPRESS
HDB Service | current User | status | ¥ Senvice Account
Certificate Automation License Manager Service — FURETTITTTEN Running - Service account | Bl b e
FreeSWITCH Rl et e Running -
GMS_WCOLpmon_MMNSS30 gt e S Stopped
| Perle TruePort Service Hngt et Running
Siemens BT Licensing Server LT gt e Running
Siemens GMS Closed Mode Service LT gt e Running -
rere e
Ready

= The TruePort driver is ready for I/0 access.

Device Verification

> The Perle device is configured for inputs.
NOTE: To test that the device is configured and the digital inputs display
properly, use the I/O Status/Control section of the Perle DeviceManager.

> A dry contact switch, such as the STI Emergency stopper station is present,
wired to the I/O terminals of the Perle device.

> The user must have logged in the device using DeviceManager.

1. In the Perle DeviceManager, select Control > I/O Status/Control.

= The current status of all inputs and relays is visible.

DeviceManager - [PerleDigitalinput {192.168.1.120) - Connected]

=5 File Edt Tools Wiew SMndow Help
DHE S 27
1) Sysbem Info
- I- Configuration ~ /0 Channel 5 tabus
¥y Nebwiork _
i) i:sl Input  Digitalirgut 1 Active  Activetodnactive Triggered  Disabled
H u Securiby D2 Inpult Inactive  Mone Net biggered Disabled
[+ 1o Interfaces A1 Dufput Iriactve Teatid
2 Clustering i Oustput Inactive Disabled
3G Svstem
= 4 Contro
=] 41|, SEmbstcs
), Metwork
), Serial Ports
il, User
4l HTTP Turnel
By, System

~1/D Channel Coniral
Ceadlam | | peivaecup |
Fiezet Channel | Rezet 4l Channels
Clear Laiched Input | Desciivere g | 4|

Download A1 Changes

4 | |
For Help, press F1 [ m v

2. Close the contact switch.
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3. Click Refresh.

= The fields change to the corresponding state:
Value: Active
Latched Value: Active-to-Inactive
Alarm: Triggered

DeviceManager - [PerleDigitallnput {192.168.1.120) - Connected]

<& File Edt Tools Wiew Window Help == x|
O/ Eab|decy (¥ 7
L) System Info
& ;(_: Canfiguration 140 Channel Status
:'_ @ ’S‘H}"l“”‘ Channel | Type | Desciiption || Value | LatchedVabe | Alam || 1/0 Estension
0 Sena 1 Irput  Digtal_Input_) | Inactive  Actvetodnactive Triogersd | Disabled
| Lesrs -
-G Securty 02 Iriput Inacive  Mone Hok Inggersd  Disabled
& E 110 Inbrfaces A1 Dutput Inactive Dizatled
B Clustering A2 Quiput Inactive [isabled
E-Eg) System
=] =g}’cmntrnl
¥ 10 Status|Conixol
=] iy Stadastics
B[, Metwork
-y, Serial Ports
il, User
4l HTTP Tuninel
[H-y, System
170 Chaninel Cantrol
ODesrdlam | scivee i |
Resat Channel | Feset 4l Chareel: |
CllnstaInl'ndlrutl [Deactivate Outout |
Dowinload &8 Changes
4| | i
For Help, press FL [ M | v

4. Release the contact switch.
5. Click Refresh.

= The fields change to the corresponding state:
Value: Inactive
Latched Value: Active-to-Inactive
Alarm: Triggered
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= DeviceManager - [PerleDigitallnput {192.168.1.120) - Connected]

< File Edt Tools Wew Window Help =8| x|
D sy ?
1 System Info
548 configuration 1~ 1A0 Channal Status
i ek Chennel | Type | Desciption || Valie | LatchedVakie | Alam  ||L1/D Extension
@ U:l 01 Input  Digtal_lnput_1 | Inactive  Active-tonactive Triggensd Dizablad
-y Security D2 Irput Inactive  Mone Hot nggered  Disabled
G a 1 Inbarfaces i Output Inactive Disatled
3 Clustering i Output Inactive Disabled
(i System
- Contral
& 10 status|Conkrol
= yily Seabstics
[#-yj, Mebwork
-y, Senal Ports
il, L=
4|, HTTE Tunnel
¥y, System
[ 140 Channel Control
Ceartlsm | scvaenupe |
ml chod m“"”
Chaar Lak I mpust | etvake Output |
Diowiriboad A1 Changes
4] | B
Far Help, press FL o | A4

6.

If the behavior is correct, click Reset All Channels to clear all the internal

device values. Otherwise, check the settings for the device inputs.

To verify that TruePort COM port is working correctly, use PUTTY from the

server on the serial COM port. If the COM port can be opened, then the
TruePort driver is working properly. PuTTY can be downloaded from the

following link:

http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

TruePort Driver Configuration.

10.

Data Bits: 8
Stop Bits: 1
Parity: None

Flow Control: None

Open PUuTTY, and select Connection > Serial.

Enter the following default parameters:
Baud Rate: 9600

For Serial line to connect to, enter the TruePort COM port number created in
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Cateqany:

[=]- Sezsion Optionz controlling local zenial ines |
Loaging
=~ Terminal
- Keyboard Sernal line to connect to II:I:IM'I 1]
- Bell
- Features
[=]- "Window Speed [baud) IElEEIEI
- B ppEarance
- Behaviour
- Tranzlation Stop hits |1
- Selection
- Colours
[=]- Cannection Flaw contral INnne
- Data
- Prioy
- T elnet
- Rlagin
- 55H

— Select a zenial line

— Configure the zenial line

Drata bitz IE

Farity I MHone

Lef L

Abot | Open Canizel

11. Select Session > Serial.

12. Click Open to establish a serial session. If the user is denied access to open
the COM port, check that the COM port in TruePort is configured correcitly to
connect to the Perle device.
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Categaory:

)| Session | Basic options for your PuTTY session |
----- Logging _ -

&) Teminal Specify the destination you want to connect to
- Keyboard Sernial line Speed
. Bell COm10 9600
- Features Connection type:

= Window ") Raw () Telnet ) Rlogin ) S5H | @ Serial
- Appearance
... Behaviour Load, save or delete 3 stored session
- Translation Saved Sessions
- Selection
- Colours

i Caiacia Default Settings Load
o
- Telnet Delete
- Rlogin

- 55H
- Serial
Close window on exit:
() Mways () Mewer (@ Only on clean exit

About | Open I‘ Cancel

Fig. 16: Selecting Serial Option

Digital Input - Device Engineering

There is no further configuration required for the emergency stopper station.
Additional configuration is required for the Perle TD2R2 to communicate with .
There are two areas of configuration. The first is to configure the TD2R2 device to
correctly read input and send the appropriate responses back to . The second area
of configuration is the TruePort driver which uses to communicate with the TD2R2
device.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server.
TruePort creates a virtual serial port or virtual COM port. All COM port directed
data sent by the application is re-directed by TruePort across the IP/Ethernet
network to the remote device. Data and serial port signaling is transparently
communicated between the application and remote device.

(Example) Input Triggering

Scenario: Two Digital Input Devices are configured with Panic Buttons. Panic
Button 1 is connected to Perle Device 1 and Relay 1. Panic Button 2 is connected
to Perle Device 1 and Relay 2. If Panic Button 1 is pressed, Incident 1 should be
initiated and if Panic Button 2 is pressed, Incident 2 should be initiated.

Procedure:
> System Manager is in Engineering mode.
1. In System Browser, select Management View.

2. Select Project > Digital_Input_Field_Network.
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3. Configure two Digital Input Devices as Digital_Input_Device_1 and
Digital_Input_Device_2.

4. Select Digital_Input_Device_1.

[Waragerment view

Al Y H

[snow Descrpion

| Manual navigation

¥ Project
¥ Field Networks
'V Adaptive_Perle_Field_Network
‘¥ Adaptive_Perle_Serial_Device
proiupe
W ASCII_Input_Perle_Fiald_Networl
Pt
W Bulk_Notification_Server_Field_
ok oo s
'V Deskiop_Notification_Server_Fie
'V Digital_input_Field_Network
W Digits_Input_Perle_2
e
W Digita_Input_Perle_3

P> Digital_input_Perie_Device
P> ESPA 444 Interface FieldNetwork
¥ Facebook_Account_Field_Netwo
Facebook_Account
P GSM_Gateway_FieldNetwork
B Hotline_Field_Network
P Media_Controller_Field_Network
B Multi_Zone_Audio_Field_Networ
B Prolite_Perie_Field_Network
B single_Zone_Audio_Field_Netwc
B single_Zone_Audio_Field_Netwc
P SMTP_Email_Field_Network
¥ Web Feed Input Link
Web Feed Input Device
B Web_Feed_Publisher_Field_Netn
P Management System
¥ System Settings
P Client Settings
Conversion Tools
Journaling
P Libraries
¥ Operating Pracedures
b Doura OP 5631
B Doura second OP Test
b Yuri_OP

Digital_Input_Device_1

Function: Digitalinput v inLl
Object model: GMS_MNS Digitallnput Device

= /s wms ow oA
StatusPropagaticn.Aggregat

e

Status AlarmStatus v ‘

BaseElement.ChildDevices
BaseElement Event lsRawinp
BaseElement Event Rawinput
BaseElementEvent Triggers
BaseElementModalty
BaseElement FieidNetwork
BaseElementName.
BaseElementRoutingPriority
BaseElement RoutingExpress
BaseElement.ParentDeviceld
BaseElement Status Commar
BaseElementStatus.Connecti
BaseElement Status Devicelt

Type: Input

Text group:

Device Editor Object Configurator

Subtype:

Out of sca: O

General
Type: GmsBool
Descriptor: Alarm Status
Value Attributes

Valid:

TxG_MNS_Alarm_Status

Operation

Digital_input_Device_1

D Alzrmstatus

Alarm OFF

5. Select the Object Configurator tab.

Emergency [ [l Alarm ON 1)

Alarm Configuration

Valia: v

Alarm Configuration
() Nome () Field system (=) Management Station

A e v
Alarm Class | Value Range | Event Text 1
Nomal

—
e

B o
DoorAlarm_NoReset

Duress NeAckNoReset
Duress NoResat _
Emergency

Emengency_Dynamic

Emergency |
Emergency NoReset
Escalationstarted
EscalationStarted Dynamic
Escalationstarted NoAckNOReset
Escalationstarted_NoReset

6. In the Properties expander, select the Status.AlarmStatus property.

7. In the Alarm Configuration expander, select the Valid check box.

¥ Alam Configuration

Valid:

Alarm kind:

Alarm Configuration

Fiald =

Discrete

= The color of the Valid check box changes from blue to black.

8. Select the alarm class from the Alarm Class drop-down list. For example,

Emergency.

9. Enter the event text in the Event Text field. For example, Event from
Digital_Input_Device_1.

10. Select Digital_Input_Device_2.

ABV12131888_en_b_51
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Device Editor ‘Object Configurator

[Management view | v| Digital_Input_Device 2
[ Al YH Function: D Type: npat Subtype:
[Show Description | v | Object modek:

7 Manual navigation Out of scan: O

¥ Project
¥ Field Networks

¥ s s
¥ Adaptive_Perle_Serial_Device StatusPropagation.Aggregat General
v AdaptivelED1 Configuration.AlarmNumber Type: GmsBaol
ASCII_Input_Perle_Field_Network
i Status Alarmstatu:
ASCIl_Input_Perle_Device eI At 4 | Descriptor: Alam Status

W Bulk_Notification_Server_Field_N
Bulk_Notification_Server
W Desktop_Notification_Server_Fiel
Desktop_Notification_Server
W Digital_Input_Field_Network
¥ Digita_lnput_Perle_2
Digital_Input_Device_1
¥ Digita_lnput_Perle_3
D3

BaseElement ChildDevices
BaseElement,EventsRawinp:
BaseElement.Event Rawinput
BaseElement Event Triggers
BaseElement Modality
BaseElement FieldNetwark
BaseElementName.

BaseElement RoutingPriority

Text group:

Value Attributes
Vvalic:

TG_MNS_Alarm_Status

¥ Alarm Configuration
Valid: v

>
v

11

14,

15.

16.
17.
18.

19.

20.
21,
22,

23.
24,

W Digital_input_Perle_Device BascElement. RoutingExpress

Alarm Configuration
P ESPA 444 Interface FieldNetwork BaseEiement. ParentDeviceld - ; .
¥ Facebook_Account_Field_Netwat BaseElement Status.Commar )Nene () Field system (<) Management Station
N e et BaseEiment.status Connect Alrm kic: v
B Hotiine_Field_Netwerk BaseElement.Status. DeviceM

el Alarm Class Value Range Event Text
P Media_Contraller_Field_Network | ng |

Normal

P Mutti_Zona_Audio_Field_Networ
P Prolite_Perie_Field_Network
P Single_Zone_Audio_Field_Netwo
P single_Zone_Audio_Field_Netwo
P SMITP_Email_Field_Network
¥ Web Feed Input Link

Web Feed Input Deviee
P Web,_Feed_Publisher_Field_Netw
Management System

LifeSatety | v | = EEAe

InCommand_Dynamic

InCommand_NoAckNoReset
InCommand_NoReset
Information
Information_Dynamic
Information_NoAckNoReset

Digital_Input_Device 2

Event from Digital_Input_Device 2

System Sertings \:‘ AermStatus Alerm OFF | Information.NoReset
B Client Settings Lifesafety
Conversion Tooks LifeSstety_Dynamic
Journsiing | Utesarety
P> Libraries LifeSafety_NoReset
W Operating Procedures LifeSatetyManual I

P Dours 0 5631 =
P Doura second 0P Test
P vuri_oF

LifeSatetyManusl_Dynamic
LifeSafetyManusl_NoAckNoReset

. Select the Object Configurator tab.
12.
13.

In the Properties expander, select the Status.AlarmStatus property.
In the Alarm Configuration expander, select the Valid check box.
= The color of the Valid check box changes from blue to black.

Select the alarm class from the Alarm Class drop-down list. For example,
LifeSafety.

Enter the event text in the Event Text field. For example, Event from
Digital_Input_Device_2.

Click Save 1.

Click Engineering.

Select Applications > Mass Notification > Incident Templates.
Click Create ‘D.

= The Create New Object dialog box displays.

Select Incident Template from the Child Type drop-down list.
Enter a name in the Name field. For example, Incident1.

Click OK.

= The Incident Template Editor tab displays.

In the Incident Template Trigger expander, click Add.

Configure the fields as shown in the following image:
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R T e e e e e e e e
System Manager =
5 [DJES  sooicon ven + sooicsons ey + s osfion + coer g i

25. Click Save 1.

26. Select the Incident Templates node.

27. Click Create .
= The Create New Object dialog box displays.

28. Select Incident Template from the Child Type drop-down list.
29. Enter a name in the Name field. For example, Incident2.
30. Click OK.
= The Incident Template Editor tab displays.
31. In the Incident Template Trigger expander, click Add.
32. Configure the fields as shown in the following image:
SIEMENS | Jowe: " us ¥ | sees | o | o | e es | ehs e wam D e AASTSRD Otk e V23200 M ey € V)

System Manager
[D][] - seoiaonvien » scpiatons Sytent » Vathotscaten » e T

Bosicatention

33. Click Save 1.
34. Press Panic Button 1.

= Event from Digital_Input_Device_1 will be generated.
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0/7 053 0/25
Life safety Security | Supervisory Trouble High | Medium Low Fault Status

Event List - Filter By: Categories = <Emergency>

| cause | Location | source | Countes| Commands | information | Event tatus 4 | _Source sat

Event from Digital_Input_Device_1 Project. Field Networks. Digital_Input_Device_1 v Unprocessed  Active

Digital_Input_Field_Network. Digita_Input_...

Euent ID: 2008
Bwntstatus: Unprocessed
Soucestatus:  Active
Event from DigitalInput_ Device_1
Category: Emergency.
Discipine: Notifcation
Time: 11572016 3:54:08 PM
Suggested action:  Acknowledge event
Location: Project. Field Networks. Digital_Input_ Fie'd_Network Digita_input_Perie 2
Source: DigitalInput Device_1
Inprocessby:  None

= The Incident1 will be initiated which can be verified from the Browse
Incidents tab:
a. In System Browser, select Application View.
b. Select Applications > Mass Notification.
c. Select the Browse Incidents tab.

n 0/3 1/25
Emergency Life Safety Security. i Trouble High Low. Fault Status

System Manager

+ Applcaton View » Applications » ass Natitation »

M

——————
‘Easy Buttons ["Browse incdents ‘Browse Notifications | Tectual Viewer |
[ Application view | v] Browse Incdents and Notifcations
[ QE1 Y 1 | | meidents v Incident Status
(s rciton ] [ WY O
" Manual navigation e oy ot = { Incident1
]
Status Incident | Dateand Time I ]
¥ Applications. ® 1/15/2016 405 PM Active.
Adress Book
Documents Type: Lite-Satety
P Graphics Qumer; Trigger
Log Viewer
Incdent nation Tine. 17152016405 7
"W Mass Notification

¥ Incident Templates

Ad Hoc Incident ¥ Incident Structure.

¥ Demo Incidents

/1 Hems Per Paoe: [ 1|

o LR |Emmray g 2] q dentt

BulkTest ¥ [ Launch Group 1
Incident1 Notifications of Selected Incident

Incidentz -~ [ Tornado Warming
Live Announcement Demo search QMY Q

MCTest [E——

Tormado 78 Demo

TomadoWarning Status | Notification | Date and Time I

XIS Demo 2 Tornado Waming [1]  1/15/2016 40512 PM

doura 4996 Incident
P Yuri_Incidents
¥ Notification Templates
Ad Hot Live Announcement
Ad Hoc Message
¥ Demo Notifications

hudoTest
Bl ot Wl Test

EspaTest tems perPage:
e Test

35. Press Panic Button 2.

= Event from Digital_Input_Device_2 will be generated.
Emergency Security | Supervisory Trouble. High ﬂ Low Fla)uBIl giiss

Event List - Filter By: Categories = <Life Safety>

| Guse | tocation | sou | Counter| Commands | Information | _Event status + | _Source stat
Project. Field Networks. . . Waiting for
m Event from Digital_Input_D > 2 D‘gl“aLMWLFM’NE‘WO* Digita_input_. Digital_Input_Device_2 oo Active
Event 0 2038
Euentstaus Waiting for condition
Sourcestas  Actve
Event from DigtlInput Device 2
Cotegory: Ute satety
Discpine: Notfeation
Time: 171572016 40050 PM
Suggested acton:  Watfor condition
Locaton: Projec. Field Networks Digital_Input. Field Network Dgia Input Perie 2
Source: Digital Input Device_2
Inprocessby:  Nore

= The Incident2 will be initiated which can be verified from the Browse
Incidents tab:
a. In System Browser, select Application View.
b. Select Applications > Mass Notification.
c. Select the Browse Incidents tab.

mn 0/4 0/24
Emergency Life Safety Security  Supervisory Trouble High Low Fault Status

System Manager = [ [T

+ Application View » Applications » Mess Natfication »
Easy Buttons Bromse Notifiations. | Textual Viewer
[Appiication View | v] Erowse Incidents and Notifications
[ Q2 Y E || mddents v Incident Status
[Snow Descrpton v [Search SEMYQ
Manual navigation Filter by Status. Incident2
o ]
Status Incident Date and Time I 1
v Appications [} 1r15/2016 411 Ph Active
‘daress5ook
ot Type: Ute-Safety
» Graphics Owner: Trigger
Log Viewer Incident Initiation Ti 1/15/2016 411 PM
oo incdent fition Time:

(¥ Mass Notificat
¥ Incident Templates

Ad toc Incident v Indident Structure

¥ Demo Incidents

AudioTest LR renral 4] ftems Per Page:

Incident2
BulkTest ¥ [/ Launcn Group 1
Inddent! Notifications of Selected Incident

Inddent2 Tomado Warning
Live Annauncement Demo Search SEYQ

MCTest Fieris ot appliec

Tormado Pa Demo

Tomade Warning Status | Notification | Date ana Time ]

Xis Demo 2 Tomado Waming [1]  1/15/2016 411:44 PM

doura 4996 Incident
B Yuri_Incidents.
¥ Notifcation Templates.
Ad thoc Live Announcement
Ad Hoc Message
¥ Demo Notfications

AudioTest
BulkVoice Ml Test

ESPA Test LR IEmayY ) ems Per Page: [ 1¢ ol
e Test
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1.7 Emergency Hotline Extension Device

Emergency Hotline Extension Device

This section contains general reference and background information about
integrating the Emergency Hotline Extension device. For procedures and
workflows, see step-by-step section.

uses an VolP Switch to deliver the different audio content to the intended
recipients. With an Emergency hotline, a user can call the hotline to access active
messages published by . The hotline device itself exists as an extension on ‘s VolP
Switch. The following figure gives an overview of how the system is setup and the
different ways in which the hotline can be accessed.

Notification Server
Notification Application

‘ ----- Notification's
i N\ Integrated PBX

Hotline

1
. | Customer PBX | '
1 7 X
y I
'|Ext1| |Ext2| ....... ExtN| 1 |PSTN
Legend

Developed and Delivered by Siemens

Third Party Component Part of System
Delivered by Siemens

1 External System at Siemens Customer Site

- Telephony Hardware Components

Accessing the Emergency Hotline

connects to the customer’s PBX via a VolP gateway. As a result, the hotline can be
accessed:

From an IP phone connected to the ‘s VolP Switch on server.

From any extension phone connected to the customer’s PBX provided the
necessary steps for integrating the system with the customer’s PBX has been
completed.

From any outside phone (mobile or landline). In this case the customer needs
to publish the number that needs to be used by their intended recipients to
reach the hotline. This is possible only after integrating the system with the
customer’s PBX.

For example, if the customer is a school or university, then all students, faculty
and other people are intended recipients and they must be aware of the
number to dial to access active messages published by to the hotline.

A6V12131888_en_b_51
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1.8

ESPA Paging System

ESPA 4.4.4 Interface

This section provides additional procedures for integrating the European Selective
Paging Manufacturer's Association (ESPA) 4.4.4 compliant device.

Configuring and verifying ESPA Paging System
This section provides the steps for the configuration and verification of the device.

Configuration to communicate to the device requires two main steps. First,
configure the internal settings of the device. To do this, install the Perle
DeviceManager on a computer connected to the same network as the device to be
configured.

The second step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods used
to communicate with the device. One method uses the TruePort driver.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server.
TruePort creates a virtual serial port or virtual COM port. Al COM port directed
data sent by the application is re-directed by TruePort across the IP/Ethernet
network to the remote device. Data and serial port signaling is transparently
communicated between the application and remote device.

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).
1. In the Console tree, select the Certificate node.
= The Certificates tab displays.
2. Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: .

Key file name: RootPEMCertificatekey Confirm password: .

Path: C)\Certificates Browse...

Expiration: 1042742025 n 3650 : Days

Subject name: GMS Root Certificate City / district: Pune

Department: SET State / province: “Maharashtra
Organization: Siemens Country code: ™

3. Inthe Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
f. Enter the following information about the Subject:
—Subject name
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— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code. (exactly two characters)

Click Save [ .

= If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,
- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

P

Tips for Working with (.pem) Root Certificates

e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some

fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Device Configuration

> Ensure that the Perle DeviceManager is installed on a computer located in the
same network as the Perle device to be configured.

D> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

> Combine the Root Certificate Key file and Root Certificate into one file (using
type command in command prompt, for example, type
RootCertificateKey.pem RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.

1. Start Perle DeviceManager.

Establish Connection to.. EHE

MAC Address | IP Address | rMadel | Serwver Mame | Firrnwate | Discovered | K |

00-30-C4-06-20-FA 192,168,1.123 IOLAM SD51 D2ZRZ MxL_Relay... 4.4 Auko Cancel |
- 00-80-D-06-51- 76 192,168,1.122 IOLAN SD51 D2RZ xls_perle 4.4 Auko

- 00-80-D4-06-31-77 192,165.1.128 IOLAM 5051 D2RZ2 mns_panic_... 4.4 Auko
2 00-80-D4-06-31-78 Mok Configured IOLAM SDS1 D2R2  IOLAN-063... 4.4 Auto
- 00-50-D4-06-AE-10 136.157.32.164 IOLAM D51 IOLAMN-064.,. 4.4 Auko
- 00-50-04-06-EB-F& 192.168.1.111 IOLAM SD51 AdaptivelEDL 4.4 Auko
i Q0-30-04-06-C3-EE 192,165,1.110 IOLAM 5031 ProLitelED2 4.4 Auko
E----DD-BD-D4-DIS-C4-D2 192,165,1.109 IOLAM 5031 ProLiteLEC 1 4.4 Auko
- 00-80-D4-06-C4-09 192,1658,1.112 IOLAM 5031 AdaptivelEDZ 4.4 Auko

Add.. pssignP_ | P | Refiesh |

= All similar devices under that network should be visible.

2. Select the device to configure and click Assign IP.
NOTE 1: If the device in the window is not visible, verify the device has power
and is connected to the network. Check the display on the device; the power
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button should be solid green and the link button should be solid amber/green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.

NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for ten seconds or
until the Power button is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If the device still does not work, replace the unit
or check the network.

Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

—Azzign [P

The [OLAN's current IP Address:

INu:ut Configured

Enter the IP Addiess of the [OLAMN:

r Have the [OLAM automatically get a
temporary |P Address.

Agzzign [P I

Cancel |

= The Establish Connection to window appears with an IP address.

- 00-80-D4-06-31-77

Establish Connection to... 7| X
MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |
- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko
192.165.1.125 IOLAM SDS1 D2R2 mns_panic_... 4.4 Auka

I0-Coet- 3

192.168,1.120

IOLAM 5051 0
IOLAN-06A... 4.4 Autn

- 00-50-D4-06-AE-1D 136.157.32.164 IOLAM D51

- 00-30-D4-06-EB-F& 192.168.1.111 IOLAM SDS1 AdaptivelEDL 4.4 Auto
- 00-80-D4-06-C3-EE 192.168,1.110 IOLAM 3051 ProLitelEDZ 4.4 Auto
- 00-80-D4-06-C4-02 192.168.1.109 IOLAM 5051 ProLitel EC 4.4 Autn
- 00-80-D4-06-C4-09 192.168.1.112 IOLAM SDS1 AdaptivelEDZ - 4.4 Auto

add. | assionie | Ping. |

Refresh I |

Select the device again, and click OK to log into the device for configuring.

At the Login window, type in the device password. The factory default
password is: superuser.
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Login ﬂ E

=

Authentication required. Please enter
the pazsward for the admin user.

Paszword: I |

k. I Cancel

Fig. 17: Login Window

Network Set Up

To further configure the network settings of the device, log into the device using
Perle DeviceManager. Do the following:

1. In the Perle DeviceManager tree view, click the Network folder and then IP
Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

“=DeviceManager - [xls_perle {192.168.1.122) - Connected] M=l E3
%@ File Edit Tools wiew window  Help — =] x|

D& ey [N ?
4 1LJ System Info
Lf_|---'_u;- Configuration
EI@ Mebwork,

b [ 1P Settings
w3 Advanced r System Settings
-{Z5 Serial

System Mame: IPE”EDEWCE” [romain: Imns.net
D lsers

B-{E7 Security

|»

IPd Settings I |6 Settingsl Advanced

H-{Eg [0 Interfaces r— |Pv4 Configurations
D Clustering — Ethemet Interface Settings
B-{Z7 System
=g Contral @ ; _ ;
}a 1/ Stabus/Control + [btain IP address automatically uzsing DHCR/BOOTR
El-gilly Statistics
I"l 4, Metwork " Use the fallowing IF address:
Serial Parts
jUser I[P ésddress: o.o.0.10
HTTP Tunnel Subnet Mask: T.0.0.0

- System

Obtain Automnatically

[efault Gateway: I . . . v

DS Senver I : : - v
il S Senver: I : : ) il

-
4| »

Download Al Changes |

4] | ¥
For Help, press FL WI_
2. On the IPv4 Settings tab, in the System Name field, give the device a
distinguishable name to help identify this device from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully
qualified domain name.

NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device's MAC address.
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3. In the Domain field, enter the domain name used for the client’s network (for
example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

4. Select Network > IP Settings > Advanced folder.
Select the Register Address in DNS check box.

Select the Advanced folder in the tree view.

== DeviceManager - [xls_perle {192.168.1.122) - Connected]
%@ File Edit Tools View Window Help

D |6 e e & | 2 2
i Syskem Info
]-+,%% Configuration

Host Table | Route List | DNS/WING | RIP | Dynamic DNS | IPY Tunnels |

EI@ Mebwork,

b [2] 1P Settings

(. B Advanced Host Mame | Host Addiess |
{7 Serial sk TP 13216811
----- D Users

- Fecurity
B IO Interfaces
----- [& Clustering
BH-{E5 Svstem
Bl Contral

L f" I Skakus)Conkral
Byl Statistics

Bl yj, Metwork,

; | Setial Ports

, User

. HTTP Tunnel
- yf, Swstem

Add... Edit... Delete

r IP Filtering
& Allow all traffic

€ Allow braffic only to/from hosts defined with 1P addresses

Dawrload All Changes A Download is Requined

1]
For Help, press F1 MM

7. Inthe Host Table tab, click Add to add the NTP host.

8. Enter a descriptive name for the NTP server (for example, mnsNTP).

9. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

10. Click OK.

Serial Settings
> The user must have logged in to the device using DeviceManager.
1. In the Perle DeviceManager window, select Serial > Serial Port.

2. Configure the number of serial ports and the device profile. Only one serial port
per device is required for serial communication.
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3. Select the default serial port and click Edit.

== DeviceManager - [xls_perle (192.168.1.122) - Connected]
%@ File Edit Tools “iew MWindow Help

MEEIEEIE

i) System Info

SR ] Configuration

-5y Netwark

-[2] 1P Settings

-8 Advanced

-5 Serial

- [2] Serial Port

[E Port BuFfering
i [d] Advanced

----- D sers

B Security

-Z5 1/C Interfaces

----- [8 Clustering

B System

&g Contral

: }‘“ 1}O SkakusfControl

gl Statistics

-y, Metwork

, Serial Parts

| User

, HTTP Tunnel

Serial Ports:

Enable Hame

Edit... |

Details

on: /10001

A6V12131888_en_b_51

1] i
Downlaad All Changes | /1 Download is Required
4] |
Faor Help, press F1 [ o [
4. In the Serial Ports Settings window, click Change Profile. Select the
TruePort profile and click OK.
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Serial Port 1 Settings EHE

Frofile;  TruePort

Change Frofile... |

Marme: I PerleSerial

General |.&c|vanc:ed Hardwarel E mail &lert I Packet Folwardingl S5LATLS

r TruePort Settings

£~ Connect to remote sypstem [Servernitiated Connection):
Huast name; INnne 'I TCP Fart: |1 aooa

I Connect ta Multiple Hosts [TruePart Lite bMade] Define Additional Hosts...

I SendHame O Cotnect

£ Listen for connection [Client-Initiated Connection):

TCP Part; I'I oo

I &llove Multiple Hosts bo Conmect [TruePart Lite Mods]

QK. I Cancel |

= The Serial Port Settings window changes to reflect the new profile.

5. Select the General tab.

6. Select Listen for connection (Client-Initiated Connection).
= In this mode, the device will wait for the server to establish a connection.

7. Enter the TCP port for communicating with the device. By default, the TCP port
will always be 10001.
NOTE: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press Enter. A list of all current TCP connections and ports
will be listed.

8. Select the Connect to Multiple Hosts check box.

9. Click OK.

" Lizten for connection [Client-nitiated Connection);

TCPF Part; I'I a0

[~ allow Multiple Hosts to Connect [TruePort Lite Mode]

10. Select the Hardware tab.
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cerial Port 1 Settings EHE

Frofile:  TruePort

Change Frofile. ..

M ame: I

. Generall fdvanced Hardware | Email &lert | Facket Fu:urwardingl SSLATLS I

Serial Interface: Ela-222 =
Speed: 9500 -

Data Bits: - [ruples: I Ful = I
Farity: Mone - T Diriver Cantral: I.-’-‘-.utu:u "’I
Stop Bits:

Flaws Contral: Mone

JJT

¥ | Enable Inbound Flaw Cantral
¥ Enable Dutbound Flavs Control

[T Moritor DSA

[T Monitor DCD

[T Discard Characters Received With Emors
[T Enable Echo Suppression

O, | Cancel |

11. For Serial Interface, select either EIA-232 (RS-232), EIA-422 (RS-422) or
EIA-485 (RS-485).

12. Set Speed to the serial interface baud rate (for example, 9600).

13. Set Data Bits to the number of bits of the serial protocol (for example, 8 bits).
14. Select the appropriate Parity.

15. Set the appropriate number of Stop Bits.

16. Select the type of Flow Control used.

17. Do not select the Monitor DSR check box.

18. Do not select the Monitor DCD check box.

19. Select the SSL/TLS tab.

A6V12131888_en_b_51
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Serial Port 1 Settings 2| x|

Profile:  TruePort

Change Prafile. .. |

MName: IPerIeSeriaI

| General | Advanced | Hardware | Email &let | Packet Fomwarding - S5L/TLS

¥ Enable S5L/TLS

W Uze global settings [Security->55L/TLS)

BELATLE Versior f &y =]
SELATLES Type: IServer j

[Eiphern Suite;, |
[T Walidate Peer Certificate Walidation Criteria... I

0k Cancel

20. Select the following check boxes:

— Enable SSL/TLS.
— Use global settings (Security>SSL/TLS).

21. Click OK.

22. Select Configuration > System > Management > Time.
23. Select the Network Time tab.

24. Set the following parameters.

— SNTP Mode: Unicast

— SNTP Version: 3

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set the
name as Primary Host.
NOTE: Network Time works best when the version matches that of the
NTP server. Windows time servers generally default to Version 2. External
NTP servers generally work with Version 3. If unsure, verify with the client's
network administrator.
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== DeviceManager - [xls_perle (192.168.1.122) - Connected] | M=l
< File Edit Tools WYiew Window Help =1 |
O & de|dny K2 2
i) System Info
Configuration

i@ Mebwork  NTP/SNTP Settings

Netwark Time | Time Zone/Summer Time (Daylight Saving Time] I

2] Users Mode:

{I@ 10 Interfaces Wersion: I 3 vl

[E Clustering

@ System [T Enable Authentication:

B Alerts

E@ Management .

B smp Prirnary Host: ImnsNTP j KeyD: ID

B Timne

Bl custom App/Plugin Secondary Host: INone j KeyD: |D
L-[2 Advanced

2 Control

}“ I/ Skatus/Control

Skakistics

Metwork

Serial Ports

Lser

HTTP Tunnel

il, Svstem

25. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

26. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

“g File Edt Tools Miew ‘Window Help
D Ed dech K7
i# System Info Metwork Time  Time Zone/Summer Time (D aylight Saving Time) '|
(=<5 Configuration
-0 Nektwaork,
H-{ig Serlal T
o Users =
(i Securi Tirme Zone Name: Time Zone Offsst:  [05:00  UTC/GMT
) by
-3 1/O Interfaces
1 Clustering Summer Tirne [Daylight Saving Tirs)
=25 System
+ [ Mlerts Sumrner Tirne Marme: EST Summer Time Offsst B0 mirutes
=125 Managernent
[ sump Mode
] Time " Mone
|51 Custom appiPlugin
|8 Advanced ™ Fised
- ## Control Merith Day Time
A 1/0 stakusControl StatDater  [api =/ =] o200
=gy Statistics R ,
+40, Network el L |actober =i ~| [oz00
[y, Serial Parts
il User % Recuring
i, HTTP Tunnel tanth Wieek Day Time
B-yf, Swstem StatDate:  [March =72 =] 7 |surday =| |ozoo
EndDate:  [Hovember =1 | 7 |5unday =| o200
1
Download All Changes /b Download is Required
4]
For Help, press F1

27. Select Configuration>Security>SSL/TLS.
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<= DeviceManager - [Localhost-offlin (172.17.10.78) - Connected == -
File Edit Tools View Window Help
O T iy K7

[Localhost-offlin (172.17.10.78) - Connected [=]=]x]

bl

i} System Info
=-4% Configuration
= a Metwork
; i [2 1P Settings

D Advanced

+ i Serial
D Users
= 25 Security
i D Authentication

L[ ssH
© [ ssuTLs
@ VPN
i\ [3 HTTP Tunnel
: [F Services
+D 170 Interfaces
D Clustering
h{Zg) System
= /’ Control

L 1/0 Status/Control
= || Statistics

-1, Metwork

Serial Ports
User
H HTTP Tunnel
; il System

S5L/TLS
SSLJTLS settings that apply to all S5L/TLS connections
[default).
SSL/TLS Version: | Any hd

Server v

SSLATLS Type:

[Comreme. ]

[[]validate Peer Cerlificate

SSL Cerlificate

Passphiase:

Download &l Changes

/i‘\ Download is Required

28. Set SSL/TLS Version field to Any.
29. Set SSL/TLS Type field to Server.
30. Select the SSL Certificate expander.
31. Enter the password of the Root certificate(.pem) in the Passphrase field.

32. Select Tools > Advanced > Keys and Certificates.

= The Keys and Certificates dialog box displays.

D|Eﬂi§|
i Systen
# Configu

-3 Mel

g File Edt | Tooks Wiew ‘Window Help

Upload Configuration From IOLAN

Import Configuration From a File

Download Configuration ko IOLAR
Dovwnload Configuration to Multiple IOLANS

D Ser

|2 Use

Set IOLAM Date/Time

Ea i
E]

Options. ..

Custom Files, ..

[£755H

[5 ssymLs

SSLATLS Type:

that apply to all S5L/TLS connections
Download Firmwyare ko IOLAR

and Certificates. ..

Set Factory Default Configuration ko IOLARN

33. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

34. Click the browse button and upload the private key for the root

certificate(.pem).

35. Click OK.
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Keys and Certificates

Key / Certificate:
File: Mamme: |
Key Tupe: G |
Wser Warme: | =]
Hiost Warme: | =]
IPsec TunnelHame: | =]
[ ok | Carcel |

36. Select Tools > Advanced > Keys and Certificates.
37. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

38. Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

39. Click OK.
40. Select Tools>Advanced>Keys and Certificates.
41. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

42. Click the browse button and upload the Root certificate (RootCertificate.pem
file).

43. Click OK.
44. Click Download All Changes to make the changes to the device.

45. Click Reboot IOLAN.
NOTE: If a reboot is performed on the device, or power is reconnected, it will
take 90 seconds for the device to reboot and initialize. When the device is
ready, the Power button will be solid green and the Link button will be solid
amber or green.

= The device is now configured.

TruePort Driver Configuration

D> The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured with the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, the
recommended procedure is that each device has a unique COM port for each
service.

NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

1. Install TruePort on the server.
2. Start the TruePort Management Tool.
3. Atthe TruePort Management Tool window, click Add.
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#dl TruePort Management Tool

© perie

Thiz tool permits pou to add, remove and configure TrueFort adapters.

|nztalled TruePaort adapters:

Cloze

Add... | Bemove I Eroperties |

4. Enter a name for the TruePort Adapter.
NOTE: This adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the adapter can
easily be tracked back to a particular device.

5. Enter the IP Address or the Hostname the device is using, and then click Next.

Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and azsociate it with a device server on the
nietwork,

— TruePort Adapter Properties

Adapter M ame: IF'erle_S enal

— Device Server Metwork Location

i+ |P Address |1E|2.1EB.1.1

" Hostname: I

M et = I Cancel

6. Leave the number of ports set to 1 (if also using I/O access, then it is also
possible to set ports to 2, or add another later). Select the COM port needed to
assign to that particular device. By convention, start at COM100 and increment
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for each device and service configured. This will help to avoid any conflicts with
the existing COM ports or other devices. TruePort allows for the creation of up
to 4096 COM ports.

7. Click Next.

Add TruePort Adapter Wizard

Add Serial Ports
Azzociate COM portg with pour new TruePort adapter

You may add up to 49 zenial ports to your
rew TruePort adapter: The following portz will be added:

—Select COM Port Bange COMI0

Mumber of Ports: I1 _Ij

Starting COM Port;  |COMI0 =

M et > I Cancel

= The TruePort Adapter will be visible in the TruePort Management Tool.

8. To edit the TruePort settings, select the adapter to edit and click Properties.

A6V12131888_en_b_51 137 | 470



MNS Supported Physical Device Configurations

ESPA Paging System

#dl TruePort Management Tool

© perie

Thiz toal permitz you bo add, remove and configure TruePort adapters.

Inztalled TruePaort adapters:

Senial [192.168.1.1]

Remove | Froperties |
Cloze |

Fig. 18: Installed TruePort Adapters

138 | 470

A6V12131888_en_b_51



MNS Supported Physical Device Configurations
ESPA Paging System

ESPA Paging System - Serial Settings

1. Select the Properties window of the device port to be configured, click the

Configuration tab and then click Settings.

General Configuration | Driver I Detailsl

?@B Perle_Serial [192.168.1.1)

device server.

Thiz TruePort adapter iz azsociated with the following

— Device Server Infarmation

Murber of Portz; 1

IF &ddress: 132.168.1.1

Active Connections; Mone

To configure thiz Device Server at this time uze the Perle
Devicetanager or one of the following configuration methods.

Wieh Config I Telnet Config |

Settingz |

OF.

| Cancel |

2. Click the target COM port listed in the tree view.

= The TruePort and COM port settings for this adapter displays.

Select the Connection tab.

4. Select Initiate connection to device server.

A6V12131888_en_b_51
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e Connection | Advanced | SSL/TLS | Packet Forwarding |
S ESPA (127.0.0.1)
S 02 [Connect: 55000)

Connection Settings (COM2)

(® Access Device Server Serial Port

Connection Mode:

() Accept connection from device server

Listen on TCP Part: 10000 :

(®) Initiate connection to device server

Connect to TCP Port: | 55000 {:}

Client-Initiated Connection Settings...

) ccess Device Server 170 channels

‘onnect to TCP Part: [33816 =2

plication Type ‘ 1/0 Access

Client-Inttiated Connection | Seltings...

Cannection Profile
Current Profile:  Customized Settings

|Q Add Ports | rx FRemove Ports | ' Copy Settings To | Restore Defaults |

Lok | [ Comcel | [ Aeok |

— Select Connect to TCP Port, enter the port number that was previously
assigned to the device through the Perle DeviceManager.

5. Click the Settings button next to Client-Initiated Connection.

= The following window displays:
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Client-Initiated Connection Settings X
Connechon Management Opbons
[[] Connect st system startup

[[]Close TCP connection when COM portis closed

Delay close of TCF connection for 3

Connecton Oplions

Connechon Retnes
(O Retry forever
(@ Mumber of reties: || =
Time between connection retries: |30 -2 saconds
Restore dropped conneclions
Restore Defaults Ok Cancel

Select the Connect at system startup check box.
For Connection Retries, select Retry forever.
Click OK.

Click the Advanced tab.

© o N o

ABV12131888_en_b_51 141 | 470



MNS Supported Physical Device Configurations

ESPA Paging System

Perle_Serial (192.168.1.1) Settings

Mumber of ports: 1

?_J]J E'_u_arle_S enial (192.168.1.1)
. (y COMI0 [Cannect: 100070

Connection  Advanced | SSLATLS I Facket Fu:urwardingl

—advanced Settings [COMBE3]

Application Options
[ Simulate COM part transmit delays

Edditional Transmit Delay |0 = ms

Additional Heceive Delay ID j: Tt

On COM part open:

Lbed L

€ Always return successiul
&' Return when connection is fully established

¢ seconds
bl amirnurn i ait Time: |3Ij _% & s

[~ Enumerate attached devices [ie. modsms]

[v Diain output befiore setting config

v Send keep alive packets

Keep Alive Interval: |3EI _Ij zeconds

[~ Enable TCP Magle algorithm
I Use legacy UDP protocol [Full Mode anly)

@l Add Ports | x Bemove Ports | ' Copy Sethngs To...l Restore D efaults

k. I Cancel | Apply |

10. Set Maximum Wait Time to 30 seconds.

11. Select the SSL/TLS tab.
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Perle_Serial {192.168.1.1) Settings Eq
Mumber of ports: 1 . Cunnectinnl Advanced  SSL/TLS I Packet Farwaldingl
?_JII F_'_n_arle_SeriaI [192.168.1.1] _
# COM10 [Cannect: 10001] —SSLATLS Settings [COM10]

¥ Enable S5LATLS Encryption
SSLATLS Wersion:  |Any -

SSLATLS Tupe: II:Iient "'I

—Authentication

[ “erify Peer Certificate
Certificate Authornty Flename:

I Browse |

Walidation Criteria...

— 550 Certificate
¥ Supply Certificate
Certificate Filename:

II::'\U$er$k&dministratnr'\Desktop\SSLE Brawse |

Certificate Pazzphraze; | *essssssss ol

E%l Add Parts | x Bemove Ports | ' Copy Seftings Tu...l Restore Defaults
0k I Cancel | Apply |

12. Select the Enable SSL/TLS Encryption check box.
13. Set the SSL/TLS Version field to Any.

14. Set the SSL/TLS Type field to Client.

15. Select the Supply Certificate check box.

16. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

17. Enter the password in the Certificate Passphrase field.
18. Click Apply and then OK.

19. Restart the Perle TruePort service.

Device Verification
ESPA Paging System - Serial Port

The easiest method to test the serial port is to attach the Perle device to the ESPA
Paging System Managed device and view any incoming messages directly from a
serial terminal, such as PuTTY.

PUuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port, open up PuUTTY from the server on the serial COM port. If
the COM port opens, then the TruePort driver is working properly.

The steps for testing ESPA Paging System communication are as follows:

1. Open PuUTTY, and select Connection > Serial.

2. For Serial line to connect to, enter the TruePort COM port number.

A6V12131888_en_b_51
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3. Enter the parameters for Speed (baud), Data bits, Stop bits, Parity and Flow
control for the external device that will be transmitting ESPA Paging System

data.

Categaony:

[=]- Seszion
Logging
= Terminal
- K.eyboard
- Bell
- Features
[=]- Winidow
- B ppearance
- Behaviour
- Tranzlation
- Selection
- Colours
=] Connection
- Data
- Prowy
- Telnet

- Rlogin
+- S5H

About |

Optiong controlling local zerial lines

— Select a zenial line

Senal ine to connect to

{ComM10

— Configure the zenal line
Speed [baud)

Drata bitz
Stop bitz
Parity

Flow cortral

{3600

E

f1

INnne

INu:lne

[
[

Open

Cancel

4. Select Session > Serial.

5. Click Open to establish a serial session.

6. While the serial session is open, force a response from the external device so
that serial ESPA Paging System data is sent. This data should now be in the

terminal session.

NOTE: If no data is sent, verify that RX and TX pins are not switched. If data is
incoherent, check that the serial settings (baud rate, data bits, stop bits,
parity, and flow control) are all set properly. Settings need to match in
PuTTY, Perle (through Perle device manager) and the external ESPA Paging
System Managed device.

ESPA Paging System Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the

device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status
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1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

Installing ESPA 4.4.4 Interface Device

This section provides information for mounting the hardware and gives details
about the wiring and connection of the device.

Prerequisites

The prerequisites for the installation of ESPA 4.4.4 Interface Managed device are
as follows:

e ESPA 4.4.4 Interface Managed device

e RS-232 communication cable
NOTE: As per ESPA 4.4.4 protocol, enter the following values for the
corresponding fields while configuring the ESPA 4.4.4 Managed device: Data
Bits - 7, Parity - even parity, and Stop Bits — 2

Mechanical Installation

For instructions on the mechanical installation, refer to the manufacturer’s
installation manual included with the ESPA 4.4.4 Interface Managed device.

Electrical Installation

For instructions on the electrical installation, see the installation manual included
by the manufacturer with the ESPA 4.4.4 Interface Managed device.

Perle Device Installation

Prerequisites

Before proceeding, ensure that the following items are available:
Perle IOLAN SDS1 (serial only model)

9-30VDC (400mA min) power supply, if not included with device
Category 5 Ethernet cable

Computer or server in the same subnet network as the device
The device installation CD or a computer with network access

DB9 RS-232 serial cable — for use in serial communication applications.
NOTE 1: The driver (TruePort) used to communicate with the device must be
installed on the same server/machine that runs the MNS application.

NOTE 2: Have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

NOTE 3: To configure the device, a computer located in the same network is
required.

NOTE 4: Prior to commissioning the system, a compatibility check should be
performed for all devices and services to be integrated (refer to the System
Description document for compatibility information).

Mounting

The Perle device has two brackets on the side of the mounting holes. The
recommended procedure is to fasten the device to a flat surface by placing screws
through the mounting holes.

Power

A6V12131888_en_b_51
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1. For the Perle device, use a power adaptor capable of 9-30VDC output and
400mA. If there is a barrel connector, cut the connector off and plug the leads
into the terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked "-".

3. The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the Power/
Ready display should be solid green.

Ethernet

1. Plug one end of the Ethernet cable to the RJ45 jack on the device.

2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.

NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.

NOTE:

The device does not have DHCP turned on as factory default. Configure the
device to use DHCP or assign a static IP with a computer that is attached to
the same subnet.

Serial Connector

Plug one end of the serial cable to the DB9 connector on the device. Connect the
other end of the serial cable to the device that will communicate serially.

Some devices do not have different connectors for serial communication or custom
pinout. As a result, use the DB9 pinout for the following Perle device as a reference
on how to properly wire the serial cable.

NOTE:

Keep the Console/Serial switches on the device in OFF position.
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The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin EIA-232 Full Duplex Half Duplex
1 (1n) DCD

2 (1n) RxD RxD+

3 (out) TxD TxD+ TxD+/RxD+

4 (out) DTR

5 GND GND GND

6 (1n) DSR RxD-

7 RTS

8 (1n) CTS

9 TxD- TxD-/RxD-

Fig. 19: SDS1 Pinout
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The following table provides pinout information:

Pinout EIA-422/485 EIA-485
9-pin ElIA-232 Full Duplex Half Duplex
1(in) DCD

2 (1n) RxD RxD+

3 (out) TxD TxD- TxD-/RxD-
4 (out) DTR

5 GND GND GND

6 (in) DSR RxD-

7 RTS TxD+ TxD+/RxD+
8 (1n) CTS

9

Fig. 20: TD2R2 Pinout

NOTE:
RS232 pinout on both models are the same. However, RS485 pinout differs on
both.

ESPA Paging System Device

This section provides reference and background information for integrating the
European Selective Paging Manufacturer's Association (ESPA) 4.4.4 compliant
device. For procedures or workflows, see the step-by-step section.

provides the capability to integrate with existing paging systems in the ESPA 4.4.4
protocol, this allows to send messages to paging recipients. The following figure is
a conceptual overview of a simplified set up.

System Server

@&3

&
&

Paging Group

Notification
Application

Paging
ESPA4.44 Messages|
Interface v

Driver

i

Note 1: The paging messages launched by cannot be canceled. only supports
Launch operations for paging messages.

Note 2: The ESPA 4.4.4 protocol supports up to 128 characters. However, the
ASCOM device currently tested with supports 120 characters.

Note 3: The ESPA 4.4 .4 protocol only supports the International Alphabet No. 5
(IA5) character set.

Below is an overview over a system using the RS-232 configuration:
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Notification
Server

ESPA Driver

RS-232

Software
Service

System/
Device

e |
Legend Port

@ Pager 1

Pager 2

Pagern

VolP Phone@
Ethernet
VolP Phone@iaheme‘

Paging Station
Recipients

Radio Frequency

Serial

Port
ESPA Capable
Paging Station

RJ45

T
Ethernet

ESPA Paging System ration:

Notification

Zz
[9)

ESPA Driver

Radio Frequency

Software System/ Pager 1
Service Device
Pager 2
Hardware
Pager n
Legend

VolP Phone@
Ethernet:
VolP Phone@—'fmeme

Paging Station
Recipients

Server Cat5e Catbe
—Ethernet Ethernet— RJ45 DB9
Cable Cable

Perle SDS1

ESPA Capable
Paging Station

Serial
Port
RJ45

T
Ethernet

RS-232

Name:

Serial Port Mumber

Device Mode
DeviceId[2:30]

Baud Rate

Parity

Stop Bits

Data Bits [5: 8]

Mo Of Transmissions [1:10]
Default Mo Of Transmission [1:10]
DefautCallType [1:3]
Default Priority

ESPA 444 Priority Values
Default Beep Coding

Beep Coding Values

ESPA Paging System —Configuration Properties

¥ Configuration Properties

| value ||

COM1
Operational
2

9600

Even

2

3

Normal

Low: Normal, ...
2

Life Alert: 3, ...

A6V12131888_en_b_51

149 | 470



MNS Supported Physical Device Configurations

ESPA Paging System

Serial Port Number: Enter the COM port address of the device. The user
should enter a valid COM port address string of the device. This string should
always have the format as COM followed by an unassigned integer number, for
example, COM1.

Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
and/or the device configuration change command, but will perform status
checks for the device. The device remains in a Disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected / Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected / Connected state based on the connection state.

Device ID: Enter the ID assigned to the device.

Baud Rate: Select the Baud Rate the device is using serially from the drop-
down list.

Parity: Select the Parity, the device is using from the drop-down list.

Stop Bits: Select the number of Stop Bits, the device serial protocol is using
from the drop-down list.

Data Bits: Select the number of Data Bits, the device is using to communicate
serially.
NOTE: The value range is 5 to 8 bits.

No. of Transmissions: Enter the number of attempts, a message should be
sent by the ESPA managed device to the corresponding recipients. For
example, if the No. of Transmissions is set to 3, the ESPA managed device
sends the message 3 times to the recipients. If the delivery of the message to
the recipients is successful in these 3 attempts, the ESPA managed device
sends the acknowledgement to the system. If the delivery is not successful, the
ESPA managed device sends the negative acknowledgement to the system.

Default No. of Transmissions: Enter the default value of the number of
transmissions of the ESPA managed device.

NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values. Change the default value but the
value defined in the ESPA managed device should be equal to the value
defined in Default No. of Transmissions field of the system.

Default Call Type: Contains the default values of call types for the ESPA
managed device. The details of each call type are mentioned below:

1 - Reset (cancel) call

2- Speech call

3 - Standard call

NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values.

Default Priority: Contains the default value of priority for the ESPA managed
device.

NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values.

ESPA 4.4.4 Priority Values: Map the message priority with the ESPA 4.4.4
priority values.

Default Beep Coding: Contains the default value of beep coding records for
the ESPA managed device.

NOTE: Refer to the configuration manual provided by the ESPA managed
device manufacturer for the default values.

Beep Coding Values: Maps the message type with the beep coding values.

ESPA Paging System - Routing Configuration
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The Routing Configuration expander displays the fields required for the
configuration of routing priority and routing expressions for the device. It is possible
to add more than one operator in the Routing Expression expander. The logical
function followed here is OR. For example, if the user selects Contains as one
operator and Starts with as another operator, will search for either the value
specified under Starts with or Contains operators.

¥ Routing Configuration

Routing Priority [ 1: 1000 ) 50
Routing Expression Accept all
Address filter
Operator Value | |

Contains

e Routing Priority: Select the routing priority for the ESPA managed device. If
more than one managed devices of the same type are configured, then based
on this priority setting, the managed device is selected sequentially. For
verifying whether this device can be used for sending message to a recipient or
not, the routing expression of the managed device must match the address
format of the recipient. Select any number from 1 to 1000.

NOTE: A Routing Priority of 1 will have the highest priority.

e Routing Expression: Enter an operator. This operator is evaluated against the
recipient user device addresses. If a recipient address matches the operator
set in the Routing Expression, the message for that recipient user device
address gets routed through an intermediate device.

Accept all: Select to allow all routing expressions.

Address filter: Select to allow a specific operator listed under Operator drop-
down list.

ESPA 4.4 4 Interface - Operator: Select a filter criterion.
Value: Enter the value for the selected filter criterion.
Add: Allows the user to add an operator.

Remove: Allows the user to remove an operator.

ESPA Paging System - Operator

Operator Description

Contains Checks whether the recipient user address string contains the assigned
value or not. If it does, the corresponding message is routed through the
device.

Does Not Contain Checks whether the recipient user address string contains the assigned
value or not. If it does not, the corresponding message is routed through the
device.

Starts with Checks whether the recipient user address string starts with the assigned
value or not. If it does not, the corresponding message is routed through the
device.

Does Not Start With Checks whether the recipient user address string starts with the assigned
value or not. If it does not, the corresponding message is routed through the
device.

Ends With Checks whether the recipient user address string ends with the assigned
value or not. If it does, the corresponding message is routed through the
device.

Does Not End With Checks whether the recipient user address string ends with the assigned
value or not. If it does not, the corresponding message is routed through the
device.

A6V12131888_en_b_51
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Equals

Checks whether the recipient user address string is equal to the assigned
value or not. If it does, the corresponding message is routed through the
device. This operator performs character by character match between the
recipient user device address and the assigned value. If the recipient user
device address is 91-123 and the assigned value is 91123, the
corresponding message is not routed through the device.

Not equals

Checks whether the recipient user address string is equal to the assigned
value or not. If it does not, the corresponding message is routed through the
device. This operator performs character by character match between the
recipient user device address and the assigned value. If the recipient user
device address is 91-123 and the assigned value is 91123, the
corresponding message is routed through the device.

Less Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If the recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Less Than Or Equal To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Greater Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If the recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Greater Than Or Equal
To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. Enter numeric values from 0 to 9,223,372,036,854,775,807 (maximum
64 bits long). If the recipient user device address string contains a character
other than digits or + or - sign, the corresponding message is not routed
through the device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Regular expression

This operator is used to evaluate the recipient device address with Regular
expression given in the assigned value string.

ESPA Paging System - Device Capability Mapping to Message Priorities

The ESPA Paging System Managed device allows the mapping of the ESPA 4.4 .4
priority values to the message priorities of outgoing messages. For every message
priority select ESPA 4.4.4 priority values. For example, a notification priority High
can be associated with ESPA 4.4.4 priority value Alarm (Emergency). Refer to the
following image for more information.
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¥ Configuration Properties

Name: | value |
Serial Port Number COM1
Device Mode Operational
Deviceld [ 2:30] 2z
Baud Rate 2600
No Of Transmissions [1: 10] 3
Default No Of Transmission [1:10] 2
DefaultCallType [1:3 ] 3
Default Priority Mormal
ESPA 444 Priarity Values Message Priority | ESPA 444 Priority Values |
Default Beep Coding Low
BelowMormal
Beep Coding Values Mormal Alarm{Emergency)
AboveMormal
High

ESPA Paging System - Device Capability Mapping to Message Types
The ESPA 4.4.4 Managed device allows mapping of each message type to a

corresponding beep coding value. Select a beep coding value for each message
type. The beep coding values are available in the drop-down list. Refer to the

following image for details.

¥ Configuration Properties

Name: | value |
Serial Port Number COmM1
Device Mode Operational
Deviceld [ 2:30] 2
Baud Rate 9600
MNe OF Transmissions [1: 10 ] 3
Default No Of Transmission [1:10] 2
DefaultCallType [1:3 ] 3
Default Priority Normal
ESPA 444 Priority Values Low: | ..
Default Beep Coding 2
Beep Cading Values Message Type | Beep Coding Values |
Life Safety Alert

Life Safety Ewacuation [Empty]
Life Safety Clear 1

Fault Warning
Information
Advertisement

[ R W A TR N

Examples of Regular Expressions

Regular Expressions

Description

Nd+

String starts with one or more digits only.

"[+1(91)

String should start with +91.

A+d$

String ending with digits only.

A[0-91{10}(52|56|57)$

String is 12 digits long (numbers only) and ends with 52, 56, or 57.

79881231231%

Matching exact mobile number.

1.9 Export DME File
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Export DME File

The .dme is a binary file that consists of all the configuration settings for a
particular Perle device. After completing the configuration, user can save the
configuration values as a backup by creating a .dme file for a particular device.
The .dme file can be used to restore the configuration of the perle device.

The .dme file can also be used to configure similar Perle devices with minimal
modifications in the configuration settings.

Complete the following steps to save a backup (.dme file) of the Perle device
configuration file:

1. Open the DeviceManager.

= A list of all the devices available in the network displays.
2. Select the device whose configuration setting is to be saved as a dme file.
3. Inthe Establish Connection to dialog box, click OK.

4. In the Login window, enter the device password. The factory default password
is superuser.

*= IOLAN-O06C3ED (172.17.10.51) - Connected

System Info

» Configuration r— System Info Summary

{E Metwork Marme: I0LAM-0BC3ED
rﬁj Serial Madel: IOLAM SD51
Users. Firrnisare: 4661

{2 Security

]3] Clustering U ptime: 2 Days 19:56:34

: [#{Z System  Interface(z) D etails
El"'IJ Skatistics Interface Marme: Ethermet 1
-], Metwork MaC Address: 00-20-D4-06-C3-ED
; Serial Parts Interface Active: es
User - IPyd Details
HTTP Tuninel
Syster IPd Address: 172.17.10.51
DHCP Enabled: Yes
Subnet Mazk: 256.255,255.0
Default G ateway: 17217101
 IPwE Details

|P+E Autoconfiguration: Enabled
DHCPvE Enabled: Ha
Default G ateway:

IPvE Addressles] et 2Rl datiebcded

Download All Changes

Fig. 21: System Info dialog box

5. From the menu, select File, and click Save As.

6. In the Save As dialog box, specify a name and format for the file.
NOTE: Save the file as .dme file.
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1.10

*=Save As
Save in:l . Ch Cert j o T @
Mame = |v| Drate modified |v| Tvpe |

Mo items match wour search,

dl | i
File name: || Save I
Sawe as type: IEinar_l,l Configuration [*.dme] j Cancel |

Fig. 22: Save As dialog box

.

7. Click Save.

= The Perle device configuration setting is successfully exported to the .dme file.

Facebook Device

Facebook Device

This section provides reference and background information for integrating the
Facebook device. For procedures and workflows, see the step-by-step section.

has the capability to send messages to Facebook. The users can use an existing
app or create a new app on Facebook for receiving the messages sent by . This
occurs when incidents are initiated within targeting the Facebook device configured
into the system. This will appear as a Status Update in the Facebook account
configured with the device.

Notification Server

Notification INTERNET
Subsystem

Facebook
Driver

Other Facebook users following the app created on Facebook, for example, the
app will then be able to receive these status updates on their Facebook accounts.
In the case of message delivery failure due to network interruption, the system
makes three attempts to successfully deliver a message to a Facebook account. If
cannot successfully deliver a message to Facebook after three attempts, the
message will be marked as failed in the user interface.

Facebook Device
This section provides additional procedures for integrating the Facebook device.
For workflows see the step-by-step section.

A6V12131888_en_b_51
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Facebook Account Creation and Registration

For to be able to post comments on Facebook, an account needs to be created.
This should be followed by registering the system with the newly created account.
It is then possible for the system to post comments using the registered account.

Notification Application Registration

Follow the steps below to register with the Facebook account just created. The
Facebook procedure requires validating the identity of the account and it may take
up to two months before a Facebook app can be created with the account. This
activity needs to be completed before proceeding further. Follow the steps detailed
in the following section to complete this activity.

Register New App

1. If an app is not already available in the account, the account needs to be
registered as a developer.

2. Select the URL https://developers.facebook.com/apps and enter the credentials
to log on to the account.

3. Inthe Become a Facebook Developer dialog box, click Register Now.

facebook for developers Products Docs  Tools & Support  Mews  Case Studies Search m
Become a Facebook Developer
"

4. If you agree to the terms and conditions, click Yes to accept the Facebook
Platform Policy and Facebook Privacy Policy.

Register as a Facebook Developer

Mns Mns
Do you accept the Facebook Platform Policy

and the Facebook Privacy Policy? No

Cancel

5. Click Register.

6. Follow the steps to verify the account.
NOTE 1: Depending on the location, the user may be required to enter different
means for confirmation, such as a mobile phone number or an email. Follow
the steps presented by the Facebook site.

= On successful registration, click Create App to create new application.

General Guidelines

Due to the dynamic nature of the Facebook User Interface, detailing every required
step is beyond the scope of this document. This document is tested on Facebook
API version v2.8.

In case, the instructions given in the guide and the Facebook User Interface do not
match, the user can create and configure the Facebook app for pages, by referring
to the link https://developers.facebook.com/docs/apps/register. The user can also
search for the below mentioned fields and set the required values.
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The following table lists the field names along with the values:

Field Location (may vary depending on | Value
the Facebook version)

Require App Secret Settings>Advanced>Security NO

Allow API Access to App Settings Settings>Advanced>Security NO

Client OAuth Login Add Product YES

Web OAuth Login Add Product NO

Embedded Browser OAuth Login Add Product YES

Create New App

> This document is tested with Facebook API Version v2.8.

APl Version

App ID

v2.8

1615788632048586

1. Select the URL https://developers.facebook.com/.

2. Log on to the Facebook Account using a valid user name and password.

3. Select My Apps, select Add a New App.

= The Create a New App ID dialog box displays.

Display Name

Contact Email

Category

By proceeding

Create a New App ID

Get started integrating Facebook into your app or website

Mass Motification

Used for important communication about your app

Choose a Category «

Enter a name for the App, for example, Mass Notification.

Enter contact email ID.

Click Create App ID.

4
5
6. Select Apps for Pages from the Category drop-down list.
7
8

Complete the Security Check.

= The App is now created.

©

visible.

you agree to the Facebook Platform Policies LI Create App ID

Click Settings. The page displaying the basic settings of the app should be

NOTE: Write down the values in the App ID and App Secret fields. The value

A6V12131888_en_b_51
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in the App Secret field is displayed after clicking Show. The values specified in
the App ID and App Secret fields are needed for configuring the device in .

o IRV LI APP D: 542026580319702 -~ View Analytics # Tools & Support Docs
Dashboard
Settings
App ID App Secret
542226589319702 sesssnee Show
Display Name Namespace

Mass Notification

App Review App Domains Contact Email

Privacy Policy URL Terms of Service URL

+ Add Product

App Icon Category
Apps for Pages v

Discard
10. Click Save Changes.

Using an already existing app

If an app has already been created and is available for use, follow the steps below
to select the application settings page. This is necessary before proceeding to the
configuration step.

1. Select the URL https://developers.facebook.com/apps and enter the credentials
to log on to the account.

= The available apps display.

facebook for developers Froducts Docs  Tools&Support  Mews  Case Studies Search My apps ¥

Mass Notification
@ App ID; 394406807 570383

2. If more than one app is created, choose the app to be used with .
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Configuring Application Settings

1. Click Settings to edit the configuration settings for the configured app.

@ Mass Notification ~ APP ID: 542226589319702 A7 View Analytics

Dashboard
Settings
App ID
Basic 542226589319702
Advanced
Display Name

Roles
Mass Nofification
Alerts

App Review App Domains

Facebook Login Privacy Policy URL

Privacy policy for Login dialog and App Details
+ Add Product . . -

App lcon

facebook for developers I

= The values for the basic settings display.

#% Tools & Support  Docs

App Secret

ssssssse Show

Namespace

Contact Email

Used for important communication about your app

Terms of Service URL

Terms of Service for Login dialog and App Details

Category
Apps for Pages «

Discard Save Changes

2. Edit the Display Name and Contact Email fields.

3. Click Save Changes.

4. Select Advanced.

5. Inthe Client Token expander, do the following:
a. Select NO for the Require App Secret field.
b. Select NO for the Allow APl Access to App Settings field.
c. Leave the other fields as default.
d. Leave the Migrations setting as default.

Client Token

272af79c14b4b61bbd60bTi7 1€366bad

= Require App Secret
| Require app secret for server APl calls
= Allow APl Access to App Settings

| Setto Mo to prevent changes to app seftings
through APl calls

6. Click Save Changes.
7. Click Add Product from the left pane.
= The Product Setup option displays.

| Reset |

| Require 2-Factor Reauthorization
! Require 2-fac to change application setlings

A6V12131888_en_b_51
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@ Mass Notification ~ APP ID: 542226589319702 A7 View Analytics

Dashboard
Settings

Roles

Facebook Login

+ Add Product

Product Setup

# Tools & Support  Docs

Facebook Login

The world's number one social login product

Get Started

Audience Network

Analytics for Apps

and iOS and Android apps

Account Kit

Seamless account creation. No more passwords

facebook for developers I

Get Started

Monetize your mobile app or website with native ads from 3 million Facebook advertisers.

Get Started

Facebook Analytics for Apps helps you understand how people are using your desktop and mobile websites

Get Started

8. Click Get Started next to Facebook Login.
= The Client OAuth Settings option displays.
9. In the Client OAuth Settings expander, do the following:

a. Select YES for the Client OAuth Login field.
b. Select NO for the Web OAuth Login field.

c. Select YES for the Embedded Browser OAuth Login field.
d. Leave the other fields as default.

Client OAuth Settings

Client OAuth Login

YES Enables the standard OAuth client token flow. Secure your application and prevent abuse by locking down
which token redirect URIs are allowed with the options below. Disable globally if notused. (7]

"o Web OAuth Login Force Web OAuth Reauthentication
Enables web based OAuth client login for ‘When on, prompts people to enter their
building custom login flows. [7) Facebook password in order to log in on the

web. [7]
Es Embedded Browser OAuth Login

Enables browser control redirect uri for
OAuth client login. [

Valid OAuth redirect URIs

Walid OAuth redirect URIs.

Login from Devices

Enables the OAuth client login flow for
devices like a smart TV [7]

10. Click Save Changes.

= The application settings have now been configured for the Facebook app.

EN - Facebook Account Creation

1. Select the Facebook homepage at https://www.facebook.com/.

2. Fill in the details in the Sign up section or Create an account section.

3. Click Sign up or Create my account.

4. Proceed to the next steps once the account is successfully created and post

one or more status updates throughout the Facebook website interface.
NOTE 1:
The above workflow is only needed when a customer/organization does not
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have a Facebook account that they want to use.

NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Facebook driver needs to be deployed only on the main Server and not on the
Front End Processor (FEP). If deployed on FEP, there can be authentication
problems when the Facebook driver attempts to access the Internet. Refer to 's
Installation section for more information on Server and FEP.

NOTE 3:

Go through Facebook’s Terms of Use and follow the rules set forth by
Facebook. The rules are still valid even when making posts to the Facebook
account through .

NOTE 4:

The aim of this document is to familiarize the user with what to expect on the
Facebook site.

Select the Facebook homepage at https://www.facebook.com/.

Fill in the details in the Sign up section or Create an account section.

Click Sign up or Create my account.

A o b =

Proceed to the next steps once the account is successfully created and post
one or more status updates throughout the Facebook website interface

NOTE 1:

The above workflow is only needed when a customer/organization does not have
a Facebook account that they want to use.

NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Facebook driver needs to be deployed only on the main Server and not on the
Front End Processor (FEP). If deployed on FEP, there can be authentication
problems when the Facebook driver attempts to access the Internet. Refer to 's
Installation section for more information on Server and FEP.

NOTE 3:

Go through Facebook’s Terms of Use and follow the rules set forth by Facebook.
The rules are still valid even when making posts to the Facebook account
through .

NOTE 4:

The aim of this document is to familiarize the user with what to expect on the
Facebook site.

L)

1.11 Flat Panel Display Device

Flat Panel Display Device

The flat panel display is capable of receiving and displaying multimedia
downloaded by the BrightSign devices. The flat panel display is connected to the
media controller through a HDMI cable, for delivering multimedia, and a RS-232
cable. The RS-232 cable is used by the BrightSign device to control certain
parameters of the flat panel display such as ON/OFF, volume adjustment, and
video input selection.
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Software System/

— Cat5e Service Device
otification | o1 Ethernet
Server
Cable Hardware
Port

Catbe Legend

Ethernet| BrightSign

5 Panel
Port Device [ HDMI HDMI 1.3 or higher | HDMI ane
- —» Display
ouT Cable IN

All content delivered by the BrightSign device is downloaded from the server.

The BrightSign device can very easily support any type of flat panel display as long
as the corresponding flat panel display meets the following criteria:

e 1920x1080 resolution
e HDMI video input
e External control through RS-232C

Ethernet
Cable
Serial Cable
RS232 %(DBQ to DBQ)" RS232 Flat

Flat Panel Display Device

This section provides additional procedures for integrating the Flat Panel Display
device.

For workflows see the step-by-step section.

Installing Flat Panel Display Device

This section provides the user information on mounting the hardware and wiring /
connection details for the device.

Prerequisites

e BrightSign XD1033 media controller, firmware version 6.2.94 or greater.

e RS232 communication cable (DB9 female controller end). Check the LCD
model to determine whether the cable is straight through or null modem type,
and whether the serial port requires a female or male end. Maximum cable
length between the media controller and flat panel display should be 50 feet.
NOTE: Check the LCD model to determine whether the cable is straight
through or null modem type, and whether the serial port requires a female or

male end.
Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) | Fo-eeeeeeeeeeen E
(Straight Through)
Sharp LC42D69U DB9-M S—— F
(Null Modem)
Samsung DB9-M (Input Port) | F--r-m-ermmmeev F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M------mmmmmmm- F
ED46D (TRS Connector)

The following serial cable part numbers can be ordered from Siemens SAP:
52038 - Female to Female Null Modem Cable

52035 - Female to Female Straight Through Cable

52030 - Female to Male Straight Through Cable

52184 - Female to Male Null Modem Cable

e Line cord for AC power (included with flat panel display).

e HDMI Cable compatible with HDMI 1.3a or higher devices (included with the
media controller).
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NOTE: The Samsung models ED32D, ED40D, ED55D, ED65D and ED75D are
also compatible with . Select Samsung ED46D in the LCD Display Commanding
field to use the above models. Refer to the Device Configuration Properties section
of the Media Controller Integration Guide for more information.

Disclaimer:

Prior to commissioning of system, a compatibility check should be performed for
all devices and services to be integrated (refer to System Description document
for compatibility information).

Mechanical Installation

To mount the flat panel display, follow the manufacturer’s instructions for proper
mounting and installation.

Electrical Installation

e Connect the HDMI cable to the HDMI port on both the flat panel display and the
media controller. Refer to the TV manufacturer’s operation manual to locate the
HDMI port on the flat panel display.

NOTE: Most flat panel displays contain multiple HDMI ports. Be sure to note
which HDMI port will be used on the flat panel display, as this is required for
remote control by and the media controller.

e Connect the RS-232 serial cable to the RS-232C port on the media controller.
Refer to the flat panel display manufacturer’s operation manual to locate the
RS232C port on the flat panel display.

NOTE: Check the LCD model to determine whether the cable is straight
through or null modem type, and whether the serial port requires a female or
male end. The media controller end of the RS-232 cable requires a female DB9
connector. The following table lists the serial cables required for some device

models:
Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) | F------m--m---- F
(Straight Through)
Sharp LC42D69U DB9-M Frmmmmmmeneen F
(Null Modem)
Samsung DB9-M (Input Port) I e F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M--------mmmm- F
ED46D (TRS Connector)

e Connect the line cord to the power connector on the media controller. Refer to
the flat panel display manufacturer’s operation manual to locate the power
connector on the flat panel display.

Installation Verification

Use the remote control included with the flat panel display to turn on the display.
The flat panel display should display a no signal message.

Configuring and verifying Flat Panel Display Device

Follow the manufacturer’s user manual on instructions for adjusting and configuring
the flat panel display. Parameters that can be configured to the user’s liking include
the following:

e Brightness
e Tint
e Contrast
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1.12

e Sharpness
e Color Intensity
e White Balance

GSM Modem Device

GSM Gateway

This section provides reference and background information for integrating the
Global System for Mobile Communications (GSM) Gateway with the system. For
procedures or workflows, see the step-by-step section.

allows configuration of the GSM Terminal device to deliver SMS messages to
intended recipients and to receive reply SMS messages from the recipient users.
The system sends messages to the SMS receiver devices using a GSM Gateway
with Attention (AT) command.

The GSM Terminal device can be configured using Perle configuration or using
Serial Cable configuration using the Recommended Standard 232 interface (RS
232).

Use the two examples with images below for further information:
Below is an overview over the system using the Perle configuration:

ificati Software
Notification System/
Catse Senvi D
Server | NICl—Ethemet w ervice eI

1 Cable
Hardware
 — Port

Legend

CatSe

Cable
Perle
SDs1 -
RU45 or DB9 | Rs232 _ | Serial GSM/GPRS
:l Perle | Serial (B8 to DBS) Port Modem
TD2R2

(For example, Cinterion MC55it)

NOTE 1:

The GSM Terminal device accepts a SIM card that has SMS services enabled.
Without enabling these services on a SIM card, you cannot send SMS through the
device.

NOTE 2:

In order to use message reply and the escalation functionality, the mobile number
configured in the recipient user device must have the following number format:
+[country code][number]. For example, +17327572923.

NOTE 3:

through GSM modem supports Universal Coded Character Set 2-byte (UCS-2)
character encoding. For example; it is possible to send Cyrillic and Chinese SMS.

Below is an overview over the system using Serial Cable configuration:

S DB9 -
Notification A RS-232 Serial
Server S;’!;';" Serial Cable Port CEMCR j

Modem

(For example, Cinterion MC55it)

NOTE:

The Configuring GSM Gateway section details the configuration settings required
while using Perle. If using the Serial Cable configuration, skip the Perle Device
Installation and Engineering sections.

Routing Configuration Expander
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This expander displays the fields required for the configuration of the routing
priority and routing expressions for the device. More than one operator can be
added under the Routing Expression expander. The logical function followed
here is OR. For example, if you select Contains as one operator and Starts with
as another operator, will search for either the value specified under Starts with or
Contains.

¥ Routing Configuration
Routing Priority [ 1: 1000 ) 50

Routing Expression Accept all
Address filter

Operator Value | |

Contains

e Routing Priority: Select the routing priority for the GSM Terminal device. The
routing priority determines, in which order the routing expressions of the
devices configured under the same field network are evaluated. Select a
number between 1 and 1000 as the Routing Priority.

NOTE 1: A Routing Priority of 1 will have the highest priority.

NOTE 2: It is acceptable that two GSM Terminal devices have the same
routing priority as long as it is guaranteed that their routing expressions cannot
match against the same recipient user device address. The routing expressions
have to be mutually exclusive otherwise, the system's routing behavior is non-
deterministic.

e Routing Expression: Enter one or more Operator/Value expressions. These
expressions are evaluated against each Recipient User Device address that a
message is sent to. If an address matches at least one of the Operator/Value
expressions of a GMS Terminal device, the message to that Recipient User
Device will be routed through the intermediate GMS Terminal device.

e Accept all: Specify if this managed device can be used for messaging to a
recipient that is in any address format.

e Address filter: Select to accept only those routing expressions which meet the
conditions set under Operator and Value.

e Operator: Select the condition for the routing expression from the drop-down
list.

Value: Enter a suitable value for the selected Operator condition.
Add: Add Operator and Value.
e Remove: Remove Operator and Value.

Operator Conditions for the Routing Expressions

Operator Description

Contains Checks whether the recipient user address string contains the assigned
value. If yes, the corresponding message is routed through the device.

Does Not Contain Checks whether recipient user address string contains the assigned value. If
not, the corresponding message is routed through the device.

Starts with Checks whether recipient user address string starts with the assigned value.
If yes, the corresponding message is routed through the device.

Does Not Start With Checks whether recipient user address string starts with the assigned value.
If not, the corresponding message is routed through the device.

Ends With Checks whether recipient user address string ends with the assigned value.
If yes, the corresponding message is routed through the device.

Does Not End With Checks whether recipient user address string ends with the assigned value.
If not, the corresponding message is routed through the device.
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165 | 470



MNS Supported Physical Device Configurations

GSM Modem Device

Equals

Checks whether recipient user address string is equal to the assigned value.
If yes, the corresponding message is routed through the device. This
operator performs a character by character match between the recipient user
device address and the assigned value. If the recipient user device address
is 91-123 and the assigned value is 91123, the corresponding message is
not routed through the device.

Not equals

Checks whether recipient user address string is equal to the assigned value.
If not, the corresponding message is routed through the device. This
operator performs a character by character match between the recipient user
device address and the assigned value. If the recipient user device address
is 91-123 and the assigned value is 91123, the corresponding message is
not routed through the device.

Less Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Less Than Or Equal To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than Or Equal
To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Regular expression

This operator is used to evaluate recipient device address with regular
expression given in the assigned value string.

Examples of Regul

ar Expressions

Regular Expressions

Description

Nd+ String starts with one or more digits only.

A[+](91) String should start with +91.

A +2\d$ String ending with digits only.

A[0-9{10}(52|56|57)% String is 12 digits long (numbers only) and ends with 52, 56, or 57.
79881231231% Matching exact mobile number.

GSM Modem

This section provides additional procedures for integrating the Global System for
Mobile Communications (GSM) Gateway with the system.

Installing GSM Modem Device
This section provides information for mounting the hardware and gives details

about the wiring / co

nnection of the device.
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Perle Device Installation

Prerequisites

Before proceeding, ensure that the following items are available:
e Perle IOLAN SDS1 TD2R2

e 9-30VDC (400mA min) Power Supply, if not included with Perle IOLAN SDS1
TD2R2

e (Category 5 Ethernet cable

e Computer or Server to communicate with the device

The device Installation CD or a computer with network access.

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be installed

on the same server/machine that runs .

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly

configured IP network. The network must allow for IP addresses to be assigned

statically or through Dynamic Host Configuration Protocol (DHCP).

NOTE 3:

To configure the device, a computer located in the same network is necessary.

NOTE 4:

The maximum cable length for a serial cable is 50 feet.

Mounting

The Perle SDS1 has two brackets on the side of the mounting holes. It is
recommended to install the device on a flat surface by placing screws through the
mounting holes.

Power

1. For the Perle SDS1, use a power adapter capable of 9-30VDC output and
400mA. If your Perle unit has terminal blocks for power, cut off the barrel
connector of the power supply and plug the leads into the terminal block
marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adapter leads. The grounded
lead should connect to the pin marked —.

d

The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the Power/
Ready LED will be solid green.

Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be a solid orange or green color.
NOTE: Orange color refers to a 100Mb connection. Green color refers to a
10Mb connection.

NOTE:

The device does not have DHCP turned on as a factory default setting. The
device will need to be configured to use DHCP or assign a static IP with a
computer that is attached to the same subnet.
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Serial Connector

Plug one end of the serial cable into the DB9 connector on the device. Connect the
other end of the serial cable to the GSM Terminal device with which serial
communication is required.

NOTE: Keep the Console/Serial switches on the device in OFF position.

Terminal Device Installation

Prerequisites

The prerequisites for installing the GSM Terminal device are as follows:
e GSM Terminal device

e Standard serial cable
NOTE :
A USB-to-Serial converter is required if there are no serial ports available on
the server.

Configuring and verifying GSM Modem

This section provides the steps linked with the configuration and verification of the
device.

Certificate Creation From System Management Console
To establish a secure communication, certificates need to be configured.

Creating a Root Certificate (.pem)
1. Inthe Console tree, select the Certificate node.
= The Certificates tab displays.
2. Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

&

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: .

Key file name: RootPEMCertificateKey Confirm password: .

Path: Ch\Certificates Browse...

Expiration: 1042742025 n 3650 : Days

Subject name: GMS Root Certificate City / district: Pune

Department: SET State / province: ‘Maharashtra
Organization: Siemens Country code: ™

3. Inthe Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
f. Enter the following information about the Subject:
—Subject name
— (Optional) Department
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— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save [ .

= If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,
- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

s

Working with (.pem) Root Certificates

e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some

fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Software Configuration

The software configuration needed to communicate to the device requires the
following two main steps:

1. First, configure the internal settings of the device. To do this, install
DeviceManager on a computer connected to the same network as the device to
be configured.

2. The second step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods
used to communicate with the device, one of which is a TruePort driver.
NOTE:

TruePort is a COM port re-director driver utility that is installed on the server.
This utility creates a virtual serial port or virtual COM port. Al COM port
directed data sent by the application is re-directed by TruePort across the IP/
Ethernet network to the remote device. Data and serial port signaling is
transparently communicated between the application and remote device.

Device Configuration

D> Ensure that the DeviceManager is installed on a computer located under the
same network as the device to configure.

> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer GSM Gateway - Import DME
File.
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1. Start the DeviceManager.

Establish Connection to..

MAC Address IP Address IModel Server Name | Firmware Discovered | Ok |
- 00-50-Cd-06-20-F A 192,165.1.123 IOLAM SDS1 D2R2 MeL_Relay... 4.4 futo Cancel |
- 00-80-Crd-06-31-76 192,168.1.122 IOLAN SD51 D2R2 xls_petle 4.4 futo

4.4 Auko

192,168,1,125 TOLAM SD51 D2R2 mns_panic_..
Mok Configured IOLAN SDS &
136,157.32, 164 IOLAM D51 TOLAM-DE,

R Auta
- 00-30-D4-06-EB-F& 192.168.1.111 10L& SD51 AdaptivelEDL 4.4 Auka
- 00-80-D4-06-C3-EE 192,168.1,110 10L& SD51 ProLiteLED2 4.4 Auka
- 00-80-D4-06-C4-02 192.168.1,109 IOLAM SDS1 ProLiteLEC!1 4.4 Auta
- 00-50-04-06-C4-09 192,168.1,112 TOLAM 5051 AdaptivelEDZ 4.4 Auko

Add.. assignlP. | P | Refiesh |

= All similar devices under that network should be visible.

2. Select the device to configure and click Assign IP.
NOTE 1: If the device in the window is not visible, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be solid green and the link LED should be solid amber/
green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is solid amber and then release. Wait 90 seconds for the
device to reboot and initialize. If still unsuccessful, replace the unit or check the
network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP ﬂ E

—Azzign [P

The [OLAN's current IP Address:

INu:ut Configured

Enter the IP Addresz of the [OLAMN:

r Have the [OLAMN automatically get a
temparary [P Address.

Azzign 1P I Cancel

= The Establish Connection to window appears with an IP address.
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Establish Connection to... K B

MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |

- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko
- 00-80-D-06-31-77 192.165.1.125 IOLAM SDS1 D2R2 mns_panic_... 4.4 Auka
o JH G IOLAN SDS1 O Auko
- 00-80-0d-06-AE-10 136,157.32. 164 IoLAM D51 IOLAN-064A... 4.4 Auko
- 00-80-0D-06-BE-F& 192.168.1.111 IOLAM 5051 adaptivelEDL 4.4 Auka
- 00-G0-Crd-05-C3-EE 192.,165,1.110 IOLAM SDS1 ProlLiteLEDZ 4.4 Auko
- 00-80-Crd-06-C4-02 192,1658,1.109 IoLAM SD51 ProlLiteLEC1 4.4 Auko
- 00-80-0-06-C4-09 192.165.1.112 IOLAM 5051 adaptivelED2 4.4 Auka

add. | assionie | Ping. |

Refresh I |

4. Select the device again, and click OK to log into the device for configuring.

Enter the device password. The factory default password is: superuser.

el

i

Pazsward:

o ]

Authentication required. Please enter
thie pazzward for the admin uger.

Cancel

Fig. 23: Login window

Network Setup

To further configure the network settings of the device, log into the device using

DeviceManager. Do the following:
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1. In the Device Manager window, select Network > IP Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

== DeviceManager - [G5M_Terminal (192.168.1.124) - Connected]

% Fie Edt Took View Window Help =12] x|
Ddde dach K 7
1) System Infa |Pd Seti )
& _1: confiquration ngs | IPv6 Settngs | Advanced |
=125 Network
- | IP Settings System Settings
| Advanced Sustem Mame: [M_ Domain: g net
&1 (g Serial
& Users .
8- (y Security IPv4 Confurations:
L] Chustering i~ Ethernet Interface Setfings
[+] D Syshem
=gy Stakisties ¥ Dblain IP address sutomatically using DHCP/BOOTR
(3], Metwork
3, Serial Ports € Use the following IP addiess:
., User
i, HTTP Tunnel P &ddress 0 1 [
By, System
t & 0 1 [

Dbt ain Autarmaticalk
Default Gatewssy l— =
|—. ¥

Dowinload &ll Charges |

For Help, press F1 LI A

2. Select the System Name field, give the device a name that helps in
distinguishing the corresponding device from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully
qualified domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. Select the Domain field, enter the domain name used on the client’s network.
In this example, the fully qualified domain name is GSM_Terminal.mns.net.
NOTE: If DHCP is configured, the device automatically receives domain
information.

4. Select the Network > IP Settings > Advanced tab, select the check box
Register Address in DNS.

5. Click the Advanced tab on the left-hand side of the screen.
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DeviceManager - [GS™M_Terminal (192.168.1.124) - Connected]
File Edit Tools iew Window =18
D& da|ds 2| K2 2
i
? System Info Host Table | Routs List | DNSAMING | RIP | Dynamic DNS | IPYE Tunnels |
~ Configur ation
-5 Metwork
o [E TP Settings
-[E Advanced Host Name | Haost Address
mnsMTP 192.168.1.1
: [ f' /O Status/Control
El-gi; Statistics
| Metwork
Setial Ports
User .
HTTE Tunnel Add... Edit... Delete
il System
r—IP Filtering
% Allow all traffic
© Allow only defined braffic
I Bllov traffic anly tofrom hosts defined with [P addresses
I Bllov traffic: ta/from address range,
StartIPéddress: | 0 . 0 . 0 . 0 End|IP Sddress: oo oo
Download &l Changes ,r_"?‘_\ Download is Required

N

9.

Select the Host Table tab, click Add to add an NTP host.

Enter a descriptive name for the NTP server. For example, mnsNTP.

Enter the IP address or the fully qualified domain name of an available NTP

server.

NOTE: An available NTP server is required to enable SSL on the device.

Click OK.

Serial Settings

1.
2,

In the Device Manager window, select Serial.

Select Serial Ports.

= Begin configuring the number of serial ports and the profile the device will
use. Only one serial port per device is required for serial communication.

Select the default serial port and click Edit.
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== DeviceManager - [GSM_Terminal (192.168.1.124) - Connected]
& Fie Edit Tools View Window Help =& x|

D& &L T

JI-:_,- System Info
=4k Configuration Senal Pors:
=25y Metwork
1P Settings
| Advanced
=155 Serial
| Serlal Port
| Part Buffering
| Advanced
[E) users
4-{J) Seounky
|] Clustering
21-{f) System
=gl Stakistics
+ Network
Serial Ports
Lisat
HTTP Tunnel
System

Enable Hame Frofila [iatails

TrusPort

+

Edt.,
4 | |

Download 4l Changes S Dowinload is Required

[Far Help, press F1

4. In the Serial Port settings window, click Change Profile.

LM

5. Select the TruePort profile and click OK.

Serial Port 1 Settings

Prafile:  TruePart

Chanage Prafile... |

Marne: I PerleSenal

General |.-‘-'«c|vancec| Hardwalel E mail &lert I Packet Folwaldingl SSL;’TLSI

r TruePort Settings

" Connect to remate system [Server-lnitisted Connection]:
Hizst name; INone 'l TER Rart: |1DUUD

[™ | Connect toMuliple Hosts [TruePart Lite Mode] Define &dditional Hosts...

™ SendHame On Connect

& Listen for connection [Client-nitiated Connection):

TCP Port: I'I nom

[ Allows Multiple Hasts to Connect [TrusPart Lite Mode]

Ok I Cancel

= The Serial Port Settings window will change to reflect the new profile.
6. Select the General tab.

7. Select Listen for connection (Client-Initiated Connection).

= In this mode, the device will wait for the server to establish a connection.

8. Enter the TCP port needed to communicate to the device. By default, the TCP
port is 10001.

NOTE: Always check to make sure the port selected is not already in use by
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another application/service on the server. To check, open a command prompt,
type netstat, and press Enter. A list of all current TCP connections and ports
will be listed.

9. Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]

check box is unselected so that other servers cannot connect simultaneously to
the same device. Click OK.

10. Select the Hardware tab.

Serial Port 1 Settings HE

Frafile:  TruePort

Change Profile. .. |

M ame: I

.Eenerall tdvanced Hardware |Email Blerk | Facket Fu:urwardingl SSLATLS

Sernal Interface: I Ela-232 = I
Speed: I 9600 il I

Data Bits: I g - I Duples: I Full = I
Farity: I Mone - I T Diriver Cormtral; I.-'B.utcn i I
1 -

Stop Bits: I I
Flow Caortral; I MHaone I

¥ | Enable Inbound Flow Contral
¥ | Enable Outbound Flow Control

[T Monitor DSR

™ Moniter DCD

[T Dizcard Characters Received 'With Ermrars
" Enable Echo Suppression

] Cancel

11. Select the Hardware tab, set the following parameters:

— Select EIA-232 (RS-232) from the Serial Interface drop-down list.

— Select 9600 from the Speed drop-down list.

— Select 8 from the Data Bits drop-down list.

— Select None from the Parity drop-down list.

— Select 1 from the Stop Bits drop-down list.

— Set Flow Control to None.

— Keep the Monitor DSR, Monitor DCD, and Discard Characters Received
With Errors check boxes unselected.
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12. Click the SSL/TLS tab and do the following:

— Select the following check boxes:

Enable SSL/TLS

Use Global settings (Security > SSL/TLS).
— Click OK.

13. Select Configuration > System > Management > Time.

= DeviceManager - [GSM_Terminal {192

= Fie Edt Tools Wiew ‘Window Help =2 x|

DEaHSHNR?

o %/ System Info

1<% Configuration

=-E5) Metwork ~MNTP/SHTP Settings
-[E 1P sattings

-8 advanced Mode: |M 'l
=-E5) Serial i
-2 serial Port Wersion: |2 'l

-[& Port Buffering
]D fdvanced ™ Enable Autherticati
| Users
H-{iF Security ; _
=-&5 10 Interfaces Primary Hast: ImnsNTP ﬂ K 10 ID—
-[@ settings _
]D Channels Secondary Host: |None ﬂ ey D IE'—
Clustering
E-&5) System
-G Merts
=-Z5) Management
3 sump

----- |: Time

[ Custom App/Plugin

-2 advanced

Metwork Time | Time Zone/Summer Time [Daylight S aving Time) |

Daownload & Changes I /1 Download i Biequired

For Help, press F1 [ M |

14. Select the Network Time tab, set the following parameters.

— Mode: Unicast

— Version: 2

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set name
as primary host.

NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. Verify with the client’s network
administrator.

15. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

16. Configure the parameters as per the details mentioned in the Time Zone/
Summer Time (Daylight Saving Time) parameters.
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= DeviceManager - [GSM_Terminal {192, 168.1.124) - Connected]
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Diowmioad Al Changes |

For Help, press F1

/b, Download is Requined

17. Select Configuration > Security > SSL/TLS.

DeviceManager - GSM_With_Perle2 (172.17.10.81) - Connected

File Edit Tools View Window Help

O de 2

£ GSM_With_Perle2 (172.17.10.81) - Connected (===
4 System Info SSL/TLS
=1-4% Configuration
¢ é :Jztwotrlc S5L/TLS settings that apply ta all SSL/TLS connections
-5 Serial [detault).
..[] Serial Port
|2 Port Buffering S5LATLS Wersian: Any v
-B et SSL/TLS Type:
e SchuArt:ientlcatmn
g zzDTLS [[]alidate Peer Certificate Yalidation Criteria...
g VPN
D HTTP Tunnel S5L Certificate
s[5 Services
-3 /0 Interfaces Passphrase:
-2 Clustering
- System
= f Control
¢ g™ 1O Status/Control
=il Statistics
il, Network
(-1, Serial Ports
gl User
i, HTTP Tunnel
[H-gl, System
18. Set the SSL/TLS Version field to Any.
19. Set the SSL/TLS Type field to Server.
20. Select SSL Certificate section, enter the password of the Root
certificate(.pem) in the Passphrase field.
21. Select Tools > Advanced > Keys and Certificates. The Keys and
Certificates dialog box displays.
ABV12131888_en_b_51 177 | 470



MNS Supported Physical Device Configurations

GSM Modem Device

O | = s | Upload Configuration Fram IOLAR
———=————  Import Configuration Fram a File

E!---'.q__,.: Config. Download Configuration ko IOLAM

A Syster

Download Configuration ko Multiple IOLANS that apply to &l SSL/TLS connections

Advanced Download Firmware ko TOLAM
Reset 3 Set IOLAN Date/Time

Kews and Certificates. ..

Cplions. ..
plions Zustom Files. ..

NERTTT SEL/TLS Type: St Fackory Defaulk Configurstion ko IIOL.D.N

22. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

23. Click the browse button and upload the private key for the root certificate
(pem).

24, Click OK.

Keys and Certificates EHE3
F.en / Certificate:
File Mame:

L

K.ey Tupe: FSa |
=zer, Mame: |~
Hozt Mame: =
[Fzec TiunnelHame: |~

aEk. Cancel

25. Select Tools > Advanced > Keys and Certificates.
26. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

27. Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

28. Click OK.
29. Select Tools > Advanced > Keys and Certificates.
30. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

31. Click the browse button and upload the root certificate (RootCertificate.pem
file).

32. Click OK.

33. Click Download All Changes to make the changes to the device. Click
Reboot IOLAN to complete.
NOTE: Any time device reboot of the device is needed, or power is
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reconnected, it will take 90 seconds for the device to reboot and initialize.
When ready, the Power LED will be a solid green color and the Link LED will
be a solid orange or green.

= The device is now configured.

TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, it is
recommended that each device has a unique COM port for each service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

1. Install TruePort on the server.
2. Start the TruePort Management Tool.

3. Inthe TruePort Management Tool window, click Add.

#=dl TruePort Management Tool

© perle

Thiz tool permits you to add, remove and configure TruePort adapters.

Inztalled TruePaort adapters:

G5M_Terminal [192.168.1.7]

Bemove | Properties |

Cloze

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the Adapter can
easily be tracked back to a particular device.

5. Enter the IP address or the hostname the device is using, and then click Next.
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Add TruePort Adapter Wizard b

Configure TruePort Adapter
Configure the adapter's name and aszociate it with a device server on the
nietwork.

— TruePort Adapter Properties

Adapter Mame:  |GSM_Terminal

— Device Server Metwork Location

i |P Address |1E|2.1EE.1.F‘1

" Hostname: I

I et > I Cancel

6. Leave the number of ports set to 1 (if using I/O access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increment for each device and service
configured. This will help to avoid any conflicts with existing COM ports or other
devices. TruePort allows creation up to 4,096 COM ports.

7. Click Next.
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Add TruePort Adapter Wizard

Add Serial Ports
Azsociate COM portz with pour new TruePort adapter

You may add up to 49 zenal ports to your

new TruePort adapter: T he following portz will be added:
—Select COM Port Bange COMI0
Mumber af Parts: 1 =

Starting COM Paort: IEEIM1EI "I

M et > I Cancel

= The TruePort Adapter in the TruePort Management Tool is visible.

8. To edit the TruePort settings, select the adapter to edit and click Properties.

#=di TruePort Management Tool

© perle

Thiz toal permitz pou to add, remove and configure TruePort adapters.

Inztalled TmePort adapters:

GSM_Teminal [192.163.1.7)

Bemove | Properties |
Cloze |

Fig. 24:

A6V12131888_en_b_51
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Serial Settings

1. Select the Properties window of the device port to be configured, click the
Configuration tab and then click Settings.

GSM_Terminal (192.168.1.7) Properties

General Configuration | Drrivver I Detailsl

MB GSM_Terminal [192.168.1.7]

Thiz TruePort adapter iz associated with the following
device server.

— Device Server Information

Mumber of Portz: 1

IP Address: 192.168.1.7

Active Connections: Mone

To configure thiz Device Server at thiz time uze the Perle
DeviceManager or one of the following configuration methods.

Wwheb Config Telnet Config

Settings

] | Cancel |

2. Click the COM port.
= This will display the TruePort and COM port settings for this adapter.
Select the Connection tab.

4. Select Initiate connection to device server.
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Murber of ports; 1

=) GSM_Terminal [192.168.1.7]
b 5 COMT (Connect 10001)

GSM_Terminal {192.168.1.7) Settings E3

Connection I.t’-'«dvanc:edl SSLATLS I Packet Fu:urwardingl

 Connection Settings [COMT]
—{% Access Device Server Serial Port

Connection Maode:; I,-i\utnmatic: "I

{~ Accept connection from device server

Ligter ar TCR Fart: |1DDEIEI ::

¢ |nitiate connection to device server

Connect to TCP Part: |1DDEI1 ::

Client-Initiated Connection

il

1

—" Access Device Server /0 channels

Connest bo TER Part; |3331 & _I:

/0 Application Type: II."EI Aocess "I
Client-Initiated Connection Settings. . |

i~ Connection Profile
Current Profile:  Minimize Latency

Change Profile. . |

E,-_FFI Add Ports | x Bemove Portz | ' Lopy Settings Tu...l Restore Defaults

| Cancel | Spply |

assigned to the device using the device manager.

5. Click the Settings button next to Client-Initiated Connection.

Select Connect to TCP Port, enter the port number that was previously

A6V12131888_en_b_51
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Client-Initiated Connection Settings
Connection Management Opbons
[ Connect at system startup

Delay close of TCF connection for

Connecton Options

[[]Close TCP connection when COM portis closed

Connecton Retnes
() Retry forever
(@ Mumber of reties: || =
Time between connection retries: |30 -2 saconds
Restore dropped conneclions
Restore Defaults Ok Cancel

6. In the Client-Initiated Connection Settings window, select the Connect at

system startup check box.

7. For Connection Retries, select Retry forever.

8. Select the Advanced tab.
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GSM_Terminal (192.168.1.7) Settings Eq

Murnber of ports: 1 "Connection  Advanced | S5LATLS I Packet Farwaldingl
=] G5M_Teminal [192.168.1.7)
r;l,,.l‘ COM7 [Connect: 10001) ~ Advanced Settings [COMSE3)

—Application Dptions
[ Simulate COM part transmit delays

Additional Transmit Delay: IEI j: s
Sdditional Heceive Delaw: IEI jj T

Orn COM part open:

bl L

 Always retum successful

{* Retumn when connection is fully established

[ d
I amirnuirn b ait Time: I3EI _I? o fﬂimn :

[~ Enumerate attached devices [i.e. modems]

v Drain output before setting config

¥ Send keep alive packets
k.eep Slive Intereal; |30 _:l zeconds

[~ Enable TCP Magle algarithm
[~ Usze legacy UDP protocal [Full Made anly]

L"ﬁ:\'l Add Ports | x Bemove Ports | ' Copy Settings Tn...l Restore Defaults
ak I Cancel | Apply |

9. Set Maximum Wait Time to 30 seconds.
10. Select the SSL/TLS tab.

A6V12131888_en_b_51 185 | 470



MNS Supported Physical Device Configurations

GSM Modem Device

GSM_Terminal (192.168.1.7) Settings Ed
Mumber of ports: 1 | Eonnectionl Advanced SSLATLS I Pack.et Fnrwardingl
?JII GSM_Terminal (132.168.1.7) _
“_y COM7 [Cormect 10001] —S5LATLS Settings [COMT]

¥ Enable S5LATLS Encruption
SSLATLS Wersion:  |Any -

S5LATLS Tupe: IEIient "I

—Authentication

™ Werify Peer Certificate
[Eertifizate Suthanty Filemanme:

Browze |

Walidation Crtena...

— 55L Certificate
¥ Supplu Certificate
Certificate Filename:

IE:'\Users"-.f-‘-.dministratm\Desktop'\SSL[ Browse |

Certificate Pazzphraze; | *versesssses ol

@ Add Portg I x Bemove Ports I ' Lopy Settings T-:-...l Restore Defaults

0k I Cancel | Apply |

11. Select the Enable SSL/TLS Encryption check box.
12. Set the SSL/TLS Version field to Any.

13. Set the SSL/TLS Type field to Client.

14. Select the Supply Certificate check box.

15. Click the browse button and select the combined root certificate. Refer to the
Device Configuration section for more information on combining a root
certificate.

16. Enter the password in the Certificate Passphrase field.
17. Click Apply and then OK.

18. Restart the Perle TruePort service.

Device Verification

Serial Port

Test the settings of the TruePort application and Perle SDS1 device by connecting
the device to the GSM Terminal and sending a message directly using a serial
terminal, such as PuTTY.

PUuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port, open up a HyperTerminal or PUTTY session from the server
on the serial COM port. If the COM port opens, then the TruePort driver is working
properly.

The steps for testing GSM Terminal communication are as follows:

186 | 470

A6V12131888_en_b_51


http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

MNS Supported Physical Device Configurations
GSM Modem Device

1. Open PuTTY and select Connection > Serial.

2. For a Serial line to connect to, enter the TruePort COM port number created in
TruePort Driver Configuration.

3. Enter the parameters for baud rate, data bits, stop bits, parity, and flow control
for the external device that will be transmitting Serial data.

— Speed (baud): 9600
— Data Bits: 8
— Stop Bits: 1
— Parity: None
— Flow Control: None

Categaony:

[=]- Session Options controlling local zenal ines |
Logging
= Terminal

- k.eyboard
- Bell

- Features
[=- "Window Speed [baud) IHEEIEI
- A ppearance
- Behaviour
- T ranglation Stop hits I'I

- Selection )
.. Colours Farity I Mone j

(= Connection Flow control INu:lne =]
- Data
- Priowy
- Telnet
- Rlogin
+-55H

— Select a zenial line

Senal ine to connect to II:EIM'I 1]

— Configure the zenal line

Drata bits E

About | Open Cancel

4. Select Session > Serial.

Click Open to establish a serial session.

6. Enter the command AT and send the command through the terminal
application.

= If the result of the command is OK, the device is connected properly. If the
result is ERROR, the device is not connected properly.

GSM Modem Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

A6V12131888_en_b_51
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1.13

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

IP Modem Device

IP Modem

This section provides reference and background information for integrating the
Global System for Mobile Communications (GSM) Gateway with the system. For
procedures or workflows, see the step-by-step section.

Notification allows configuration of the IP Modem to deliver SMS messages to the
intended recipients and receive replies from the recipient users. The system sends
messages to the SMS receiver devices using the IP Modem with Attention (AT)
command. The IP Modem can be configured using TCP/IP Protocol.

Below is an overview of the system using the TCP/IP over LAN configuration:

Notification
Server
~——| Catde
Notification NIC H-Ethernet
—=J| Cable
Caltb5e
Ethernet
Cable
[ =======ss === ':
: Software System/ | |
: Service Device :
I :
! S eIsiirarizarazeiasasace |
I Legend — I
-
NOTE 1:

The GSM Terminal device accepts a SIM card that has the SMS services enabled.
Without enabling these services on a SIM card, you cannot send SMS through the
device.

NOTE 2:
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In order to use message reply and the escalation functionality, the mobile number
configured in the recipient user device must have the following number format: +
[country code][number]. For example, +17327572923.

NOTE 3:

More tested modems are listed in the Desigo CC System Description guide.

Routing Configuration Expander

This expander displays the fields required for the configuration of the routing
priority and routing expressions for the device. More than one operator can be
added under the Routing Expression expander. The logical function followed
here is OR. For example, if you select Contains as one operator and Starts with
as another operator, will search for either the value specified under Starts with or
Contains.

¥ Routing Configuration

Routing Priority [ 1: 1000 ) 50
Routing Expression Accept all
Address filter
Operator Value ||

Contains

e Routing Priority: Select the routing priority for the GSM Terminal device. The
routing priority determines, in which order the routing expressions of the
devices configured under the same field network are evaluated. Select a
number between 1 and 1000 as the Routing Priority.

NOTE 1: A Routing Priority of 1 will have the highest priority.

NOTE 2: It is acceptable that two GSM Terminal devices have the same
routing priority as long as it is guaranteed that their routing expressions cannot
match against the same recipient user device address. The routing expressions
have to be mutually exclusive otherwise, the system's routing behavior is non-
deterministic.

e Routing Expression: Enter one or more Operator/Value expressions. These
expressions are evaluated against each Recipient User Device address that a
message is sent to. If an address matches at least one of the Operator/Value
expressions of a GMS Terminal device, the message to that Recipient User
Device will be routed through the intermediate GMS Terminal device.

e Accept all: Specify if this managed device can be used for messaging to a
recipient that is in any address format.

e Address filter: Select to accept only those routing expressions which meet the
conditions set under Operator and Value.

e Operator: Select the condition for the routing expression from the drop-down
list.

e Value: Enter a suitable value for the selected Operator condition.
e Add: Add Operator and Value.
e Remove: Remove Operator and Value.

Operator Conditions for the Routing Expressions

Operator Description

Contains Checks whether the recipient user address string contains the assigned
value. If yes, the corresponding message is routed through the device.

Does Not Contain Checks whether recipient user address string contains the assigned value. If
not, the corresponding message is routed through the device.

Starts with Checks whether recipient user address string starts with the assigned value.
If yes, the corresponding message is routed through the device.

A6V12131888_en_b_51
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Does Not Start With

Checks whether recipient user address string starts with the assigned value.
If not, the corresponding message is routed through the device.

Ends With

Checks whether recipient user address string ends with the assigned value.
If yes, the corresponding message is routed through the device.

Does Not End With

Checks whether recipient user address string ends with the assigned value.
If not, the corresponding message is routed through the device.

Equals

Checks whether recipient user address string is equal to the assigned value.
If yes, the corresponding message is routed through the device. This
operator performs a character by character match between the recipient user
device address and the assigned value. If the recipient user device address
is 91-123 and the assigned value is 91123, the corresponding message is
not routed through the device.

Not equals

Checks whether recipient user address string is equal to the assigned value.
If not, the corresponding message is routed through the device. This
operator performs a character by character match between the recipient user
device address and the assigned value. If the recipient user device address
is 91-123 and the assigned value is 91123, the corresponding message is
not routed through the device.

Less Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Less Than Or Equal To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or a + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Greater Than Or Equal
To

This operator is evaluated only with numeric values (whole numbers or non-
negative integers) of the recipient user device address and the assigned
value. You can enter numeric values from 0 to 9,223,372,036,854,775,807
(maximum 64 bits long). If the recipient user device address string contains a
character other than digits or + or - sign, the corresponding message is not
routed through the device. This operator performs the mathematical Less
Than or Equal To (<=) operation.

Regular expression

This operator is used to evaluate recipient device address with regular
expression given in the assigned value string.

Examples of Regul

ar Expressions

Regular Expressions

Description

Md+ String starts with one or more digits only.

A[+](91) String should start with +91.

A +2\d$ String ending with digits only.

A[0-91{10}(52|56|57)% String is 12 digits long (numbers only) and ends with 52, 56, or 57.
79881231231% Matching exact mobile number.

IP Modem

This section provide
with the system.

s additional procedures for integrating the IP Modem Gateway
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Installing IP Modem Device

This section provides information to the user for mounting the hardware and wiring
or connection details for the device.

Prerequisites

The prerequisites required for the device installation include the following:
IP Modem

Antenna

SIM Card

Cat5e Ethernet Cable

External DC Power Supply

. Power Cable

Note 1: Before applying power to the router, connect the components that you
required for your applications. You cannot operate the router without connected
antenna, inserted SIM card, nor connected power supply.

Note 2: The router can be damaged if you have not connected the main antenna
during the router operation.

e LTE antennas:

— Terminal antenna Taoglas TG.30.8113, order code: BB-TG30

— Magnetic mount antenna Taoglas GA.110.101111, order code: BB-GA110
e Power Supply 12V / 12W, order code: BB-RPS-v3-MO4-M

— Multi country (EU, UK, AUS, US)

— Level Efficiency VI

I

Antenna

Use a SMA connector to connect the antennas to the router. The main antenna is
connected to the router by screwing on the ANT connector (see the figure below).
A second diversity antenna can be connected to the DIV connector to improve
performance.

Main Antenna
Connector ANT

Diversity Antenna
Connector DIV

Fig. 25:

SIM Card

The SIM card readers, for 3 V and 1.8 V SIM cards, are located on the rear panel
of the router. If you intend to use this device to communicate over a cellular
network, place an activated data-provisioned SIM card into the SIM card reader.
Push your SIM card into the SIM1 or SIM2 slot until it clicks in place.

Note: Disconnect the router from the power supply, before handling the SIM card.

A6V12131888_en_b_51
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SIM Card
Readers

SIM1 SIM2
L. §

o

Power

The router requires an external DC power supply. The DC voltage required is
between +9 to +36 V DC. The router has built-in protection against reverse polarity
without signaling. Connect the power supply cable to the PWR connector on the
front panel of the router (see figure below).

Power Supply
Connector

DIV ANT RS232

SmartStart

Ethernet
Connector

Positive pole of DC supply VCC(+) GND(-) Negative pole of DC supply

(+9 to +36 V DC)

Binary input INO OUTO  Binary output
Ethernet

Provision is available for connecting an Ethernet to the ETH connector on the front
panel.

Note: Connect your laptop or PC to this port to get a local web-server for device
configuration and diagnostics.

Configuring and verifying IP Modem

This section provides the steps linked with the configuration and verification of the
device.

Prerequisites

The following are the prerequisites required for the device configuration:

1. Computer is connected to the same subnet as the IP Modem.

2. Web browser required for accessing the IP Modem's internal web server.

IP Modem Configuration
Configuration by Web Browser
Note: If router is already configured ignore steps 1 to 4
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> Before putting the router into operation, it is necessary to connect all the
components that are required to run your applications. Do not forget to insert a
SIM card.
Note: The router cannot operate without a connected antenna, SIM card and
power supply. The router may get damaged if the antenna is not connected.

1. Connect your laptop or PC to this port to get a local web server for device
configuration and diagnostics.

Y Y Y

Lightning Lightning Lightning
arrester arrester arrester
(optional) (optional) (optional)

SIM RS232 ETH PWR /10
Usage For circuitry For circuitry For circuitry
description in see Chapter see Chapter see Chapter
Chap. 5.8.4 58.6 5.8.5 5.8.2
230 V
50 Hz
9-36 V

= The router will start when a power supply is connected to the router. By
default, the router will automatically start to log on to the default APN.
These router behaviors can be changed via the web interface.
Note: If no SIM card is inserted in the router, it is not possible for the router
to operate. Any inserted SIM card must have active data transmission.

2. Enter the IP address of the router into the web browser. The default IP address
of the router is 192.168.1.1. It is necessary to use HTTPS protocol for secure
communication over a network.

@ Router x +
& C A Not secure iy 192.168.1.1

V-0 {e "Il SmartStart SL305 LTE Router

General

Mobile WAN
Network

3. Enter the default username “root” and default password available on the back
of the device for configuration.

SIM Card : 1st

A6V12131888_en_b_51
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Usermame

Password

Login

— Set the Primary LAN Configuration, if you are configuring the IP modem for
the first time. If you have already configured the IP modem, then in this
step you can update the Primary LAN Configuration.

Note: An IP address is required for the IP Modem before the device
configuration process. After an initial IP address is obtained, the IP Modem
can be reconfigured with a static IP address.

SmartStart SL305 LTE Router
primary LAN Configuration

1Pvd Pv6
DHCP Client disabled | disabled v
1P Address [72.17 10254
Subnet Mask / Prefix 255.255.255.0

Dafoult Gateway

DNS Server
Bridged na -
Madia Type auto-negotiation v

Enable dynamic DHCP leases

1Pvs 1#v6

1P Pool Start 192.168.1.2

1P Pool End 192.168.1.254

Lease Time 600 600 sec
Enabie static OHCP leases

MAC Address 1P Address 1Pv6 Address

Enable 1PV prefix delegation

Subnet ID *

4. Set TCP port under Expansion Port Configuration.

SmartStart SL305 LTE Router
_ Expansion Port Configuration

General Enable expansion port access over TCP/UDP
Mobile WAN Port Type RS-232
Network NG

~
DHCP audrate 9600
fPasc Data Bits 8 b
DynDNS Parity none ~
System Log Stop Bits 1 v
Configuration Flow Control none il
LAN Split Timeout 20 msec
VRRP Protocol TCP il
Mobile WAN Mode server b
PPPOE :
Backup Routes
Static Routes CHEo 12345
Firewall Inactivity Timeout * sec
NAT
OpenVPN Reject new connections
o Check TCP
GRE ec connection
L2TP Keepalive Time 3600 sec
PPTP Keepalive Interval 10 sec
Services 5
Expansion Port Keepalive Probes
Scripts

Use CD as indicator of TCP connection
Use DTR as control of TCP connection
Customization * can be blank

5. Enable At-SMS protocol over TCP under SMS Configuration.

Automatic Update
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00X NS« | SmartStart SL305 LTE Router
Status SMSs conﬁgnralion
General [Jsend sMs on power up
Mobile WAN Send SMS on connect to mobile network

Network [ Send SMS on disconnect from mobile network

[ send SMS when datalimit is exceeded
Send SMS when binary input on 1/O port (BINO) is active

DHCP
1Psec

PPPOE

Backup Routes
Static Routes
Firewall

DynDNS r .
Add timestamp to SMS

System Log

Phone Numbar 1

Phone Number 2
n Phone Number 3
VRRP one Number
Mobile WAN unit ID *

BINO - SMS *

Enable remote control via SMS

Phone Number 1

NAT

OpenVPN Phone Number 2
i Phone Number 3
GRE
L2TP Enable AT-SMS protocol on expansion port
PPTP Baudrate 8600 v
Services
+ DynDNS Enable AT-SMS protocol over TCP
2l TCP Port 12345
+ HTTP. ¥
« NTP can be blank
* PAM
Appl
* SNMP Pty
+ SMTP
+ SMS

6. Reboot the modem.

— If you are configuring the IP modem for the first time, then you need to
disconnect the laptop or PC from IP modem ETH port and connect the
device in network subnet.

Ignore this step if you are not configuring for the first time.

For detailed information

https://icr.advantech.cz/support/router-models/download/551/smartstart-sl305-user-
s-manual-20200724.pdf

http://advdownload.advantech.com/productfile/Downloadfile1/1-118983B/
Start Guide SmartStart SmartFlex SmartMotion EN 20170125.pdf

1.14 Import DME File

Import DME File
Scenario: You want to import the .dme file.

> System Browser is in Engineering mode.

> In System Browser, select Management View.
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Establish Connection to..

1. Open the DeviceManager.

MAC Address

- (0-G0-D4-06-20-FA
- O0-G0-D4-06-31-76
- O0-GB0-D4-06-31-77
S 00-20-04-06-31-78

- 00-G0-D4-06-AE-1D

| IP Address | Model | Server Mame | Fitrmare
192.168.1.123 IOLAN SDS1 D2RZ MHL_Relay... 4.4
192.168.1.122 IoLAN SDS1 D2R2 xls_perle 4.4
192.168.1.128 IOLAMN 5DS1 D2R2 mns_panic_... 4.4

Mok Configured IOLAN SDS1 DZRZ IOLAMN-063...

K E

| Discovered | ] |

Auto Caricel |
Auto
Auta

136,157.532.164 IDLAN D51 IOLAM-064... 4.4 Auko
- Q0-G0-D4-06-BB-F& 192,165.1.111 IOLAN 5051 AdaptivelEDL 4.4 Auko
- Q0-G0-D4-06-C3-EE 192.165.1.110 IOLAN 5051 ProLiteLED2 4.4 Auko
- Q0-G0-D4-06-C4-02 192,165.1.109 IDLAN 5051 ProLiteLED1 4.4 Auko
- Q0-G0-D4-06-C4-09 192.165.1.112 IDLAN 5051 AdaptivelEDZ 4.4 Auko
Add... Assign IP... Ping... | Refiesh | |
Fig. 26: Device Manager dialog box
= All the perle devices in the network are displayed.
2. Select the device to configure and click Assign IP.
3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.
= The IP address is assigned to the device now.
4. Select the device.
In the Establish Connection to dialog box, click OK, automatically login
screen opens.
6. Enter the device password in the Login window. The factory default password
is superuser.
Login ﬂ E
:_,"..,
]
Authentication required. Pleaze enter
the pazzward for the admin user.
Paszwiord: I |
| )4 I Cancel
Fig. 27: Login dialog box
7. Select Tools > Import Configuration from a File.
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DeviceManager - [Perle (192.168.1.117) - Connected ) - |ﬂ|_£|
< Fle Edit | Tools View Window Help =18l x%
D) | @ g% |  Upload Configuration from IOLAN
Eammreeeeend  Imipart Configuration from a File
o LLJ) Syster : z : - TOLAN
-4 Confio) R ﬂ E Multiple IOLANs [
| @@y Ne Configur Parie
#1358 advanced » IOLAN SDS1D2R2
) Use Reset kL
- Se b 44G3
] J IE m.m‘" D:I.D'|'21
l& Clustering TATETSEE]s] O stails
| E-{g System Irterface Marme: Ethemet 1
=4 Contral MAL Address: 00-80-04-06-31-DE
S 1/0 Status/Control Interface Active: Yes
= ul, statisties ~ IPvé Details
By, Netwerk
f-gf Serial Ports IPv4 Address: 182.168.1.117
-4l User DHCP Enahled: Ho
i, HTTP Tunnel Subnet Mazk: 255.255.255.0
[y, System Default G ateway: 19216811
~ P Details
IPvE Autoconfigurstior: Dizabled
DHCPvE Enabled: No
Drefault G ateway:
IPvE Address{es) et <Rl ddftie0s 31dG.....;

Dewrload A1 Changes A, Download is Fequied

Fig. 28: Device Manager screen

8. Select the location of the preconfigured .dme file.
9. Click Open.

= A confirmation message displays.

=

f l\_.. Configuration successfully imported.

o |

Fig. 29: Confirmation message dialog box

10. Click OK.
NOTE: After importing the .dme file, verify the Perle device configuration with

configuration settings as mentioned in the Network Setup and Serial Settings
sections of Device Configuration.

11. In the DeviceManager dialog box, click Download All Changes.
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DeviceManager - [Perde (192.168.1.117) - Connected] - |I:||j]
@ Fl= Edt Tools View ‘Window Help =12] x|
D& s 22
[=1-+, % Configuration ~ Suyztem Info Summary
(¥ Network N arne: Peile
3y Iﬁi USE”E' Model IOLAM SDS1 D2R2
= Seaty E'".'”" gi:?aa
-3y L0 Interfaces plime: At
Clustering ~ Intertace(s] Details
| g5 System Interface Name: Ethemat 1
= ¥ Contral MaLC Address: 00-80-Dd-06-31-DB
i # 1/0 Status/Control Intertace Active: Yes
B-yils Statistics _
-1, Network IPvd Dietals
-, Serial Ports P4 Address: 192.168.1.117
L, User DHCP Enabled: Mo
—4f, HTTP Tunnel Subnet Mask: 255,255 255.0
-y, System Drefaii G abewey: 19216811
Py Detals
IPvE Autoconfiguation: Dizabled
DHCPvE Ensbled: Mo
Diefack Gateway:
|Pv6 Addressles]) B0 260 it he06: 31db
l Download Al Changes ﬂ A Dowrload is Requred
For Help, press F1 [ y
Fig. 30: Device Manager screen
12. Click Yes.
=
Are you sure you want to download the configuration to IOLAN?
Yes MM |
Fig. 31: Confirmation message dialog box
13. In the DeviceManager dialog box, click on Reboot IOLAN.
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DeviceManager - [Perle (192.168.1.117) - Connected] - |I:I|EI
W Fle Edt Took View Window Help mEIES
Oy doy W2 ?

i) System Info
El-4s¢ Configuration — Syztem Info Summany
= 1:I Met_work Name: Perle
B 137 Serial Modsl IDLAN SD51D2R2
- fﬂiw Fimmare: 1463
-y 1/0 Interfaces Uptime: 00:07:43
2 Clustering Irtesface](s] Details
- System Irferface M amme: Ethemet 1
=4 Control MAL Address: 00-80-D 4-06-31-0B
— 4™ 1/O Status/Contral Interface Active: Yes
E-gll; Statistics — |IPvd Detais
B, Metwork :
-y, Serial Ports IPvd Address: 192168.1.117
|, User DHCP Enabled Mo
W, HTTP Turnel Subnst Mask: 255.255.255.0
By, System Default Gateway: 1321€68.1.1
— |PvE Datais
IP+E Autacorfiguration: Disabled
DHCPvE Enabled: No
Default Gateway:
IPvE Address{es) |f593::29:l:ddl’f:leﬂﬁ:'31cb
| Downdoad All Changes Reboot IOLAN
For Help, press F1 p
Fig. 32: Device Manager screen
14. A confirmation message displays.
DeviceManager ﬂ
' l~. IOLAM is being rebooted. The session will now dose,
Fig. 33: Information messge dialog box
15. Click OK.
= The configuration is complete.
® NOTE:
1 The procedure must be repeated for each device that has to be configured.

1.15 Interface to Website Device

ABV12131888_en_b_51
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Interface to Website Device

This section provides reference and background information for integrating the
Interface to Website Device. For procedures and workflows, see the step-by-step
section.

has the capability to produce the following:
e Rich Site Summary (RSS) and Atom feeds as web feed documents

e CAP and XML message documents as web feed entries in RSS and Atom feed
documents

External Server H

Notification Server

Web site Hosting Server

Notification Sh
r

Subsystem . IZ € Web site

olaer hosting

Notification
=

Feeds

RSS/
Notification Atom
Web feed
publisher
driver

1 External Server(s)
File Server Web site
Hosting Server|

Notification Server

i
Notification ! | Network Share

Subsystem RSS/ : Folder Web site |
Notification Atom : hosting
Web feed = > ‘r’, ¢ > Notification ;
publisher ; Feeds :
driver i —
i

Feed subscribers
Browsers, Web sites, etc.

The feeds produced can be published to a website from which RSS / Atom readers
and other applications or websites interested in feeds can subscribe to the feeds
and access them.

generates both RSS and Atom feed XML files for all configured user languages.
The user can decide which feed to use. The type of feed and the language is
indicated in the file name of the feed. Some examples are listed below:

e 1 MNSFeeds atom_en_US.xml is a feed file in Atom format in English
e 1 MNSFeeds rss_es ES.xmlis a feed file in RSS format in Spanish

NOTE 1:

The RSS and Atom feeds are used to publish frequently updated content like blog
entries and videos. Users can choose from a wide variety of applications (Web
based applications, desktop applications, or mobile device applications) to access
the RSS or Atom feeds. In either of the above cases, it should be noted that the
services are running under an account that has write access to the share folder so
that it can publish content. Websites can be configured to pick up content from a
location on the same machine or from a network shared folder as depicted in the
above images.

NOTE 2:

Abide by the terms of use mentioned on the hosting website.

Configuration Properties - Web Feed Device
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¥ (Configuration Properties

Name: | Value |
Web Feed Server Link

Device Mode Operational

Id [1:10000] 1

Feed Folder Path

Style Sheet File Path

File Mame Prefix

e Web Feed URL: Enter the URL of the website where the feeds are to be
published. This is needed to generate the correct hyperlinks to be associated
with the RSS and Atom feeds generated.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a disconnected / connected state based on the
connection status.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a disconnected / connected state based on the connection status.

e ID: Enter a numeric ID for the feed. This is a numerical identifier for the feed file
and the feed generated contains the ID as a part of the file name. For example,
if the ID value entered is 555, then the generated feed file has the name
555_MNSFeed_atom_en_US.xml. The value of the ID field should be unique
across all configured Web Feed Publisher Devices.

e Feed Folder Path: Enter the full path of the folder where the feeds must be
published.
NOTE: This can also be a network share path. If this is the case, make sure
that the system has write permissions to that folder. For example: \
\MNSServer\MNSFeedsFolder. The account used to run the services should
have write access to the network share folder.

e Style Sheet File Path: Enter the full path of the style sheet file that must be
used to view the feeds. For example, for emergency feeds, [Installation
Drive]:
\GMSProjects\GMSMainProject\bin\MNSEmergencyFeedStylesheet.xsl
can be used. For informative feeds, [Installation Drive]:
\GMSProjects\GMSMainProject\bin\MNSInformationFeedStylesheet.xsl
can be used.

NOTE: The value for this field is optional and can be left blank.

e File Name Prefix: Enter the prefix that needs to be used for the files that are
generated. For example, If the value is set to MNSFeed, then the feed file is
generated with a value in the field name such as
555_MNSFeed_atom_en_US.xml.

Configuration Properties - CAP Feed Device
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¥ Configuration Properties

Name: | value |

Web Feed URL

Device Mode Operational

ID[1:10000]) 5

Feed Folder Path WMNSServer\MNSFeedsFolder
Style Sheet Path

File Name Prefix MMSCAPFeed

Sender Name

Sender Email

Foliow Up Contact

Cancel Message Expiration Time [ 0: 10000] {min) 5

Cancel Message Title Prefix All languages: Cancel, ..
Category Life Safety Alert: Safety, ..
Severity Life Safety Alert: Extreme, ..
Certainty Life Safety Alert: Likely, ...
Urgency Low: Future, ...

Web Feed URL: Enter the URL of the website from which the feed files will be
accessible to subscribing clients. This URL specifies a folder, for example:
http://www.myalertfeed.com/publicfeeds/regioncentral. This information is
needed to form the correct hyperlinks associated with the generated CAP
message files.

Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a disconnected / connected state based on the
connection status.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a disconnected / connected state based on the connection status.

ID: Enter a numeric ID for the feed. This is a numerical identifier for the feed file
and the feed generated contains the ID as a part of the file name. For example,
if the ID value entered is 555, then the generated feed file has the name

555 _MNSFeed_atom_en_US.xml. The value of the ID field should be unique
across all configured CAP Feed devices.

Feed Folder Path: Enter the full path of the folder where the feeds must be
published.

NOTE: This can also be a network share path. If this is the case, make sure
that the system has write permissions to that folder. For example: \
\MNSServer\MNSFeedsFolder. The account used to run the services should
have write access to the network share folder.

Style Sheet File Path: Enter the full path of the style sheet file that must be
used to view the feeds. The default style sheet is located at [Installation
Drive]\GMSProjects\GMSMainProject\bin\MNSEmergencyFeedStylesheet_
CAP.xsl.

NOTE: The value for this field is optional and may be left blank.

File Name Prefix: Enter the prefix that needs to be used for the files that are
generated. For example, If the value is set to MNSFeed, then the feed file is
generated with a value in the field name such as
555_MNSFeed_atom_en_US.xml.

Sender Name: Enter the name of the sender.
Sender Email: Enter the email address of the sender.

202 | 470

A6V12131888_en_b_51



MNS Supported Physical Device Configurations
IP Phone Avaya (9620L)

e Follow Up Contact: Enter the name of the contact person in case of any
queries.

e Cancel Message Expiration Time: Enter the time period after which the
canceled or suspended CAP messages must be removed from the generated
feed.

NOTE: When CAP messages are canceled or suspended before the original
expiration time, the system generates CAP Cancel messages. These
messages are present in the generated feed for the configured time period.

e Cancel Message Title Prefix: This prefix allows for the title of the message to
be canceled or suspended in different languages.

e Category: Represents Feed item category as per the CAP protocol. Select a
CAP Feed category for every message type. The selected category value is
displayed in the CAP Feed's category element. For example, a message type
Life Safety Alert can be mapped with the CAP Feed Category Safety.

e Severity: Represents Feed item severity as per the CAP protocol. Select a
CAP Feed Severity for every message type. The selected severity value is
displayed in the CAP Feed's severity element. For example, a Life Safety Alert
message type can be mapped with the CAP Feed Severity Extreme.

e Certainty: Represents Feed item certainty as per the CAP protocol. Select a
CAP Feed Certainty for every message type. The selected severity value is
displayed in the CAP Feed's certainty element. For example, a Life Safety Alert
message type can be mapped with a CAP Feed Certainty Likely.

e Urgency: Represents Feed item urgency as per the CAP protocol. Select a
CAP Feed Urgency for every message priority. The selected urgency value is
displayed in the CAP Feed's urgency element. For example, the message
priority Low can be mapped with the CAP Feed Urgency Future.

1.16 IP Phone Avaya (9620L)

IP Phone Avaya (9620L)

This section provides reference and background information for integrating the IP
Phone Avaya 9620L. For procedures or workflows, see the step-by-step section.

The Avaya 9620L phone is a VolP telephone used by to make live
announcements, listen to pre-recorded messages, record audio messages, or
initiate incidents through an Interactive Voice Response (IVR) system. The phone
communicates with ‘s VolP Switch system. For more information on Avaya 9600
Series IP Phones, refer to https://support.avaya.com/products/P0553/9600-series-
ip-deskphones/

Notification
Server

Cat5e
FreeSWITCH |- NIC —Ethernet
Cable

Catbe
Ethernet
Cable

SFWALS System/ ‘

Service DD Avaya 9620L IP
Phone

Hardware Port
N

The following subsections provide the user with a brief description of and how the
Internet Protocol (IP) phone is integrated.
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L)

The system can integrate with the following Voice over Internet Protocol (VolP)
phones:

e Avaya 9620L

e Polycom SoundPoint 331

e (Cisco CP-6921

e Stentofon IP Desktop Intercom Station

e Stentofon IP Dual Display Intercom Station
NOTE:

This guide provides detailed step-by-step instructions for configuring the Avaya
9620L IP phone. For information on configuring the other supported VolP phones,
refer to the respective VolP phone integration guide.

IP Phone Avaya (9620L)
This section provides additional procedures related to IP Phone Avaya (9620L).

Installing IP Phone Avaya (9620L)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites
e Avaya 9620L IP Phone with bundled accessories

e Software Version - SIP96xx_2 6 12 1.bin (Application); hb96xxua3_00.bin
(Boot file)

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Avaya.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Avaya.

Configuring IP address

After mounting and wiring the IP phone, configure the phone to communicate with
the software PBX included with .

Prerequisites

1. Download the HTTP File Server hfs.exe application to the Host Machine.
NOTE: The HTTP File Server may be running on the same machine where and
FreeSwitch are installed or on a separate machine.

(Optional) Disable port 80 on the server.
Run the hfs.exe program.

Under Menu, select IP Address.

o @D

Select the corresponding IP address.
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= HFS ~ HTTP File Server L2

E] Menw | 1) Po 20 | &3
+ self Test
Show bandwidth graph
Other aptions
Upload
Start/Exit
Limits

Tray icons

IP address
Updates
W Donate!
~J Load fie system... Cti+0

b Save fie system...  Ctl+s
X Clear fle system

Save oplions

Build 155
‘'ou are in E azy mode
B1.152
Log
b
»
b
3
b
b
L ER
Find externial address
Constantly search for better address Speed | Timabsit | |

L3

6. Copy the 46xxsettings.txt file to the server machine. This file can be

downloaded from t

he following link:

https://support.avaya.com/downloads/download-details.action?
contentld=C2009071016160372125345&productld=P0553

46xxsettings.txt file, do the following:
a. Enter the IP address for the server running the FreeSwitch in the SET
SIPDOMAIN field.

b. Enter 5060 i

n the SET SIPPORT field.

In the #iHHHHHH SERVER SETTINGS (SIP) ##H#HHHHH section of the

c. Enter the IP address for the server running the FreeSwitch in the SET

SIP_CONTRO

LLER_LIST field.

d. Enter the IP address for the server running the HTTP File Server in the
SET CONFIG_SERVER field.

SERVER

.1 and
and later

SETTINGS

signaling mes

later

length : 283394 lines : 6764

jn:4% col:35 sel:15]0

JuTF-8 wfo BOM
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1.17

7. Enter 0 in the SET SIPSIGNAL field.
8. Add the 46xxsettings.txt file to the hfs tool.

A Mo | 0 Pot B0 | B You are By mode
B O in bocwesan [ 7 Tmer——

Q' - & - comptw - Localmk ] -

Vil File Syt Liog Crganize » [JEdt * Bum  Rew foider
[ 12 07 35 PM Check update: failed =
| e Farvarts ead
M Oeskasp
i§ Downionds
B Rceea Pl
P T Fiename i St

Outr 00 ER | T 00BN

Fig. 34: Adding Text File

IP Phone Cisco (CP-6921)

IP Phone Cisco (CP-6921)

This section provides reference and background information for integrating the IP
Cisco CP-6921 device. For procedures and workflows, see the step-by-step
section.

The Cisco CP-6921 phone is a VolP telephone used by to make live
announcements, listen to pre-recorded messages, record audio messages, or
initiate incidents through an Interactive Voice Response (IVR) system. The phone
communicates with VolP Switch system.

Notification
Server

Cat5e
FreeSWITCH |-~ NIC —Ethernet
Cable

Cat5e
Ethernet
Cable

Software System/ ‘

Servico DS Cisco CP-6921 IP
Phone

N

The following subsections provide the user with a brief description of and how the
Internet Protocol (IP) phone is integrated.

The system can integrate with the following Voice over Internet Protocol (VolP)
phones:

e Cisco CP-6921

Polycom SoundPoint 331

Avaya 9620L

Stentofon IP Desktop Intercom Station
Stentofon IP Dual Display Intercom Station
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|__[J

NOTE:

This guide provides detailed step-by-step instructions on configuring the Cisco
CP-6921 IP phone. For information on configuring the other supported VolP
phones, refer to the respective VolP phone integration guide.

IP Phone Cisco (CP-6921)

This section provides additional procedures related to IP Phone Cisco (CP-6921).

Installing IP Phone Cisco (CP-6921)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites

e Cisco CP-6921 IP phone with bundled accessories

e Software Version - 9.4.1.3

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Cisco.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Cisco.

Configuring IP Phone Cisco (CP-6921)

After mounting and wiring the IP phone, configure the phone to communicate with
the software PBX included with .

Prerequisites

1. Install the Trivial File Transfer Protocol (TFTP) Server on the host machine (the
same server where is installed).

2. Set up a directory containing the files that will be used by the TFTP Server to
transfer configuration to the phone. The TFTP server should use this directory
in the setup. For example, C:\Program Files\Tftpd64. The required files are
dialplan.xml and SEPxxxxxxxxxxxx.cnf.xml (where xxxxxxxxxxxx is the
phone's MAC address).

Configuring the SEPxxxxxxxxxxxx.cnf.xml File
1. Open the SEPxxxxxxxxxxxx.cnf.xml file.

2. In the <callManager> section, do the following:
a. Enter the IP address for the Server running the FreeSwitch in the <name>
field.
b. Set the <sipPort> field to 5060.
c. Enter the IP address for the Server running the FreeSwitch in the
<processNodeName> field.

3. Select <sipProfile>, in the <sipProxies> section, do the following:
a. In the <backupProxy>, <emergencyProxy>, and <outboundProxy> fields,
enter the IP address for the Server running FreeSwitch.
b. Set the <backupProxyPort>, <emergencyProxyPort>, and
<outboundProxyPort> fields to 5060.
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=l SEPSCAABASBEETZ crf sl
7xml version="1.8" encodings"UTF-8" -
<device>

<name>CMLoca
<dateTemplat ¢/dateTemplate>
dard/Daylight Time</timeZone>

174/ name>
on>Freeswitch</description>

ethernetPhonePort>
dSipPort>

}/processhiodeName>

[=Xtensible Markup Language file length : 7219 Ines: 211 ln:36 Col:13 Sel:0 Dos'\Windows AMS] 35 UTF-8 INS

4. In the <phoneLabel> field, enter the FreeSwitch extension assigned to the
Cisco CP-6921 IP phone.

5. Inthe <sipLines> section, do the following:
a. Enter the FreeSwitch extension assigned to the Cisco CP-6921 IP phone in
the <featureLabel> field.
b. Enter the IP address for the server running the FreeSwitch in the <proxy>
field.
c. Enter the FreeSwitch extension assigned to the Cisco CP-6921 IP phone in
the <name>, <displayName>, <authName>, and <contact> fields.
d. Enter the password of the FreeSwitch extension assigned to the Cisco
CP-6921 IP phone in the <authPassword> field.
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[5) SEP5SCA48AIBEST2 crf i
utofBand>avt</dtmfOutofBan
sePrimeLine>fa /alway PrimelLine>
il>false</alwaysUsePrimeLineVoiceMail>

sghaiting>
15000</offhookToFirstDigitTimer>

ntPeriodBetweenCallWaitingBurs
ablelLocalSpeedDialConfig>

<sipLi

sageWaitinglLampPolicy>
sageshumber>5555</messageshumber>
SettingIdle ringSettingIdl
ingSettingActive>

<callerName>true</callerName>
<callerNumber>fals allerNumber:>
<redirectedNumber> se</redirectedNumber:
<dialedNumbe edNumber>

ine button
<featurelID: eaturelD>
Speed Di
<speedDialNumber>1234 peedDialNumber:>

=Xtensible Markup Language file length : 7219 lines : 211 Ln: 101 Col:1 Sel:0 NS

6. Save the SEPxxxxxxxxxxxx.cnf.xml file.

1.18 IP Phone Polycom (Soundpoint 331)

IP Phone Polycom (Soundpoint 331)

This section contains general reference information about Notification and how the
Polycom (Soundpoint 331) Internet Protocol (IP) phone is integrated. For
procedures and workflows, see step-by-step section.

The Polycom Soundpoint 331 phone is a VolP telephone used by to make live
announcements, listen to pre-recorded messages and record audio messages.
The phone communicates with ‘s VolP Switch system.

The IP Phone and allow the use of SSL through certificates. This is an optional
configuration, but is recommended to prevent unwanted access or attacks from
outside parties. The use of SSL certificates provide authentication, encryption, and
integrity checking between and the IP Phone.
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The system can integrate with the following Voice over Internet Protocol (VolP)
phones:

Polycom SoundPoint 331

Cisco CP-6921

Avaya 9620L

Stentofon IP Desktop Intercom Station
Stentofon IP Dual Display Intercom Station
Provisioning Phone and Updating Software

Before configuring the IP phone, the recommendation for the user is to obtain the
phone build configuration information. This data can be accessed through web
interface after properly setting up the network configuration on the phone (once the
phone IP address is known). The default user name and password are Admin and
456 respectively.

NOTE: For phones running on older software versions, the default user name is
Polycom.

The following image provides the details of an IP phone running on an old software
version:

POLYCOM SoundPoint IP Configuratio

Home General Network Sip Lines

Welcome to the SoundPoint IP Configuration Utility.

Select an area to configure from the menu above.

Phone Information

Phone Model | SoundPoint IP 331
Part Number | 2345-12365-001 Rev. 1
MAC Address | 00:04:F2:4AD4.:8F
IP Address | 192.168.1.194
SIP Software Version | 3.3.3.0069
BootROM Software Version | 4.3.1.0440

The following image provides the details of an IP phone running on a new software
version:
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Polycom | SoundPoint IP 331

Home Simple Setup Preferences Settings Diagnostics Utilities

Home

Phone Information

Phone Model SoundPoint IP 331

Part Number 2345-12365-001 Rev:B
MAC Address 00:04:F2:3E:57:9D

IF Address 192.168.1.101

UC Software Version 4.1.1.0260

BootROM Software Version 5.1.0.85063

VIEWS

To set up the IP phone, follow the Polycom’s Provisioning Guide located at https://
support.polycom.com/content/dam/polycom-support/products/voice/
soundpointip/user/en/provisioning-guide-phones-ucs-4-0-1.pdf.

The Polycom SoundPoint IP 331phone may have an old version of the SIP
software. If the phone has a SIP software version prior to 4.0.1 (for example,
3.3.3.x), then there is a special procedure to update the software. This procedure
provides instructions to upgrade to 4.0.1. Refer to the document located at https://
support.polycom.com/content/dam/polycom-support/products/Voice/
polycom_uc/other-documents/en/
Upgrade_Downgrade_UCS_v4_0_0_EA64731.pdf.

To set up the Provisioning Server (FTP Server) to update the software to the
phone, refer to the Setting Up the Provisioning Server section of the document
located at the following link.

https://support.polycom.com/content/dam/polycom-support/products/voice/
soundstation-ip-series/user/en/uc-ag-4--0--5.pdf.

The provisioning server may be set up on the same machine where is installed but
in this configuration the phone should be assigned to a fixed IP (not a DHCP). If
the phone is set up for DHCP, it is better to use the provisioning server on the
same machine as the DHCP server.

The TFTP Server (tftpd64) was used in the verification. Appropriate setting on the
phone should be selected to match the server type. Also, ensure that only TFTP
related services are enabled in the TFTP tool and other services. For example,
DHCP, Syslog are disabled unless they are needed.

The SIP Server address is the address of the machine where is installed. It is the
same as the address of the provisioning boot server if the same machine is used
for both purposes.

The steps for setting up provisioning boot server information to the phone may be
done through the web interface or on the phone.

An XML editor may be replaced with a regular text editor assuming the user is
familiar with the XML file fields.

IP Phone Polycom (Soundpoint 331)

This section provides additional procedures related to Polycom (Soundpoint 331)
Internet Protocol (IP) phone.

For workflows, see the step-by-step section.
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Installing IP Phone Polycom (Soundpoint 331)

This section provides information on mounting hardware and wiring/connection
details for the device.

Prerequisites

Polycom SoundPoint IP 331 with bundled accessories

Polycom Unified Communications Software (UCS) v4.1.1, installed on the
Polycom 331

OPTIONAL: CA Certificate in X.509 format with Privacy Enhanced Email (PEM)
extension. This is only required if configuring the IP phone with the Transport
Layer Security (TLS). Certificates are to be obtained from the site's IT
administrator. Siemens and Polycom will not supply security certificates.

Mechanical Installation

For mechanical installation and setup, follow the instructions on the Polycom
SoundPoint IP 321/331/335 Quick Start Guide.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions on the Polycom SoundPoint IP 321/331/335 Quick Start
Guide.

Configuring TLS/SSL

> CA Certificate in X.509 format with Privacy Enhanced Email (PEM) extension.

> HTTP website to host the CA certificate. The CA certificate can only be
uploaded to the IP phone through a HTTP website.

1. From the home page, select Settings > Network > TLS.

2. Selectr the Certificate Configuration section.

3. Select CA Certificates.

4. Select the Platform CA 1, enter the HTTP address where the IP Phone will

download the CA certificate from and click Install.

NOTE: The HTTP address should contain the full path to the certificate
including the certificate name. For example, http://website_ip_address/
certificate_folder/myCA.pem.
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| Certificate Configuration
@ CA Certificates () Device Certificates
_ Common Name(MD5 Fingerprint) -.
Platform CA 1 MMSCA(73:50:68:6930:05:CE:EB:D1:53:68:93:AA 7B:65:C2) Install
Platform CA 2 Install
Application CA 1 Install
Application CA 2 Install
Application CA 3 Install
Application CA 4 Install
Application CA 5 Install
Application CA 6 Install
Remove
oot o =S

5. Select TLS Profiles, verify that Default is selected from the Type for all Profile
Names. Platform 1 or Platform CA 1 should be selected for the CA certificate.
The Platform Credential 1 should be selected for Device Credentials.
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| TLS Profiles

Platform
Profile 1

Platform
Profile 2

Application
Profile 1

Application
Profile 2

Application
Profile 3

Application
Profile 4

Application
Profile 5

Application
Profile &

Profile Cipher Suite Certificate
Name Configuration

CA Certificate | Device Credentials

Default = ALLIDHILOW:EXP:IMDE@STH Platform 1 + Platform Credential 1 -
Default = ALLIDHILOW:IEXPIMDE&@STH  Platform 1 * Platform Credential 1 -
Default + ALLIDHILOWIEXP:IMDE@STR |DefaultCertlist «| Platform Credential1
Platform CA 1
Platform CA 2 52
Defgult = ALLIDHILOWIEXFIMDE@STR [Default Certlist | Platform Credential 1 =
Platform CA 1
Platform CA 2 v
Default = ALLIDHILOW:IEXPIMDE@STR [DefaultCertlist  »| Plafform Credential 1
Platform CA 1
Platform CA 2 -
Default + ALLIDHILOWIEXP:IMDE@STR |DefaultCertlist «| Platform Credential1
Platform CA 1
Platform CA 2 52
Default = ALLIDHILOWIEXPIMDE@STR [Default Certlist | Platform Credential 1
Platform CA 1
Platform CA 2 *
Default = ALLIDHILOW:IEXPIMDE@STR [DefaultCertlist  »| Plafform Credential 1
Platform CA 1
Platform CA 2 -

Cancel Reset to Default View Modification=s m

6. Click Save.
7. Change the transport type to TLS.

8. Select Utilities > Reboot Phone.
NOTE: When TLS is enabled, change all SIP port numbers on the IP Phone to
5061.

1.19 IP Phone Polycom (VVX 101)

IP Phone Polycom (VVX 101)

This section contains general reference information about Notification and how the
Polycom (VVX 101) Internet Protocol (IP) phone is integrated. For procedures and
workflows, see step-by-step section.

The Polycom VVX 101 phone is a VolP telephone used by to make live

announcements, listen to pre-recorded messages and record audio messages.
The phone communicates with ‘s VolP Switch system.
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The IP Phone and allow the use of SSL through certificates. This is an optional
configuration, but is recommended to prevent unwanted access or attacks from
outside parties. The use of SSL certificates provide authentication, encryption, and
integrity checking between and the IP Phone.

Notification
Server
Catbe
FreeSWITCH |- NIC [—Ethernet
Cable
Catbe
Ethernet
Cable
Software System/ ‘
Service Device Polycom
VVX 101
Phone
Hardware Port
N

The system can integrate with the following Voice over Internet Protocol (VolP)
phones:

Polycom VVX 101

Polycom SoundPoint 331

Cisco CP-6921

Avaya 9620L

Stentofon IP Desktop Intercom Station
Stentofon IP Dual Display Intercom Station
Provisioning Phone and Updating Software

Before configuring the IP phone, the recommendation for the user is to obtain the
phone build configuration information. This data can be accessed through web
interface after properly setting up the network configuration on the phone (once the
phone IP address is known). The default user name and password are Admin and
456 respectively.

The following image provides the details of an IP phone running on a new software
version:

e

Polycom | vvx 101

Home simple Setup Preferences Settings Diagnostics Utilities

Home

Phone Information

Phone Model VX 101

Part Number 3111-40250-001 Rev:A
MAC Address 64:16:7F:80:BC:52

1P Address 172.17.10.165

UC Software Version 5.4.0.5841

Updater Version 5.6.0.8213

A6V12131888_en_b_51
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To set up the IP Phone, refer the document located at following link. Also to set up
provisioning Server (FTP Server) to update the software to the phone, refer to the
Setting Up the Provisioning Server section of the document located at the following
link.

https://www.polycom.fr/content/dam/polycom-support/products/Voice/
business_media_phones/user/en/uc-admin-5-4-1.pdf

The provisioning server may be set up on the same machine where is installed but
in this configuration the phone should be assigned to a fixed IP (not a DHCP). If
the phone is set up for DHCP, it is better to use the provisioning server on the
same machine as the DHCP server.

The TFTP Server (tftpd64) was used in the verification. Appropriate setting on the
phone should be selected to match the server type. Also, ensure that only TFTP
related services are enabled in the TFTP tool and other services. For example,
DHCP, Syslog are disabled unless they are needed.

The SIP Server address is the address of the machine where is installed. It is the
same as the address of the provisioning boot server if the same machine is used
for both purposes.

The steps for setting up provisioning boot server information to the phone may be
done through the web interface or on the phone.

An XML editor may be replaced with a regular text editor assuming the user is
familiar with the XML file fields.

IP Phone Polycom (VVX 101)

This section contains additional procedures related to Polycom (VVX 101) Internet
Protocol (IP) phone.

For workflows, see the step-by-step section.

Installing IP Phone Polycom (VVX 101)

This section provides information on mounting hardware and wiring/connection
details for the device.

Prerequisites
e Polycom VVX 101 with bundled accessories

e Polycom Unified Communications Software (UCS) v4.1.1, installed on the
Polycom VVX 101

e OPTIONAL: CA Certificate in X.509 format with Privacy Enhanced Email (PEM)
extension. This is only required if configuring the IP phone with the Transport
Layer Security (TLS). Certificates are to be obtained from the site's IT
administrator. Siemens and Polycom will not supply security certificates.

Mechanical Installation

For mechanical installation and setup, follow the instructions on the Polycom VVX
101 Quick Start Guide.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions on the Polycom VVX 101 Quick Start Guide.

1.20 IP Phone Stentofon (IP Desktop Intercom
Station)
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IP Phone Stentofon (IP Desktop Intercom Station)

This section provides reference and background information for integrating IP
Phone Stentofon (IP Desktop Intercom Station) phone. For procedures and
workflows, see step-by-step section.

The Stentofon IP Desktop Intercom Station is a VolP telephone used by to make
live announcements, listen to pre-recorded messages, record audio messages, or
initiate incidents through an Interactive Voice Response (IVR) system. The phone
communicates with VolP Switch system.
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System/
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The system can integrate with the following Voice over Internet Protocol (VolP)
phones:

e Stentofon IP Desktop Intercom Station
Cisco CP-6921

Polycom SoundPoint 331

Avaya 9620L

Stentofon IP Dual Display Intercom Station

IP Phone Stentofon (IP Desktop Intercom Station)

This section provides additional procedures for integrating IP Phone Stentofon (IP
Desktop Intercom Station) phone.

For workflows, see the step-by-step section.

Installing IP Phone Stentofon (IP Desktop Intercom Station)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites

e Stentofon IP Desktop Intercom Station (Manufacturer ltem #1008000000.0102)
with bundled accessories

e Software Version - 02.03.3.3

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Stentofon.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Stentofon.

A6V12131888_en_b_51
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Configuring IP Address
For determining how the IP address is assigned to the phone, do the following:

1. Press Menu > Setup > Sel on the phone.

!,!I.I_. I I_ — e e

2. Enter the password in the Enter password field. The default password is 1851.

3. Press OK.

4. Select Station Info and press Sel.

= The IP address is displayed in the IP field.
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1.21 IP Phone Stentofon (IP Dual Display Intercom

Station)

IP Phone Stentofon (IP Dual Display Intercom Station)

This section provides reference and background information for integrating the IP
Phone Stentofon (IP Dual Display Intercom Station) phone. For procedures and
workflows, see step-by-step section.

The Stentofon IP Dual Display Intercom Station is a VolIP telephone used by to
make live announcements, listen to pre-recorded messages, record audio
messages, or initiate incidents through an Interactive Voice Response (IVR)
system. The phone communicates with ‘s VolP Switch system.
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Software System/
Service Device

Hardware Port

The system can integrate with the following Voice over Internet Protocol (VolP)
phones:

e Stentofon IP Dual Display Intercom Station
Cisco CP-6921

Polycom SoundPoint 331

Avaya 9620L

Stentofon IP Desktop Intercom Station

IP Phone Stentofon (IP Dual Display Intercom Station)

This section provides additional procedures for integrating the IP Phone Stentofon
(IP Dual Display Intercom Station) phone.

For workflows, see the step-by-step section.

ABV12131888_en_b_51
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Installing IP Phone Stentofon (IP Dual Display Intercom Station)

This section provides information on mounting the hardware and wiring /
connection details for the device.

Prerequisites

e Stentofon IP Dual Display Station (Manufacturer Item #1008007000.0200) with
bundled accessories

e Software Version - 02.03.3.3

Mechanical Installation

For mechanical installation and setup, follow the instructions mentioned in the
installation manual provided by Stentofon.

Electrical Installation

For electrical installation and setup, including power and Ethernet connections,
follow the instructions mentioned in the installation manual provided by Stentofon.

Configuring IP Address
For determining how the IP address is assigned to the phone, do the following:

1. Press Menu > Setup > Sel on the phone.

2. Enter the password in the Enter password field. The default password is 1851.

3. Press OK.

4. Select Station Info and press Sel.
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1.22

= The IP address is displayed in the IP field.

Fig. 35: IP Address of Stentofon IP Dual Display Station

Manually Importing Device Support Libraries

Manually Importing Device Support Libraries

Perform the following steps if the Device Support Libraries are not imported
automatically by the system.

>
1.
2.

System Manager is in Engineering mode.

In System Browser, select Management View.
Select Project > System Settings > Libraries.
= The Library Configurator tab displays.
Click Import.

= The Import Libraries dialog box displays.

Select GMSMainProject > Libraries > Exports to import an already existing
library, or browse to the location where the library file is located.

= A list of libraries display.

Select the library file to add.

NOTE 1: Select all the device specific .gms files with naming format
MassNotification_[DeviceType]_HQ_1.gms.

NOTE 2: It is not recommended to import

ABV12131888_en_b_51
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MassNotification_Common_HQ_1.gms,
MassNotification_CommonTelephony_HQ_1.gms, and
(MassNotification_[DeviceType]_OM_HQ_1.gms) libraries as System
automatically imports these libraries.

Click Open.

= The library is imported.
NOTE: Manually Importing Device Support Libraries is applicable for all the
devices.

o

1.23 Media Controller Device

Media Controller Device

This section provides additional procedures for integrating the Media Controller
device.

For workflows, see the step-by-step section.
Configuring Media Controller Device

Certificate Creation From System Management Console

To establish a secure communication between the Media Controller device and the
Web Server, certificates need to be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

1. Create a root certificate Windows store based (.pfx and .cer).
2. Using that root certificate, create a host certificate Windows store based (.pfx).

Create a Root Certificate (.pfx)

1. Double-click SMC E or right-click SMC E and select the Run as
administrator option.
= The System Management Console window displays.

2. Inthe Console tree, select the Certificate node.
= The Certificates tab displays.
3. Click Create Certificate ¥ |4 and then select Create ROOT Certificate (.pfx)

)

et

= The ROOT Certificate Information expander displays.

¥ ROOT Certificate Information

Certificate file name (pT)  RootPFYCertificatel Certificate password [pfx): 4

Certificate file name (.Cer  RootPF¥CerFilel Confirm password: .

Path: C:\Certificates Browse...

Expiration: 71442025 n 3650 : Days

Subject name: RootPFXCertificatedFeb City / district: Pune
Department: SET State / province: Maharashtra
Crganization: Siemens Country code: N

4. In the ROOT Certificate Information section, provide the details as follows:

222 | 470

A6V12131888_en_b_51



MNS Supported Physical Device Configurations
Media Controller Device

g

— (Mandatory field) Enter the Certificate file name (.pfx).

— (Mandatory field) Enter the Certificate file name (.cer).

— (Mandatory field) Enter the Certificate password (.pfx) and confirm the
corresponding password.

— (Mandatory field) Browse for the location to store the root certificate on the
disk. By default, the path of the last-created root certificate is selected.

— Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

— Enter the following information about the subject:
a) (Mandatory field) Subject name: (default) GMS Root Certificate
b) (Optional field) Department
c) (Optional field) Organization
d) (Optional field) City / district
e) (Optional field) State / province
f) (Optional field) Country code (only two characters)

Click Save H to initiate root certificate creation.

If confirmed, the data entered during the root certificate creation is validated
and on successful root certificate creation, two new root certificate files, one
with .pfx extension and another with .cer extension, are created at the specified
location on the disk.

NOTE 1:

When a root certificate is created for the first time, all the fields are blank. For
all subsequent root certificate creation (.pfx or .pem based), by default, the last
created root certificate information for some fields, such as Path, Organization
displays.

NOTE 2:

The root certificate (.pfx file) is used to create a host certificate (.pfx file).
NOTE 3:

The Subject name should not be set as the full computer name because the
host certificate's Subject name is required to be set as the full computer name
and the host and root certificate's Subject name cannot be same, otherwise
the Client/Server communication does not work.

NOTE 4:

After the root certificate is imported, the Subject name appears in the Issued
To field of the Windows Certificate store. Provide a unique Subject name. If
multiple root certificates are created with the default Subject name (GMS Root
Certificate), identifying and selecting the correct root certificate from the
Windows Certificate store would be difficult.

NOTE 5:

Create multiple host certificates using one root certificate (.pfx file).

Create a Host Certificate (.pfx)

>

The user must have the root certificate (.pfx file) and the password with which a
host (.pfx) certificate needs to be created.

Double-click % or right-click SMC % and select the Run as administrator
option.
= The System Management Console window displays.

In the Console tree, select the Certificate node.
= The Certificates tab displays.
Click Create Certificate ¥ 4 and then select Create Host Certificate (.pfx)

L+

= The Host Certificate Information expander displays.

A6V12131888_en_b_51
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¥ Host Certificate Information

Root certificate: C\Certificates\RootPFX Certificatel pix Root certificate password: o

Certificate file name (pf)i  HostPFXCertificatel Certificate password (pfx):

Certificate file name {.cerk  HostPFXCerFilel Confirm password: .

Path: Ch\Certificates

Expiration: 7/5/2021 2150 * Days

Subject name: gt # . - City / district: Bune
Department: SET State / province: Maharashtra
Organization: Siemens Country code: M

4. In the Host Certificate Information expander, do the following:

— Browse for the Root certificate (.pfx file) from the disk. By default, the last
created root certificate (.pfx file) is selected.

— (Mandatory field) Enter the Root certificate password.

— (Mandatory field) Enter the Certificate file name (.pfx) of the host
certificate.

— (Mandatory field) Enter the Certificate password (.pfx) for the host
certificate and confirm the corresponding password.

— (Mandatory field) Enter the Certificate file name (.cer) of the host
certificate.

— (Mandatory field) Browse for the location to store the certificate on the disk.
By default, the path of the last-created root certificate is selected.

— Set the Expiration (validity period) duration in days. By default, the
certificate expires after 2190 days.

— Enter the following information about the subject:
a) (Mandatory field) Subject name: (default) the Full computer name of the
host machine (including the domain name if the host machine is in a
domain), for example, ABCXY022PC.dom01.company.net. However,
change this according to where this host certificate will be imported or
used.
b) (Optional field) Department
c) (Optional field) Organization
d) (Optional field) City / district
e) (Optional field) State / province
f) (Optional field) Country code (only two characters)

5. Click Save B to initiate the file (.pfx) based host certificate creation.
= A message displays if the Subject name of the host certificate is same as
that of its root certificate.

6. Click OK.

Click Save B to initiate the file (.pfx) based host certificate creation.

N

= The data entered during certificate creation, is validated and on successful
certificate creation, the two new host certificate files, one with extension .pfx
and another with extension .cer, are created at the specified location on the
disk.
NOTE 1:
By default, the subject's identifier information (except for the Subject name) is
pre-populated with the information of the last root certificate subject.
NOTE 2:
The Subject name of the host certificate must not be the same as the Subject
name of its root certificate.
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Importing a Root Certificate in the Windows Store
The following procedure applies only to importing certificates using the SMC. For

the non-SMC workstations, import the root certificate (.cer file) using Microsoft
Management Console (MMC 3.0).

1. Double-click % or right-click SMC % and select the Run as administrator
option.
= The System Management Console window displays.

2. Inthe Console tree, select the Certificate node.
= The Certificates tab displays.

3. Click Import Certificate t .
= The Import Certificate expander displays.

4. In the Import Certificate expander, do the following:

— In the Certificate type field, select the Root certificate option.

— In the Certificate field, click Browse and select the Certificate file. Import
the appropriate certificate for the selected Certificate type to be able to use
them. SMC displays a message if the selected certificate does not match
the selected Certificate type.

To import the root certificate , import the root certificate (.cer file) of the
root .pfx certificate.

— (Optional) Clear the Set as default check box, if the selected certificate is
not needed to be set as default. By default, the Set as default check box is
selected, if the selected Certificate type is not already set as default.

Click Save [ .

= The selected certificate is imported successfully in the certificate store.
The Certificate Type - Root Certificate is imported in the Store location,
Local machine Certificates and User Certificates > Trusted Root
Certificate Authorities.

O

Website Creation

The media works in conjunction with a HTTPS Web Server. The media controller
downloads all content from an accessible HTTPS server.

Media Controller - Device Engineering

This section provides the steps necessary to configure a device.

Before the BrightSign device can play media content on the flat panel display, the
device needs to be configured to connect to a HTTPS website. To connect
securely to a website, the media controller needs to be preloaded with the
Certificate Authority (CA) of that website. This allows the media controller to
establish a trusted connection with the website so that media can be downloaded.

Media Controller Device Set Up

This section describes the setup process for the Media Controller device on a
server or a dedicated Web Server.
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Notification Server

1. Select (Installation Drive): > GMSProjects > GMSMainProject > bin >
MNSTools > MediaController folder.

2. Double-click the MediaControllerSetup.exe or right-click the
MediaControllerSetup.exe and select the option Run as administrator.

= The Media Controller Setup dialog box displays.

[ Media Controller Setup =0T
Web Server Configuration | Device Configuration |
Import Host Certificate
Certificate file: ChCertificates\HostPEXCertificate L pfx I_I
Password: -
[ Import
Configuration Web Site
Selectwebsite: | MNSMediaStore x|
Marme: | MNSMediaStore |
Physical path: | DAMNSMediaStore | -]
Certificate: LT e gt L e e u
IP address: whe IR T hd
HTTPS port: 443
Host name: [ (ML qun il LAttt B O -
Configure Web Site ||  Test Web Site

3. Select the Device Configuration tab.
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@Media Controller Setup EI =] @

| Web Server Configuration | Device Configuration

Device Settings

Device name: MediaControllerDevice

Web site URL: hittps:f 447

Content URL: hittps:s A7/ AlCantent

Device URL: https:f 447/ DeviceContent/MediaControllerDevic
Tirne zone: [EST: US Eastern Time V]
Time server: poolntp.crg (Global) -

Root certificate file:  Cih\Certificates\RootPFXCertificate.cer E]
Metwork Settings

Static [P address:
Subnet mask:
Gateway [P address:
Preferred DMNS sever:

Alternate DMS sever:

Cutput folder: D\MediaControllerSetup [:]

) Use DHCP @ Use stafic IP address

Generate

Please provide certificate

4. Inthe Device Settings section, do the following:

In the Device name field, enter the folder name for the device. This name
is used to access the device. For example, MediaControllerDevice.
NOTE: The Media Controller Setup utility automatically creates a folder
named DeviceContent in the website folder. For example if the name of
the website folder is MNSMediaStore and if the physical path of this folder
is D:\MNSMediaStore, then the Media Controller Setup utility will create
the DeviceContent folder inside the MNSMediaStore folder and the
physical path of the DeviceContent folder will be D:
\MNSMediaStore\DeviceContent. Create a folder of the same name as
specified in the Device name field in the DeviceContent folder manually.
For example, a folder named MediaControllerDevice at the location D:
\MNSMediaStore\DeviceContent\MediaControllerDevice. The media
controller will download the content in this folder.

The Website URL field is automatically populated with the URL of the
website configured in the Web Server Configuration tab. For example,
https://[[IPAdress]:[PortName]

The Content URL field is automatically populated with the URL of the
Content folder from which the media controller downloads the media
content. For example, https://[[IPAdress]:[PortName]/AllContent
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NOTE: This Content URL must be specified in the Media Storage Web
Folder URL field of the System Configuration (Field Network and Device)

section. Click [% to copy the Content URL.

The Device URL field is automatically populated with the URL of the
Device folder from where the media controller downloads the content. The
name specified in the Device name field is used as the name of the Device
folder by the Media Controller Setup utility. For example, https://
[IPAdress]:[PortName]/DeviceContent/MediaControllerDevice

NOTE 1: Ensure that the folder with the same name as specified in the
Device name field is present in the DeviceContent folder, otherwise the
media controller will not be able to download the content. For example,
MediaControllerDevice.

NOTE 2: This Device URL must be specified in the Web Server Link field

of the Device Configuration Properties section. Click [% to copy the
Device URL.

Select the time zone from the Time zone drop-down list.

Select the time server from the Time server drop-down list.

NOTE: The above is a prerequisite for the device to have the right time set
so that the device can securely download content from the website.

In the Root certificate file field, click [ = and select the Root certificate
(-cer).

NOTE: The Media Controller Setup utility allows the import of Root
certificate (.crt) and Root certificate (.pem) also.

In the Network Settings section, do the following:

Select the Use DHCP option if the device needs to be set in DHCP mode.
If selected the other fields cannot be edited, but can be ignored.

= A message displays if the Use DHCP option is selected.
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@ Media Controller Setup [ — ﬂj

| Web Server Configuration | Device Configuration

Device Settings

Device name: MediaControllerDevice

Web site URL: https:// e 7 447

Content URL: https:// 258 288290 A4T/AlContent

Device URL: it R 447/ DeviceContent/MediaControllerDevice
Time zone: [EST: U5 Eastern Time V]
Time server: poolntp.crg (Global) -
Root certificate file: ChCertificates\RootPFXCerFilel.cer E]
Metwork Settings

@ Use DHCP ) Use static IP address

reserved IP addresses to each device so that IP addresses do not change

@ The use of DHCP requires that the DHCP server is configured to assign
after initial configuration.

Cutput folder: DiMediaControllerSetup E]

Generate

— Select the Use static IP address option if the device needs to be
configured with a static IP address. Ensure that the remaining fields under
network settings are filled out if this option is selected.

— For static IP address option, enter the following data in the respective
fields:

a) In the Static IP address field, enter the IP address to be used for the
device. Ensure that there are no IP address conflicts.

NOTE: For more details on Network Settings, see the --- MISSING LINK ---
section.

b) In the Subnet mask field, enter value for the subnet mask. The value for
the subnet mask can be obtained by executing the ipconfig command in
the command prompt.

NOTE: In the case of website being on a different machine other than the
server, enter the subnet mask of the machine on which the corresponding
website is present.

c) In the Gateway IP address field, enter the value for the IP address of
the gateway. The value for the subnet mask can be obtained by executing
the ipconfig command in the command prompt.

NOTE: In the case of website being on a different machine other than the
server, enter the Gateway IP Address of the machine on which the
corresponding website is present.

d) [Optional] In the Preferred DNS server field, enter the value for the
preferred DNS server. The value for the preferred DNS server can be
obtained by executing the ipconfig command in the command prompt.
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e) [Optional] In the Alternate DNS server field, enter the value for alternate
DNS server. The value for the alternate DNS server can be obtained by
executing the ipconfig command in the command prompt.

In the Output folder field, click [ __

6.
= The Browse For Folder dialog box displays.

7. Select the location where the setup files need to be copied. It is recommended
to select the SD card which will be loaded into the media controller.

8. Click Generate to create the setup files.

= Upon successful generation of the Device Setup files, a message
Configuration is generated displays at the bottom of the Media
Controller Setup dialog box.

o) = =

@ Media Contraller Setup

| Web Server Configuratien | Device Configuration

Device Settings

Cevice name:

Web site URL:
Content URL:
Device URL:
Time zone:

Time server:

Root certificate file:

Metwork Settings

Static IP address:
Subnet mask:
Gateway [P address:
Preferred DMS sever:

Alternate DMNS sever

Output folder:

MediaControllerDevice

https:/f 447
https:/ A47/alCantent
https:/f 447/ DeviceContent/MediaControllerDevic

[EST: LI5S Eastern Time

7

-

[

poolntp.org (Global)

ChCertificates\RootPFXCertificate.cer

) Use DHCPE @ Use static IP address

DiMediaContrellerSetup

Generate

Configuration is generated

9. Once generation is complete, ensure that the files and folders listed in the
following image are available on the SD card.
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i SD Card iy =] e
@ | ~socad - v |Z3 | search s Card 2
Organize *  Includeinlibrary +  Sharewith = Mew Folder R m @
i Favotites 21 Mame + | Date modified | Type
Bl Desktop
i‘ Dovnloads .. brightsign-dumps 41512013 5:09 AM File Folder
'Ef.' Recent Flaces | CErts 41512013 8:10 AM File Folder
L. pool 41512013 8:09 Al File Folder
il Libraries || autarun.brs 2i22{2013 8:23 &AM BRS File
@ Documents 2] current-sync,xml 41512013 8:09 AM %ML Daocument
J’ Tsic =
[E5] Pictures
E Yideos
1% Computer |4l | _’I
l 5 items

10. Verify that the Root certificate is available under the certs folder. Connection
to the website is not possible without this certificate.

Web Server Installed on a Machine Other Than Notification
Server

Do the following if 1IS is installed on a different server than the server on which is
installed.

> Ensure that the Media Controller device and the Web Server are in the same
network (same IP range).

> The certificates for the Web Server configuration should be created through
SMC as per the steps mentioned in the Creating a Root Certificate (.pfx) and
the Creating a Host Certificate (.pfx) sections. The details of the Web Server,
for example, the full computer name including the domain name if the Web
Server is in a domain, must be entered in the corresponding fields of the
certificates.

1. Store the certificates in a .zip file and copy the corresponding .zip file to the
Web Server.

2. After copying the .zip file, import the root certificate (.cer file) using the
Microsoft Management Console (mmc.exe) by performing the following tasks:

— Open the Windows Start Menu and enter mmc.exe in the Search
programs and files field.

Programs (1)
|ﬁ MMC.exe

p See more results

[mmecexe | % | lShuidmn | » l
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— Right-click the mmc.exe and select the option Run as administrator.
= The Console Root dialog box displays.

@ Consolel - [Console Root] b= e
f@ File Action View Favorites Window Help (= [=]x]
=B = 1E
|5 Console Root | Name Actions
There are no items _
to show in this view. More Actions 14
4 it r
3. Select File > Add/Remove Snap-in.
& Consolel - [Console Roo] =i
f@| File | Action View Favorites Window Help NEE
£ MNew Ctrl+N
F_c Open... Ctrl+0 Acti
O Save Ctrl+S
Save As.. items | et RO s
Jis view. More Actions 4
| Add/Remove Snap-in... Ctrl+M

Options...

1 CA\Windows\...\services.msc

2 CA\Windows\system32\WF.msc
3 5QLServerManagerl2.msc

4 CA\Windows\,...\compmgmt.msc

Exit

1 L)

Changes the options for the user and/or the snap-in console.

= The Add or Remove Snap-ins dialog box displays.
4. Select Certificates and click Add.
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Add or Remove Snap-ins

Available snap-ins:

Snap-in

;ﬂ ActiveX Control
Authorization Manager

Certificates

s Component Services

EJ Computer Managem...

4 Device Manager

=4 Disk Management

g Event Viewer

[ Folder

:EJ Group Folicy Object ...

E@Internet Informatio. ..

&, 1P Security Monitor

& 1P Security Policy M...

Vendaor

»

Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

m

Microsoft Cor...
Microsoft Cor...
Microsaft Cor...
Microsoft and...

Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:

ﬁ Console Root

Description:

Edit Extensions. ..
Remove

Mowve Up
Move Down

Advanced...

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

ok J[ conel

= The Certificates snap-in dialog box displays.

5. Select Computer account option and click Next.

Certificates snap-in

S

() My user account

() Service accourt

(@ Computer account

This snap-n will always manage cerificates for:

< Back

[ Net> | [ Cancel |

= The Select Computer dialog box displays.

6. Select the Local computer: (the computer this console is running on)

option.
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Select Computer u

Select the computer you want this snap4n to manage.

Thig snap-n will always manage:

@ Local computer: the computer this console is running on)

() Another computer: | | | Erowse...

Allow the selected computer to be changed when launching from the command line. This
only applies i you save the console.

<Back || Fnmsh | [ Cancel

7. Click Finish.
8. Click OK in the Add or Remove Snap-ins dialog box.

Add or Remove Snap-ins M

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-in vendor - [ console Root Edit Extensions...
=] ActiveX Control Microsoft Cor... Eﬁ‘ Certificates (Local Computer) |T|
Auﬁ'lorization Manager Microsoft Cor... e —
@ Certificates Microsoft Cor... |E
8 Compenent Services  Microsoft Cor... | Mave Up |
@Computer Managem... Microsoft Cor...
ﬂDeuice Manager Microsoft Cor... | HoveDown |
=¥ Disk Management Microsoft and...
g Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...
_E,J’ Group Policy Object ... Microsoft Cor...
H';"'Intemet Informatio... Microsoft Cor...
.g IP Security Monitor Microsoft Cor, ..
.g P :Securityj POH.C."I M... Microsott Cor.. Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Lok [ cence

= The Certificates snap-in is added to the list of Selected snap-ins.
9. Select Console Root >Certificates (Local Computer).

10. Right-click the Trusted Root Certification Authorities option in the Logical
Store Name section and select All Tasks > Import.
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ﬁ Consolel - [Console Root\Certificates (Local Computer]]

[ @‘ Certificates (Local Computer)

@ File Action View Favorites Window Help (= [= ][]
5| x@olcd=HE
[Z] Console Root Logical Store Name

._:I Personal

& RemoteTeskropy

[ Certificate Enrollment Requests
[ Smart Card Trusted Roots
[Isms

._:I Trusted Devices

Hua Applications

4 L) 3

Contains actions that can be perfformed on the item.

= The Certificate Import Wizard dialog box displays.

11. Click Next.

[ Trusted Bont Cartification More N
[ Enterp|
gl”te"” All Tasks | Find Certificates...
Truste
[ Untrus Mew Window from Here
[ Third-
N Refresh
[ Truste res
7] Other Help

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is

a confirmation of your identity and contains information
used to protect data or to establish secure network

connections, A certificate store is the system area where

certificates are kept.

To continue, did Mext.

<Back || Mext> | [ cancel

12. The File to Import window displays. Click Browse and select the location
where the certificates are stored.
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- -
Certificate Import Wizard u

File to Import
Spedfy the file you want to impart.

File name:

i Browse... i

Mote: Mare than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (PFX,.FP13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7E)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

[{Back ][ Mext = ][Cancel

L

13. Select the root certificate (.cer file).
14. Click Open.

= The path of the certificate file displays in the File name field of the File to
Import window.

15. Click Next.
16. The Certificate Store window displays.

17. Select Place all certificates in the following store option.

236 | 470

A6V12131888_en_b_51



MNS Supported Physical Device Configurations
Media Controller Device

Certificate Import Wizard u

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse...

Learn more about certificate stores

< Back ][ Mext ][ Cancel

18. Click Next.
19. The Completing the Certificate Import Wizard window displays.
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Certificate Import Wizard ﬁ

Completing the Certificate Import
Wizard

The certificate will be imported after you didk Finish,

You have spedfied the following settings:

Certificate Store Selected by User Trusted Root Certific
Content Certificate

File Mame C:\Certificates\RootP
i 1 P

< Back ][ Finish J[ Cancel

L

20. Click Finish.
= Upon successful import of certificate, a message box displays.
21. Click OK.

= The certificate import process for the Trusted Root Certification
Authorities is complete.

22. Right-click the Intermediate Certification Authorities option in the Logical
Store Name section and select All Tasks > Import.

ﬁ Consolel - [Console Root\Certificates (Local Computer)] E@g
ﬁ File Action View Favorites Window Help —[|=| =
e 2@ o= HE
1 Console Root Logical Store Name Actions
g @ Ceitificates;(local Computer " Personal Certificates (Local Computer) -
" Trusted Root Certification Authorities More Actions »
" Enterprise Trust

ertification Authorities -
Find Certificates... L

" Trusted Publishers

" Untrusted Certificates All Tasks 3 Find Certificates...
" Third-Party Root Certifs
= Trusted People MNew Window from Here

ns 3

| Other People Refresh
| Remote Desktop

| Certificate Enrollment Help
| Smart Card Trusted Roots

ZIsMs

" Trusted Devices
1 UA Applications

4| m F

Contains actions that can be performed on the item.

= The Certificate Import Wizard dialog box displays.
23. Click Next.
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Certificate Import Wizard u

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, did: Next.

<Back || Next> | [ cancel

24. The File to Import window displays. Click Browse and select the location

where the certificates are stored.

-

Certificate Import Wizard g

File to Import
Spedfy the file you want to impart.

File name:

[ Browse... ]

Mote: Mare than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (PFX,.F13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

<Back | MNext> | | cancel |
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25. Select the root certificate (.cer file).
26. Click Open.

= The path of the certificate file displays in the File name field of the File to
Import window.

27. Click Next.
28. The Certificate Store window displays.

29. Select Place all certificates in the following store option.

Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(") Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

' Intermediate Certification Authaorities

Learn more about certificate stores

< Back ][ Mext = ][ Cancel

30. Click Next.
31. The Completing the Certificate Import Wizard window displays.
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Certificate Import Wizard ﬁ
Completing the Certificate Import
Wizard
1
- gj The certificate will be imported after you dick Finish.
‘-_.-;._Zﬂ You have spedfied the following settings:
Certificate Store Selected by User Intermediate Certificz
Content Certificate
File Mame C:\Certificates'\RootP
{
i 1 P
< Back ][ Finish ] [ Cancel
32. Click Finish.

= Upon successful import of certificate, a message box displays.
33. Click OK.

= The certificate import process for the Intermediate Certification
Authorities is complete.

34. Select (Installation Drive): > GMSProjects > GMSMainProject > bin >

MNSTools > MediaController.
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@(:)4 ) < Local Disk (C) » GMSProjects » GMSMainProject » bin » MNSTools » MediaController »

File Edit View Tools Help

Organize « Include in library = Share with - Burn Mew folder

Mame

J de-DE

i en-US

\ Logs

|| autorun-setup-https.brs

[#] Configaml

\=| HashInfo.bet

|| LastSync.dat

] libeay32.dlI

[5 logénet.config

|| log#net.dil

logo.jpg

@ MediaControllerConfigTool.zip

|§ MediaControllerHttpModulelLogd Net.config
|| Microsoft.Web.Administration.dIl

|| OpenSSL License.txt

== openssl.exe

|| ReadMe.bd

@ Siemens.Gms.Mns.ConfigurationTool MediaControllerSetup. exe

[ Siemens.Gms.Mns.ConfigurationTool.MediaControllerSetup. exe.config
|| Siemens.Gms.Mns.Drivers.MediaControllerHttpModule.dIl

] ssleay32.dll

|| System.Windows.Interactivity.dll

& | TestWehSite.html

[5 webwithoutmime.config

35. Select MediaControllerConfigTool.zip file.
36. Copy the .zip file to the dedicated Web Server.
37. Extract the content of the .zip file in a desired location.

38. Right-click the MediaControllerSetup.exe and select the option Run as
administrator.

39. For Web Server Configuration, select one of the following options:

— For creating a new website, follow the steps mentioned in Creating a New
Web Site section.

— For selecting an existing website, follow the steps mentioned in Selecting
an Existing Web Site section.

40. After the Web Server configuration, follow steps 3 to 9 of --- MISSING LINK ---
section for Device Configuration.

Device Verification of Media Controller
To verify the device IP address when configured for DHCP, do the following:

1. After loading the setup files onto the SD card using the Media Controller
Setup utility, insert the SD card into the BrightSign device and wait for five
minutes.

2. After five minutes, remove power from the BrightSign device by unplugging the
AC adapter from the device.

Remove the SD card from the device.

4. Insert the AC adapter back into the device.
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[__[J

5. When the device has booted up (approximately one to two minutes), the device
model will display on the LCD along with the MAC address, IP address, and
firmware version.

6. After verifying the IP address on the LCD, re-insert the SD card and reboot the
device.

Additional Workflows

This section of the Media Controller Device explains the customization levels,
preloading of content onto Media Controllers, network setting scenarios and
automatic switching to emergency Noaotification.

Customization Levels

Basic system libraries (such as, Headquarter > Global > Base) are provided with
the installation. Additional libraries can be imported, created or edited. How experts
can work with libraries depends on the customization level that indicates what type
of libraries authorized experts can customize (Headquarter, Zone, Region, or
Project).

The customization level displays in the Extended Operation tab of the Contextual
pane when selecting System Settings in the Management View of System
Browser. The customization level is set to Project and cannot be changed.

Dperatiol Extended Operation

System Settings

Summary Status Mormal

Customization Level Project

EventSchema

Fig. 36: Customization Level

NOTE:
If it is necessary to work with a customization level different from the Project,
contact the Customer Support center that is authorized to modify this setting.

For the allowed customization level, authorized experts can do the following:
e Edit libraries according to the following schema.

Experts Tasks

Headquarter experts Edit libraries belonging to any level (Headquarter, Zone, Region, or
Project)

Customer Support

Zone librarians Edit libraries belonging to the Zone, Region, or Project level only.

Region librarians Edit libraries belonging to the Region or Project level only.

Project engineers Edit libraries belonging to the Project level only.

e Customize libraries (create new libraries by cloning the structure of a library
from a higher to a lower library level) to better meet the customer’s needs,
according to the following schema.

Customization Level Task

Project Customize Headquarter, Zone, or Region libraries under the Project
level.
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Region Customize Headquarter or Zone libraries under the Region level.
Zone Customize only Headquarter libraries under the Zone level.
Headquarter N/A

Navigation Through Customized Libraries

By clicking any customized library-related item contained in the Extended items
tab area of the Contextual pane, the Secondary pane opens next to the Primary
pane where the Library Configurator displays the settings for the selected related
item. This workflow can be helpful for example to compare libraries data across
customizations. Customization of the library displayed in the Secondary pane is
also possible.

Preload
allows preloading of content onto Media Controllers. This scheduled activity copies

large audio and multimedia content files onto the media controllers to guarantee
timely playing of audio and multimedia messages on those devices, even when
large files are involved.

Preloading Content onto Media Controllers

> System Manager is in Engineering mode.

1. In System Browser, select Management View.

2. Select Project > System Settings > Libraries > L1-Headquarter >
Notification > Common > Media Library.

Select the Media Library tab.

d

System Manager ry T —H 1 a8 — =

+ Management View » Froject » System Settings » Libraries » L1-Headquarter » MassNatification » Common » Media Library

Library Configurator | Media Library

Vorsgemenven e -
vE | @ o i
Show Description v B Media Library Root Node
Delete Node
h I
Field Networks.
P Management System
i ivints e ]

P Client Settings
Canversion Toals
Journaling
W Libraries
W Li-Headquarter
P Global
W MassMotification
¥ Common
B Dynamic Link Provider
B External Nodes
P Functions
lcons.
B Managed Types
Media Library ¥ Browse Management
P+ MNS Alarm Table Fold
P Object Model ‘Name | Date modified | Type | size | |
P Software Options
B Symbols

1 3

s

Seelct the Browse Management expander.

Click Browse and select the folder that contains the media content.

o

Drag and drop the media content from the Browse Management expander on
to the Media Library Root Node of the Media Library expander.
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| Library Configurator

| Media Library

Object Configurator

Media Library

¥ Media Library

¥ Media Library Root Node
Desigo.wmy

Add Folder
Rename Node
Delete Node

Cut

Copy

¥ Browse Management

Name

| Date modified | Type Browse...

| size

Desigo.wmy 711472009 ATV 26246

1

7. Select Applications > Notification > Recipients

8. Select the Media Controller tab.

9. Click Add new item 7 to add preloaded content to a specific media
controller device.

System Manager
‘- Application View » Applicatiens » Mass Notification » Recipients |

[SyEEmBrousE SN R-cprents Edtor

| Media Controller Import

|Apmimmn View

n Media Controller

Qi e

|Shuw Description

T Manual navigation

¥ Applications
Address Book
Documents.
P Graphics
Log Viewer
P Logics
¥ Mass Notification
P Incident Templates
P _Notification Templates
Recipients.
Remote Notifications
P Reports
P Schedules
P Trends

System Browser

Ready

[ Files

e
o

| Media Controller

|11 ['» Media Liorary Root Node

Y [seamn

qQ

Type: | Name

M4 70 b

Items Per Page: | 10

10. Drag and drop the media file on to the Files column.
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11. Drag and drop the media controller device on to the Media Controller column.

System Manager
+ Application View » Applications » Mass Notification » Recipients
Media Controller Impor
Application View Media Controller -
Files Media Controller P Media Library Root Node
Show Description 5
anus . O Desigosamy Media Controlier Device
anusl rvigation
° G
¥ Applications
Address Book
Documents
B Graphics
Log Viewer
P Logi
v A:agslscsNoliﬂcamr\ Search M
[ In(u:]eanEmplalEs Type: | Name i
 Notification Templates
Recipients Q@  wedia Contralier Device
Remote Notifications
> Reports
P Schedules
» Trends
T — 41 /1 b phitems Per Page: [10[50
Data saved successfully,
12. For preloading the media files using the Preload feature, do the following:
a. Select Applications > Notification.
b. Select the Extended Operation tab.
c. Click Preload.
Operation Extended Operation Detailed Log
Mass Motification
m Summary Status Normal
E Server Status Reachable
@ Media Storage Rel... MNS
E Archive [ Archive |
E Freload =
Pu
@ Purge rge

= A message Preload successful displays if the content preload is
successful.

13. For preloading the media files using the Reaction feature, do the following:
a. Click the Operation button.
b. Select Applications > Logics > Reactions.
c. Drag and drop the Notification node on the Action expander under the
Output expander of the Reaction Editor tab.
d. Select Preload [Commands.Preload.Request.ExecutePreload] from the
Property drop-down list.
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Reaction Editor Object Configurator Engineering

Create new Reaction
Time and Organization Mode conditions must be true. Events Values and States conditions must be true.

I ™

¥ Output®

Delete
Discipline Type
ScopefTarget Property Command
Subdiscipline Subtype
Mass Notification (Mass [ preload [Commands. 8l | Preload [Preload] M - Al E All
‘Archive [Commands.Archive Request ExecuteArchive
Preload [Commands.Preload Request.ExecutePreload = Al = il
Purge [Commands.Purge Request ExecutePurge]
‘ 3

» Eise Action

15. Open the Triggers expander. Do the following:
a. Change the Time condition to OR.
b. Open the Time and Organization Mode expander.
c. Click Add to add a new time row and leave all values as default or enter a

time or schedule that will periodically trigger the MnsPreloadExecute
command.

Preload

> General settings

0 Time conditions must be true while events values, State conditions must be true

¥ Time and Organization Mode
» At least one row must be true

From date | To date | Time | Effective days | Organization Mode

| * * From 12:00 AM to 11:59 PM Oceurs Al days None |

» Values and States

» Output

16. Click Save As H and name the reaction Preload. For more information on
the Reaction feature, refer to the Reaction section.

Network Settings Scenarios

When configuring a secure, encrypted connection between a media controller
device and the publishing web server it is critical that the Issued to field of the
server certificate exactly matches the host name of the web server. The following
scenarios describe three common types of network environments with regards to
availability of DHCP and DNS services. Each scenario then describes how to
configure media controller devices and the network to ensure proper
communication and functioning.

Scenario #1:

The web server and media controller device reside on a network where they can
make use of DHCP and DNS servers.
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1. Configure the DHCP server reserve an |IP address for the media controller
device.

2. Configure the Field Network in as per the System Configuration (Field Network
and Device) section.

3. Create the server certificate by using the web server’s host name for the
Issued to field.

4. Configure the media controller to acquire its IP address through DHCP and use
the corresponding IP address to the web server’s hostname in web server
URLs.

Scenario #2:

The web server and media controller device reside on a private network or an
VLAN with no access to DHCP and DNS servers.

1. Configure a Windows Server machine with DHCP and DNS server roles for the
VLAN.

2. Configure the DHCP server reserve an IP address for the media controller
device.

3. Configure the Field Network in as per the System Configuration (Field Network
and Device) section.

4. Create the server certificate by using the web server’s host name for the
Issued to field.

5. Configure the media controller to acquire its IP address through DHCP and use
the corresponding IP address to the web server’s hostname in web server
URLs.

Scenario #3:

The web server and media controller device are not allowed to use a DHCP or
DNS server, and running a local DHCP and DNS server is prohibited.

1. Create the server certificate by using the web server’s IP address for the
“Issued to” field.

2. Configure the Field Network in as per the System Configuration (Field Network
and Device) section, except, use the IP addresses in place of the host names
in device addresses and web server URLSs.

3. Configure the media controller to acquire its IP address through DHCP and use
the corresponding IP address to the web server’s hostname in web server
URLs.

Automatic Switching to Emergency Notification Content From
the Default Content Using the HDMI Switch

There is a need from customers and organizations to use one LCD monitor to
show default content in normal daily operations as well as MNS alert content in
case of emergency situation. For example, the LCD monitor is configured to
actively display current facility news updates, cafeteria menu, or presentations.
When an emergency event occurs, the default contents displaying on the LCD
monitor will be automatically interrupted and MNS alert content shall be displayed
to notify and update building occupants about the situation. The default content
restores when the emergency event has been cleared.

For this purpose, an HDMI switch with the ability to assign priority level to HDMI
ports can be used. The switch must support HDMI channel prioritization. This
means, for a 2-port HDMI switch, port 1 has the higher priority and port 2 has a
lower priority. The following diagram shows a sample setup.
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LCD TV

General Server (Default [
Content)
HORL Cuat
Etherret
Media Controller
HOMI Fort L HORI Part 2
[Higher Pricrity) |Lower
Ethernet Priority]
|

HOBAL Coust
KNS Server [Emergency
Content) Ethemet HOMI Switch

[ J

This set up has been tested with the following hardware:

e StartTech 2-port HDMI Auto Switch - 1080p VS221HDQ
e Media Controller - BrightSign 4K1042

e LCD TV - Samsung 400FP-3

Steps to configure to utilize the HDMI switch for automatic content switching:

1. To configure the StarTech 2-Port HDMI Switch VS221HDQ, do the following:
a. EDID port selection switch - 1 (off)
b. Mode selection switch - 3 (Priority Mode)

2. Connect the default content source output to HDMI Switch Port #2 (lower
priority).
Connect the Media Controller output to HDMI Switch Port #1 (higher priority).
4. Connect the HDMI switch output to the LCD TV HDMI 1 input port.

Select System Manager, select the Generic HDMI Commanding option from
the LCD Display Commanding field.
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System Manager
» Mansgemert View + Project » Fied Networks + Media Comtroter Fies Network Lock » MC SCI043 CE4E
e ——
Masagement Vita MC SK1082 CEAE
ITH T ¢
Srow Dewcrpton Description g aciodr CEaE

Mame: Vahse
® Aocress 1921680352

Device Mode Opeatora
Port[1:63535 ] 25000
LCD Dispiay Commanaing Gererc HOMI Commarairg I

Toreer Acovation Perod (0200001 (™
Detat input Source HOAE 3

irput Source Type MDA L
Besoution 191000
Vouume (%) [ 01100] N o

Storage Capacty (n G [ 9:10009] L

Weo Foicer Patn FaMNEMeg p5tore DevceContert A 04T (L4t

N
(]

Web Server Uk DR DS mALREESSSS DevieeContent 1042, CELE

MG £E1082 CESE

o, [E——

B Commang taecuton St Command/sied

Use Case Example:

e Default content (for example, presentation) is playing on the LCD TV
connected to port 2 of the HDMI switch.

e An Emergency Incident occurs at the facility. Incident is triggered and sent to
the Media Controller connected to port 1 of the HDMI switch.

The HDMI switches to port 1 after detecting the signal on it.
The Emergency content displays on the LCD TV through Media Controller.
The Emergency Incident is resolved, Incident is cancelled.

The HDMI switch switches to port 2 after detecting the signal on port 1 is no
longer present. Default content returns to play on the LCD TV.

Installing Media Controller

This section provides the user with information on mounting the hardware and

connection details for the device.

Prerequisites

The following are the prerequisites for the Media Controller installation:

e BrightSign XD1033 with firmware version 6.2.94 or greater, or BrightSign
4K1042 with firmware version 5.0.22 or greater.

e RS232 communication cable (DB9 female controller end).
NOTE: Check the LCD model to determine whether the cable is straight
through or null modem type and whether the serial port requires a female or

male end.
Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) | F-mm-mmmmmemeevl F DB9-M
(Straight Through)
Sharp LC42D69U DB9-M Fommmmememenee- F
(Null Modem)
Samsung DB9-M (Input Port) | F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M--------mmmo- F
ED46D (TRS Connector)

The following serial cable part numbers can be ordered from Siemens SAP:
52038 - Female to Female Null Modem Cable

52035 - Female to Female Straight Through Cable

52030 - Female to Male Straight Through Cable

52184 - Female to Male Null Modem Cable
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e AC Power adapter (bundled with media controller)
Catbe Ethernet Cable

HDMI Cable compatible with HDMI 1.3a or higher devices (bundled with media
controller)

e SD/SDHC flash card, class 4 or higher, 4GB or higher, with only FAT32 (File
Allocation Table) file system

e HTTPS website to host content for the media controller devices. The website
should be configured to ignore client certificates. Only the Certificate Authority
(CA) certificate is used for security.

— The website can be an external Web Server hosted by the customer or
third party. In this scenario, a web folder from the website needs to be
accessible to the server either as a mapped driver or a network shared
folder.

— The website can be hosted on the system server along with .

— Forinstructions on how to create a HTTPS website using Media Controller
Setup utility and incorporating the CA certificate, refer to the --- MISSING
LINK --- section.

Disclaimer:

Prior to commissioning of system, a compatibility check should be performed for all
devices and services to be integrated (refer to the System Description document
for compatibility information).

Mechanical Installation

For Wall Mounting, the housing of the BrightSign device has flanges on the side
with slot cutouts for mounting. Using screws fasten the BrightSign device to a wall
or flat surface using the flanges.

NOTE:

Users must supply their own screws to fasten the bracket to the wall. Use an
appropriate screw type for the wall type (concrete, wood, dry wall and so on).

For VESA Mounting, using the VESA mounting kit offered by the distributor Insight
Direct, mount the BrightSign device to the backside of the flat panel display using
the instructions included with the mounting kit.

Electrical Installation

Use the following images of the BrightSign device as a reference:

A6V12131888_en_b_51
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e Connect the HDMI cable to the HDMI port on both the flat panel display and
BrightSign device. Refer to the TV manufacturer’s operation manual to locate
the HDMI port on the flat panel display.

e If the flat panel display supports control commands through a RS232 port,
connect the RS-232 serial cable to the RS-232 port on both the flat panel
display and BrightSign device. Refer to the TV manufacturer’s operation
manual to locate the RS232 port on the flat panel display.

NOTE: Check with the flat panel display manufacturers to determine what type
of RS232 serial cable is required. The following table lists the serial cables
required for some device models:

Display Model Connector on Monitor | Serial Cable for Connector on Media Controller
Commanding
Sharp PNE421 DB9-M (Input Port) Fommmmmmme | F DB9-M
(Straight Through)
Sharp LC42D69U DB9-M e F
(Null Modem)
Samsung DB9-M (Input Port) F-memmr - F
LC-400FP3 (Null Modem)
Samsung Stereo 3.5 mm Jack | M--------m----- F
ED46D (TRS Connector)

e Insert the SD card, loaded with the configuration files and script, into the SD
card slot of the BrightSign device. See the --- MISSING LINK --- section for
details on loading the configuration file.

e Connect the power adapter to the power connector on the BrightSign device.
When supplied with power, the media immediately turns on and begins the
boot-up process. The boot-up process may take up to five minutes depending
on configuration.

Installation Verification
1. Ifinstalled properly, the Pwr LED should be lit on the BrightSign device.
2. Verify the input selection for the flat panel display is set for HDMI.

Media Controller Device Troubleshooting

This section provides solutions to some common problems, the user may
encounter during Media Controller device configuration.

Media Controller Web Site Displays Service Unavailable Error

Problem: While browsing the Web site created through Media Controller Setup
utility, if the Service Unavailable error is displayed.

Solution: Perform the following steps to rectify the corresponding error:
1. From the Windows Start menu, type inetmgr and press ENTER.
= The Internet Information Services (11IS) Manager window displays.

2. Select Application Pools.
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'q'_:] Internet Information Services (IS) Manager E‘Eu
@ ) | 2} v WM v Application Paols | W o @
File View Help
@5 Application Pool '
= ICation Pools
é! Pp & Add Application Pool...
Set Applicati s
This page lets you view and manage the list of application pools on the server. Seti et e T
Application pools are asseciated with worker processes, contain one or more Application Pool Tasks
1> (8] Sites applications, and provide isolation ameng different applications, b Start
133 Server Farms .
Filter: - B8 Go ~ GShow All | Group by: & [ ]
Name B Status .NET Fram... Manage: ¢
LE}ASPNET a0 Started  wd Integrate Edit Application Pool
QASP.NEFV&.U Classic Started w0 Classic D Basic Settings...
L2} BrightSignMedia\Web Started 20 Integrate Recycling...
QCIES;lc.NHAppPOU\ Started w20 Classic Advanced Settings...
@ DefaultAppPool Started  wd0 Integrate Rename
B icati
..?‘GMS._Appllcatlon_Pool Started w0 Integrate W Remove
L= MediaControllerDemoWeb Started w20 Integrate
-_;*MNSMEdiaStore Started w40 Integrate View A
@ Help
Online Help
4 1] +
4 m b Content View
Ready -1
3. Select the Web site from the Application Pools list.
'0_-:‘1 Internet Information Services (IIS) Manager L =B g
@ ) | £ v WMET b Application Pools | TR
File View Help
— @5 Application Pool TR
-1 Application Pools
L i! PP & Add Application Pool...
R N 1 T Set Applicati <
<4 —— — This page lets you view and manage the list of application pools on the server. SetApplictniEoy Dol
Application Pools Application pools are associated with worker processes, contain one or more Application Pool Tasks
Sites applications, and provide isolation ameng different applications, b Start
143 Server Farms
Filter - B8 Go ~ (yShow All | Group by: CRIL]
Name B Status .NET Fram... Manage: 1
LE}ASPLNET a0 Started w40 Integrate Edit Application Pool
QASP.NEFM.U Classic Started w40 Classic D Basic Settings...
L2} BrightSignMedia\Web Started 20 Integrate Recycling...
@CIES;ic.NEI'AppPoU\ Started  v20 Classic Advanced Settings...
-,;* DefaultAppPool Started w40 Integrate Rename
%GMS._Application_Poﬂl Started w0 Integrate % Remove
L= MediaControllerDemoWeb Started w20 Integrate
L= MINSMediaStore Started  wd0 Integrate
@ Help
Online Help
< . 3
4 m b Content View
Ready -1

4. Right-click the created Web site and select the Advanced Settings option or
click Advanced Settings under Edit Application Pool section.
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Q_'EJ Internet Information Services (IS) Manager Eﬂu
@_C;, [@ v %MiTie » Application Pools & < S @
File View Help
Connections . .
. qgl Application Pools —
| # cation Pool...
R et L 1S 2 SetA i ults
‘ j - I_ - e This page lets you view and manage the list of application pools on the server. HHS o s
e Application Pools Application pools are associated with worker processes, contain one or mare Application Pool Tasks
> -[8] Sites applications, and provide isolation ameng different applications, b Start
» 43 Server Farms .
Filter: - Go - (g Show All | Group by: = B Stop
Mame - Status .NET Fram... Manage: © Recyde..
LEF ASP.NET v4.0 Started w40 Integrate Edit Application Pool
L} ASP.NET w40 Classic Started w40 Classic D B Settings...
L2} BrightSignMediaWeb Started  v20 Integrate
(£} Classic NET AppPool Started  v20 Classic
L2} DefaultAppPool Started w40 Integrate Rename
%GMS._Application_Pool Started w40 Integrate W Remove
L= MediaControllerDemoWeb Started  v20 Integrate
LY MNSMediaStore Started A0 Integrate View Applications
@ Help
Online Help
4| L[] +
Ready 9

= The Advanced Settings dialog box displays.
— (7

Advanced Settings

Managed Pipeline Mode Integrated o
MName MMSMediaStore
Queue Length 1000 F
Start Automatically True

= CPU
Limit 0 =
Limit Action Mohction i
Limit Interval (minutes) 5
Processor Affinity Enabled False i
Processor Affinity Mask 4294967295 M

E Process Model i
Identity ApplicationPoolldentity i
Idle Time-out {minutes) 20 i

cal
Maxirum Worker Processes 1 i
Ping Enabled True
Ping Maximum Response Time (s 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90 -

Load User Profile

[loadUserProfile] This setting specifies whether IS leads the user profile for

an applicaticn pool identity. When this value is true, IIS loads the user

profile for the application pool identity. Set this value to false when you re...

| ok || canca |

5. Select Process Model, verify that the value specified in the Load User Profile
field must be False. If not, select False from the drop-down list.

6. Click OK.
7. Right-click the Application Pools node and select the Refresh option.

Compatibility Issue With New Media Controller Firmware
Version 6.0.51

Problem: Version 4.2 supports Bright Sign Media controller models XD1033, and
4K1042. These devices are now shipped from the manufacturer with firmware
version 8.0.48. The following issues have been observed on media controller
models XD1033 with firmware version 8.0.48:
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e |t takes approximately 5 minutes to get the device into Connected state after
the initial configuration.

e |t takes approximately 4 minutes for the first launch of 80 MB non preloaded
multimedia file. Subsequent delivery times for the same multimedia content are
shorter (15-20 seconds).

e Sporadically, the device connection status becomes disconnected in window.
However, message Launch / Suspend / Resume / Cancel / Expire operations
will succeed.

Solution: For resolving these issues, downgrade to the corresponding tested
firmware version. The listed tested firmware can be requested directly from Bright
Sign support site.

Apart from the listed models, the firmware version 6.0.51 is not tested on other
media controller models

Volume Issue on LCD Device in Standby Mode

Problem: When the following two conditions are met on sending a message to a
LCD device, the device volume does not follow the volume level configured in :

e Condition 1 - LCD device is in standby mode

e Condition 2 - Media controller device is configured with any device specific
commanding for LCD Display Commanding setting under device configuration
properties in

Solution: If the Standby mode is required for a LCD device, ensure that the LCD

device’s volume is audible and verified.

Command Execution Status Issue For Media Controller Devices

In some tests, it is observed that the Command Execution Status seen on the
device configuration screen in the Operation tab shows failed whereas the actual
message delivery succeeds, and is shown as Delivered in the Browse screen.

Media Controller Device

This section contains general reference information about Notification and how the
Media Controller device is integrated. For procedures and workflows, see step-by-
step section.

has the capability to publish multimedia content, part of the notification, which will
then be displayed on a flat panel display by the BrightSign device. The BrightSign
device is a media controller that handles the actual presentation and content on the
flat panel display.

System Server
Notification AU W asite
e —— (can be hosted
PP externally)
= 1) Publish
Media ( )Media Device Folder
Controller >
Driver Controller
Content
(3) Download Content—
(2) Send Refresh Command{
. . 4) Adjust
BrightSign T(V)settjings Flat Panel
Device and display Display
content
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Notification Cat5e Software System/
Server NIC —Ethernet Service Device
Cable
Catbe Port

Legend

Ethernet
Cable
Serial Cable
RS232 " (DBS to DBB)H RS232 Flat

Ethernet| BrightSign Panel

Port Device HDMI 1.3 or higher Displa

The BrightSign Media Controller supports the following file formats.
e Audio Files

— AAC (LC - Low complexity profile) at a Constant Bit Rate, as part of a video
file (.mp4, .mov, or .ts) at 44.1 KHz, 48 KHz

- MP2 (MPEG-1 Layer 2) at a Constant Bit Rate, as part of a video file (.mpg
or .ts) at 44.1 KHz, 48 KHz

— MP3 at a Constant Bit Rate (44.1 KHz, 48 KHz, or 32 KHz at up to a bit
rate of 224 Kbps) as a standalone file (not encoded as an audio track in a
video file)

— AC3 5.1 passed through (un-decoded, RAW data) HDMI. Audio streams in
this format are supported by BrightSign players, but will require an AC3
decoder (HDMI AV receiver)

- WAV

e Video Files
— MPEG-2 - Can be saved as an .mpg, .ts, .m2ts or .vob container.
— MPEG-1 - Can be saved as an .mpg container.

— (4K models only) H.265 (HEVC) - Can be saved as a .ts, .mov, or .mkv
container

— H.264 (MPEG-4, Part 10) - Can be saved as a .mp4, .mov, or .ts container

— WMV - .wmv video only files (.wma audio files are not supported). Support
includes videos exported from PowerPoint

NOTE: The .mov files with compressed atoms (metadata) are not currently
supported.

e Image Files
- JPG
- BMP
- PNG
The maximum supported resolution is 1920x1080.

NOTE: BrightSign players do not support JPG image files with CMYK color
profiles.

The following figure provides an overview of how the content is displayed.

1. A notification message with content is sent to the media controller. The media
controller publishes that content onto a web folder on a HTTPS website.

2. The media controller driver instance sends a refresh command over Ethernet to
the media controller.

3. The media controller receives this refresh command and immediately goes to
the HTTPS folder and downloads all content. Additionally, the media controller
is configured to poll the website for new content.

4. Based on the content, the media controller will do any necessary serial control
on the flat panel display and display the content published by .

There will be different delays after the message is sent and before the content
plays on the device for the following cases:

e Freshly configured Secure Digital (SD) card
e Device has previously played a media file but no preload is used
e Preload feature is used
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also allows preloading of content onto Media Controllers. This scheduled activity
copies large audio and multimedia content files onto the media controllers to
guarantee timely playing of audio and multimedia messages on those devices,
even when large files are involved.

The following specific models of Media Controller devices are supported by :
e BrightSign® XD1030

e BrightSign® XD1032

e BrightSign® 4K1042

Configuration Properties for Media Controller Device

¥ Configuration Properties

Name: | value |
IP Address 192.168.19

Device Mode Operationa

Port[1:65535] 25000

LCD Display Commanding COMARK 5158724401

Screen Activation Period [ 0: 10000 ] (ms) 0

Default Input Source INPUT SOURCE 3

Input Source Type HDMI 1

Resolution 1520x1080x60p

Volume (%) [0:100] (%) 30

Storage Capacity (in GB) [ 0: 10000 ] 8

Web Server Link https:y//mymediasite.net:446/MediaControllerDevicel/
Web Folder Path DAMMNSMediaStore\Devicel

e |P Address: Enter the hostname or IP address of the device. This field is
editable.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

e Port: Enter the port number used to send UDP commands to the media
controller.
UDP commands are used by to trigger immediate downloads by the media
controller.

e LCD Display Commanding: Select the display type (brand and model)
connected to the media controller from the drop-down list.
No Commanding: The media controller does not send any commands to the
LCD display.
Generic HDMI Commanding: The media controller will turn off its HDMI signal
when no message is active. If an LCD display with automatic stand-by mode is
directly connected to the media controller, the display will switch into stand-by
mode. This option may also be used with a two-port HDMI switch device
between the controller and the display, in order to switch between an
alternative, non-emergency HDMI input and MNS content. This option cannot
control volume on the display.
All other display models: The media controller will switch between default
input and media controller input as well as control the volume via the RS232
connection.
NOTE: The Samsung models ED32D, ED40D, ED55D, ED65D and ED75D are
also compatible with . Select the Samsung ED46D drop-down option in the
LCD Display Commanding field to use the above models.
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e Window Activation Period: Specify a period that the media controller will
delay playing a new message when no message was active before. Use this
setting in combination with Generic HDMI Commanding in order to give the
display enough time to power up from power-save mode so that the beginning
of new messages, for example, a video does not get cut off.

e Default Input Source: Select the default input source that is the standard input
of the device. For example, Camera.

e Input Source Types: Select the input source on the display from the drop-down
menu. supports connections through HDMI only. LCD displays typically contain
multiple HDMI ports and the port numbers are labeled accordingly. When this is
set, the system automatically changes the input source on the display at the
start of the presentation.

e Resolution: Select the value for the flat panel display. Recommended value is
1920x1080x60 pixels.

e Volume (%): Enter the percentage value between 1 and 100 for the volume to
be used when the presentation displays.

e Storage Capacity: Enter the storage capacity in Gigabytes (GB) of the SD
card on the media controller.

e Web Server Link: Enter the Device URL from the Device URL field of the
Media Controller Setup utility. Refer to the Mass Notification Server section
for more information.

e Web Folder Path: Enter the folder path where presentations and media
content to be displayed by the media controller device are published. This
folder's name is mentioned in the Device URL field of the Media Controller
Setup utility. For example, in the Device URL, https://mymediasite.net:447/
DeviceContent/MediaControllerDevice, the name of the folder is
MediaControllerDevice. The folder path to be entered can be the full path to a
folder on the local machine or a network share folder.

For example: D:\MNSMediaStore\DeviceContent\MediaControllerDevice or
\\MNSMediaStore\DeviceContent\MediaControllerDevice.

NOTE 1: This can be the full path to a folder on the local machine or a network
share folder.

NOTE 2: A network share folder must be accessible to . Each device must
have its own specific folder where can publish device-specific content. Unlike
the common folder, uses this location to publish content such as RS232
commands and presentation format that are device-specific.

Default Input Source

The following table lists the mapping of Default Input Sources and the available
drop-down options.

For example, if Samsung 400FP3 Multimedia Device Type is selected and the
user wants to select HDMI 1 as a Default Input Source. For this case, HDMI 1 must
be selected in the drop-down list. Similarly, if DVI needs to be selected as a Default
Input Source, select Input Source 1 in the drop-down list.

Multimedia Device Type Default Input Source Drop-down option for Default
Input Source
Samsung 400FP3 HDMI 1 HDMI 1
HDMI 2 HDMI 2
DVI Input Source 1
VGA Input Source 2
Samsung ED46D HDMI HDMI 1
DVI Input Source 1
VGA Input Source 2
Component Input Source 3
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LG 42LD450

HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
Component Input Source 1

DTV (Antenna)

Input Source 2

Analog (Antenna

Input Source 3

Analog (Cable)

Input Source 4

AV 1

Input Source 5

AV 2 Input Source 6

RGB-PC Input Source 7
Sharp PNE421 AV HDMI HDMI 1

PC D-SUB Input Source 1

PC HDMI Input Source 2
Sharp LC42D69U HDMI 1 HDMI 1

HDMI 2 HDMI 2

HDMI 3 HDMI 3

HDMI 4 HDMI 4

Component 1

Input Source 1

Component 2

Input Source 2

AV Input Source 3
Sharp LC80LE632U HDMI 1 HDMI 1

HDMI 2 HDMI 2

HDMI 3 HDMI 3

HDMI 4 HDMI 4

TV Input Source 1

Component Input Source 2

Video 1 Input Source 3

Video 2 Input Source 4
Sharp LC70LE640U HDMI 1 HDMI 1

HDMI 2 HDMI 2

HDMI 3 HDMI 3

HDMI 4 HDMI 4

TV Input Source 1

Component Input Source 2

Video 1 Input Source 3

Video 2 Input Source 4

PC Input Source 5
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Sharp LC46E77UN HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
HDMI 5 HDMI 5
Component 1 Input Source 1
Component 2 Input Source 2
AV Input Source 3
PC Input Source 4

For example, if Samsung 400FP3 is selected as a display device (having
maximum HDMI input source value of HDMI 2 and maximum input source value of
Input Source 2). In Input Source Type field, if the user selects HDMI 5 option, in
this case, the system by default selects HDMI 2 as the maximum value since HDMI
5 option is not available for Samsung 400FP3.

Depending on the value selected in the Default Source Type field, the system
selects the maximum value.

e If the user selects HDMI 5 option, in this case, the system by default selects
HDMI 2 as the maximum value since HDMI 5 option is not available for
Samsung 400FP3.

e If the user selects Input Source 4 option, but the maximum available option is
Input Source 2; the system by default selects Input Source 2 as the
maximum value since Input Source 4 option is not available for Samsung
400FP3.

e If no option is selected, the system by default selects HDMI 2 as the maximum
value.

Input Source Types

The following table lists the mapping of Input Source type and the available drop-
down options.

For example, if Comark 51SBT24401 Multimedia Device Type is selected and the
user wants to select HDMI as an Input Source Type. For this case HDMI 1 must be
selected in the drop-down list. Similarly, if Sharp PNE421 Multimedia Device Type
is selected and the user wants to select AV HDMI as a Default Input Source. For
this case, HDMI 1 must be selected in the drop-down list.

For example, if Samsung 400FP3 Multimedia Device Type is selected and the
user wants to select HDMI 1 as an Input Source Type. For this case HDMI 1 must
be selected in the drop-down list. Similarly, if Sharp PNE421 Multimedia Device
Type is selected and the user wants to select AV HDMI as a Default Input Source.
For this case, HDMI 1 must be selected in the drop-down list.

Multimedia Device Type Input Source Type Drop-down option for Input
Source Type
Samsung 400FP3 HDMI 1 HDMI 1
HDMI 2 HDMI 2
Samsung ED46D HDMI HDMI 1
LG 42LD450 HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
Sharp PNE421 AV HDMI HDMI 1
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1.24 Multi Zone Audio Device

Sharp LC42D69U HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
Sharp LC80LE632U HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
Sharp LC70LE640U HDMI1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
Sharp LC46E77UN HDMI 1 HDMI 1
HDMI 2 HDMI 2
HDMI 3 HDMI 3
HDMI 4 HDMI 4
HDMI 5 HDMI 5

In the Input Source Type field, if the user selects any available option that is not
compatible with the display device; the system automatically selects the maximum

available value.

For example, if Samsung 400FP3 is selected as a display device (having
maximum input source value HDMI 2). In Input Source Type field, if the user
selects HDMI 5 option, in this case, the system by default selects HDMI 2 as the
maximum value since HDMI 5 option is not available for Samsung 400FP3.

Media Controller Device Set Up Flow Diagram

Media Controller Device Setup

Certificate Creation From
System Management
Console
Section 4

—

Importing a Root

Certificate in the

Windows Store
Section 5

Web Site Creation (using
tool)
Section 6

Media Controller Device
Setup (using tool)
Section 7.2.10r 7.2.2

'

Device Verification
Section 7.3

'

Configuring User
Interface
Section 8.1, 8.2 and 8.3

Multi Zone Audio Device

This section provides reference and background information for integrating the
Multi Zone Audio device. For procedures or workflows, see the step-by-step

section.
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The multi zone audio interface allows the user to assign multiple relays to a
common audio source. Each relay can correspond to an individual audio zone. For
example, a practical deployment would be a site that has four audio zones. If the
user wishes to control four zones independently with the same audio source, then
multi zone would be require.

The Multi Zone Driver utilizes the following devices to deliver audio and to activate
the audio circuits.

e Line Level Audio Device (LLA) (Barix Annuncicom 200 and CyberData SIP
Adapter)

The Line Level Audio device (LLA), integrates with through an IP-PBX service
using the SIP protocol over TCP/IP. The LLA converts the SIP audio session into a
line-level audio signal. This signal can be used as an external input source for any
generic audio receiver that meets the requirements of the LLA.

For details on wiring and the LLA output specifications for Barix Annuncicom 200,
refer to the Audio Output section.

For details on wiring and the LLA output specifications for CyberData SIP Adapter,
refer to the Audio Output section.

e IP Relay (Perle IOLAN SDS1 TD2R2)

The Perle SDS1 TD2R2 provides relays for contact closing. Prior to sending audio,
the appropriate relay on the TD2R2 will be activated providing a closed relay
contact. External audio receivers are expected to recognize this change and
perform the steps required to allow audio to pass through and be amplified.

Cat5e Ethenet Cable—— RJ45 SDS1

Notification
Server

LINE OUT

IP-PBX Cat5e Catse Barix
Service NIC ——Ethernet- Ethernet— RJ45 | Annuncicom
Cable Cable 200 SPKR 80+
SPKR 80-

Audio
Relay
Driver*

Hardware
Port ! Unbalanced
i Line-Level j+——!
Legend | Audio e
""""""""""""""""""""""""""" Receiver

Audio Circuit
Activator

*Audio Relay Driver can either be Single Zone
Audio Driver or Mult-Zone Audio Driver

Ccom
Perle (e
Cat5e Ethenet Cable———|RJ45|  SDS1
NC
NO

TD2R2 [ COM
CyberData SIP [[|NE OUT
IP-PBX Catse Catse Paging Adapter
Service NIC —Ethernet Ethernet— RJ45 =
Cable Cable RIS
Audio Pin4

Relay
Driver*
Balanced
Software System/ Audio
Service Device Input

Paging

Hardware Silm
Port Audio

Legend Activator

Unbalanced
Line-Level («——
Audio (g
Receiver

Audio Circuit|
Activator

Notification
Server

Audio Driver

provides the following additional features when playing audio messages through
Single and Multi-Zone Audio drivers:
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o Repetitions and intervals: will repeatedly play the audio content of messages
on the targeted audio devices, up to the number of repetitions configured in the
audio content, and spaced out as specified through the configured interval.

e Synchronized playing: When the audio content of a single message needs to
be played on multiple audio devices, ensures that the played audio content is
synchronized across all devices. Listeners will then hear the resulting output as
if the sound was coming from a single speaker.

NOTE 1:

The capability to play audio content in a highly synchronized fashion on multiple
SIP-based audio devices can only be guaranteed for devices from the same
manufacturer and possibly the same series or model. The audio content played on
devices from different manufacturers might result in a slight but noticeable lag in
the output heard by listeners. This can be due to the differences in device-internal
processing speed of the participating devices.

NOTE 2:

During a live announcement or audio messaging, if any SIP-based audio device
gets disconnected due to connectivity issues, system makes three attempts to
rejoin the SIP-based audio device.

When multiple messages are active and share some or all of the targeted audio
devices, will suppress playing audio content of messages with lower priority based
on the priority tolerance rules.

Multi Zone Audio Device

This section provides additional procedures for integrating the Multi Zone Audio
device.

For workflows, see the step-by-step section.

Installing Multi Zone Audio

Line Level Audio Device

Barix Annuncicom 200

Hardware Prerequisites

Before proceeding, ensure that the following items are available:
e Barix Annuncicom 200 Line Level Audio device

e 9-30 VDC or 12-24 VAC, 500mA minimum

e (Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or the terminal
block labeled as PWR (refer image below), but not both. Both inputs are internally
connected, so one can be used as an output for other devices.

Pin 1 of the terminal connector is ground. Pin 2 is power.

NOTE: For Barix Annuncicom 200 LLA, Power over Ethernet (PoE) is also an
option for supplying power to the device.
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Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.
NOTE:
The LLA obtains an IP address using DHCP by default. To assign a static IP
address or if DHCP is not present, refer to the Obtaining an IP Address
Manually section and the Changing the IP Address section.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
receiver, a voice-enabled fire panel system, a radio-base station, and an intercom/
public announcement system.

There are two methods to supply audio from the LLA:

Method 1: Use the LINE-OUT RCA socket.
NOTE 1: The tip of the RCA plug is a signal.
NOTE 2: The Line Out has 50Q output impedance with a range of 1-3 Vp-p

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <#6ftlength

Method 2: Use the “SPKR +” and “SPKR —* terminals on the LLA.
NOTE: This interface can deliver 1 Watt into an 8Q load.

Cable requirements are as follows:

1. >=22 awg shielded, stranded cable wire
2. <6ftlength

3. Twisted wire pair

NOTE:
Refer to the Diagram 1 in the Device Overview section for an illustration regarding
how the various components are connected for Barix Annuncicom 200 with Perle
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device. Refer to the Diagram 2 in the Device Overview section for an illustration
regarding how the various components are connected for Barix Annuncicom 200
without Perle device.

Hardware Verification

After completing the mechanical and electrical installations, verify the status LED is
solid green color. If not, do the following outlined in the following sections:

e Obtaining an IP Address Manually
e Upgrading the LLA Firmware

e Changing the IP Address

e Configuring the SIP Endpoint

Obtaining an IP Address Manually

The Barix Annuncicom 200 device is configured for DHCP. If the device is unable
to obtain an IP address, do the following to assign a temporary IP address:

1. Either use a network cable to link the Barix Annuncicom 200 device and the
computer directly, or connect the Barix Annuncicom 200 device to the
computer through the network switch and power the device.

NOTE: Ensure that there is a valid static IP address configured. For example, a
computer having subnet mask as 192.168.0.0 can have a static IP as
192.168.0.2.

2. Open the Windows Command prompt (cmd.exe).

3. Use the Ping command to ensure the usage of a free IP address (one not
already used by another device in the network).
NOTE: For example, if the computer has the IP address 192.168.0.2, and there
is a need to check if 192.168.0.6 is free. Type Ping 192.168.0.6. If there is no
reply, then it means that 192.168.0.6 is available.

4. Look for the Barix Annuncicom 200’'s MAC address printed on a label on the
bottom of the device (12 hex digits, separated by a hyphen every 2 digits). For
example, if the MAC address is 00-08-E1-00-B1-77, type in the following in the
Windows command prompt: arp -s 192.168.0.6 00-08-E1-00-B1-77.

5. Enter the command window telnet 192.168.0.6 1 to make the Barix
Annuncicom 200 listen to the IP address 192.168.0.6.

NOTE: The Barix Annuncicom 200 will immediately refuse the connection on
port 1, but will be available for browser access as long as the device stays
powered on.

6. To check if the Barix Annuncicom 200 is responding, use the Ping command
again. Type Ping 192.168.0.6. If there is no reply, the IP address 192.168.0.6
can access the Barix Annuncicom 200 using a web browser. If the device is
unreachable through the Ping command, refer to the manufacturer's manual
for additional methods.

Upgrading LLA Firmware

The latest SIP firmware can be found on the Barix website:
http://www.barix.com/downloads/downloads-firmware/sip-client-application/
This document has been tested with firmware version 2.12.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be performed
for all devices and services to be integrated. Refer to the Notification System
Description document for compatibility information.

A6V12131888_en_b_51

265 | 470


http://www.barix.com/downloads/downloads-firmware/sip-client-application/

MNS Supported Physical Device Configurations
Multi Zone Audio Device

1. In a web browser, enter the |P address of the Barix Annuncicom 200 in the
URL.

2. Select the UPDATE tab.

| HOME |  PROFILES CONFIGURATION STATUS | DEFAULTS | UPDATE | ReBooT
| I
SIP CLIENT

UPDATE

Please read the instructions before applying the update.

Please click here to start the update

Currently Loaded Version
Firmware VB1.11 (04/26/2013)
Web Ul W02.05

Bootloader V3926

Setup V01.01

Song V09.26 (Apr 26 2013)
Filesystem V09.26 (04/26/2013)

3. Onthe UPDATE window, click the Please click here to start the update link.

= The device resets and a countdown displays.

The device is restarting now. Please wait.

3

Please dlick here after the countdown if your browser doesn't support forwarding.

4. Once complete, the Update window displays, click Choose File to upload the
new firmware bin file.
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Update

Resourcel| Choose File

Mo file chosen

Reboot

Advanced Update

Barix Bootloader VBE.26 Apr 17 2013 HW18(13h) IPAM:2 HV:3 PI012:1 Pages:31

5. Select abcl_sip_vXXXXX > update_rescue and select compound.bin file.

6. Click Open.:
—— -
L~ [+ #bd_sip_v2.12_20130426 = update_rescue = » K53 | search update_rescue
Crpanize +  New foider = - I @
 Favorites e - Siate mocified Fype | 5= | =
M Desitop . o _mac 8/0/2013 21488 File foider
& Dovenloads ] sbdanp.cob 4/013 LAPM COBF 12848
< Recent Places || sbochw.rcm HAILMPM ROMFle 6468
=5 Ubrarics || anpécatiors. cob 426/2013 :0PM  COBFie 20388
B Poames || Bari.miv 4262013 LPM  MIBFe 7@
o Music || barix_abd_trap.mib 4262013 1:20 PH MIE Fibe 950
i Pichures beobin 426/2013 :20PM  BINFie 3268
B vieos plserial bin /W3 AP EINFe 8B
8 Computer . = =
| corfig.bin A/ AP EINFl L]
% o— || ustom1.cob 4262013 1:20PM CoB File 228
(%] cygwin1.d 4262013 :20PM Applcation extension 2,587
|| mmpty 4262013 1:20 PM EIN Fie awn
|| eufuill b 42672013 1:20 PM P8 File 440l
| fsbon 426/2013 1:20PM  BINFie 1258
[l gen.bat 422013 LAPM  Windows Batch Fie 148 |
File name: I::mp:und.bm j I-“" Files (7] j
Open Cancel |

7. Click Upload.

= The device may take up to a minute to upload and flash the new firmware.
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Update Barix Bootioader v89.26 Apr 17 2013 HW:18(13h) IPAM:2 HV:3 PIO12:1 Pages:31

Resource | Choose File | compound.bin

Reboot

Advanced Update

= A message displays as successfully loaded once the firmware upload is
complete.

compound.bin successfully loaded.

Click on update to continue, or reset the device.

8. Reboot Barix Annuncicom 200 by disconnecting and then reconnecting the DC
power supply.
Changing the IP Address

1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the
URL.

2. Select the CONFIGURATION tab.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP Phone BASIC SETTINGS
= SIP PROTOCOL SETTINGS
Advanced Setfings
Peer to Peer ® No U Yes
Apply | Cancel SIP Server (PBX) | ‘

SIP ID {username) | ‘

SIP Password (secret) | ‘

OUTBOUND CALL SETTINGS

Call on Device Inputs
Input 0 Call ID [

INBOUND CALLS

Phone pickup mode autchang up after timeout ¥

Pick/hang up time seconds

3. Click Advanced Settings > Network.
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HOME

PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone NETWORK SETTINGS
BomcSeing: RSN o ves O
[Rivanced Setings [RNN O PO N -
Netmask 18 B .E
Catoway 1P Add 0 0 . .
[ ouanicar R LR R
TR e O O o -
Alternative DNS b Jp 1p ]
Syslog Address lo |.lo |.[o |.[o |
R
= DHCP Host Name ]

T

Web Server Port
-App\y Cancel

QoS/DSCP b |

SNMP System Name l:l

SNMP System Location I:l

SNMP System Contact l:l

4. Enter the appropriate values for the IP Address and Netmask as per the IT

infrastructure.

NOTE 1: It is strongly recommended to specify a Gateway IP Address to
ensure proper routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server. By default, entering an IP Address value of 0.0.0.0 defaults
to DHCP. Use the Help menu on the right-hand side of each configuration

window for details on all the parameter fields.

5. Click Apply.
6. Select the REBOOT tab.

NETWORK SETTINGS

Use SoniclP®

IP Address
Netmask
SIP Protocal Gat P Add
Outbound Calls aleway ress
Inbound Calls Primary DNS
Alternative DNS

Control Interfaces Syslog Address

Streaming

T DHCP Host Name

Basic Settings
Advanced Settings
s

Web Server Port
QoS/DSCP

i
]
-
=
o]
o
a
o

SNMP System Name
SNMP System Location
SNMP System Contact

Fig. 37: Reboot Tab

® Yes "' No

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
—
SIP CLIENT
SIP Phone

b b Jp o ]
TN N B Y I
b o Jp e ]
b b Jp o ]
TN N B Y I
T 1 N Y R I
[

o]

L]
L]
]
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Configuring the SIP Endpoint

1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the
address bar.

[ fowe | promes | Cowcomamow | swws | oeaurs | ueowe | mewoor |
SIP CLIENT

SIP Phone

APPLICATION STATUS

Application Mode SIP Mode
SIP PBX

SIPID

Time till next Registration 0 seconds
Call State Idle
Remote Party

AUDIO STATUS

Current Set Volume 0 %

Left Qutput Peak Level 0 dBFS

Right Output Peak Level 0 dBFS

Left Input Peak Level 0 dBFS

Right Input Peak Level 0 dBFS

DEVICE & X8 /0 STATUS

/0 Contacts T 6 5 4 B 2 1 [}

Inputs MEXKXKXKOO
Relays KXKKKXKXO
X8 status: X8 not detected

2. Select the CONFIGURATION tab.
3. Click Basic Settings.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone

BASIC SETTINGS

Basic Settings
SIP PROTOCOL SETTINGS
Advanced Settings

Peer to Peer ® No ' Yes
Apply | Cancel SIP Server (PBX) \ ‘

SIP ID (username) ‘ ‘

SIP Password (secret) ‘ ‘

OUTBOUND CALL SETTINGS

Call on Device Inputs
Input 0 Call ID \

INBOUND CALLS

Phone pickup mode autchang up after timeout v

Pick/hang up time seconds

4. Select No for Peer to Peer and enter the following values for the fields given
below:

— SIP Server (PBX) — IP Address of the server running FreeSwitch

— SIP ID (username) — The extension number for the device in the telephony
server using the Telephony Configuration Tool

— SIP Password (secret) — The Password used for SIP registration assigned
to the extension in the SIP ID (username) field
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT

SIF Phone BASIC SETTINGS
SIP PROTOCOL SETTINGS

Advanced Settings
Peer to Peer ® No "' Yes

Apply | Cancel SIP Server (PBX) [ o & |
SIP ID (username) [10010 |
SIP Password (secret) | ------ |

OUTBOUND CALL SETTINGS

Call on Device Inputs

Input 0 Call ID [

INBOUND CALLS

Phone pickup mode autchang up after timeout ¥
Pick/hang up time seconds

5. Leave the other fields with default and click Apply.
6. Select Advanced settings > Inbound Calls.

7. Set the Phone Pickup Mode to autoanswer.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone INBOUND CALLS
Input Buffer Level 300 ms
| Phone Pickup Mode 'mjtoarmver—" |
Pick-up/Hang-up Timeout seconds
. .
Stream Timeout IC' minutes
Beep on Call Answer ® Off ) On
DOOR AND RELAY CONTROL
Door Open Code L1
Open Door Relay for seconds
Enable Relay
Relay Number to Enable

8. Select Advanced Settings > Audio.

9. Select the appropriate volume level.

Contral Interfaces

Streaming
Secunty

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP Phone AUDIO SETTINGS
Basic Setfings Input Source ) Line ® Mic
Advanced Settings Encoding ulaw /8 kHz (G.711) ~
[ Newok v % |

SIP Protocal
Microphone Gain dB

LI s

Inbound Calls AID Amplifier Gain dB

m Acoustic Echo Cancellation ® Off ' On

g

Apply | Cancel

10. Click Apply.
11. Select the REBOOT tab.
12. Click the Reboot the device link.
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
REBOOT

,Ml

This forces the device to restart

ADVANCED OPTIONS

Reboot as :

SIP Client (sip) ¥ || Reboot

= SIP client reboots.
13. Select the HOME tab.

14. Check the field Time till next Registration. If the time is in Green color, then
the device is successfully registered with the server.
NOTE: Click on Help on the right hand side of the configuration window if the
registration time displays in a different color.

[icus | Pronies | cowncumenon | staus | beraurs | moare Knrancicom 100 WAC: 0OSSEV S8 VBT
SIP CLIENT BARIX
THE VOICE OF EPCITY
SIP Phone Help =
APPLICATION STATUS
Application Mode SIP Mode Home
SIP PEX 135.157.32.180 Gives an overview of the most impertant settings of the unit
EID 1001 APPLICATION STATUS
Time Il next Reglstration T3 secands I
e Application Moda
Shaws the cumert mode of the application, and may take the
Remote Party fellawing valuss
AUDIO STATUS - Device is siill booding
The Boot h at finished yet
Current Sat Volume 50 % S A
Laft Dutput Peak Lavel -39 dBFS - SIP mode
Right Cutput Peak Lavel 59 dBFS The deswice is in SIP mode. The SIP server name, and the SIP 1D
are also shown in this case
Laft Input Peak Level -89 dBFS
Right input Peak Level 53 dBFS - Peer to peer mode

The desce is in P2P mode, and configured Lo call 1o only one
rermate peer. Incoming calls will be accepted only fram this peer

DEWICE & XB /0 STATUS

WO Contacts T ] 3 4 3 2 1 L Time till next Registrat
me till nex stration
Inpits E E E E E E D I:I Shows the remairng Lime Uil the next regeliation altempl. The
Relays E E E g g E E I:I current registration status is shown with different calours of the
et

Devica not ragistensd
X8 status: X8 not detected
NOTE:

When the network connection between a Barix Annuncicom 200 device and the
server is interrupted, the device becomes disconnected from the telephony
subsystem. The disconnected device periodically attempts to reconnect, and that
frequency is determined by the time until the next registration configured on the
device. The time until the next registration determines how quickly a Barix
Annuncicom 200 device reconnects to the telephony subsystem once the network
connection has been reestablished.

Device Verification

After successful installation and configuration, the device announces the IP
Address while rebooting and the status LED remains green.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration Guide, P/N for details.

CyberData SIP Adapter
Hardware Prerequisites
Before proceeding, ensure that the following items are available:
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e CyberData SIP Paging Adapter (P/N 011233)
e PoE 802.3af or 48VDC, 500mA (minimum) DC power supply
e Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or through
Ethernet using a Power over Ethernet (PoE) equipped switch or power injector.

RTFM

Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
receiver, a voice-enabled fire panel system, a radio-based station, and an
intercom/public announcement system.

There are two methods to supply audio from the LLA:

Method 1: Use the LINE-OUT Radio Corporation of America (RCA) socket.

NOTE 1: The tip of the RCA plug is a signal.

NOTE 2: Line Out has a 10kQ output impedance with Voltage Peak-to-Peak (VPP)
of 2V maximum.

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <6ftlength

Method 2: Use pins 3 and 4 on the terminal block for a balanced 600Q output with
a 10V peak-to-peak.

Cable requirements are as follows:

1. >=22 awg shielded, stranded cable wire
2. <6ftlength

3. Twisted wire pair

Line ine O Interface Ext. Power

4 5 6 7

NOTE:
Refer to the image in Device Overview section for an illustration regarding how the
various components are connected.

Hardware Verification

After completing the mechanical and electrical installations, verify that the status
LED is a solid green color. If not, do the following outlined in the following sections:
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e |P Address Assignment
e Configuring a SIP End Point
e Upgrading the LLA Firmware

IP Address Assignment
The CyberData SIP Adapter device can be configured either for DHCP or static IP.

To determine the IP address or change the IP address of the device, do the
following:

1. Connect a computer to the same switch as the CyberData SIP Adapter device.

2. Use the CyberData Discovery Utility program to locate the device on the
network.
NOTE: The Discovery Utility program can be downloaded from the following
website:
http://www.cyberdata.net/support/voip/discovery_utility.html

3. Run the utility and Scan for devices.
NOTE: Ensure that the computer is on the same subnet as the device to be
configured.

%]

Froduct Type IP Address MALC Address Senial Mumber  Dewice Mame

Statuz: [dle | Scan || [etails | L auneh Brawser |

4. Select the device from the utility and click Launch Browser.
NOTE 1: Alternatively, manually enter the IP address into a browser's URL.
NOTE 2: The IP address of the CyberData device can also be derived by
connecting an 8Q speaker directly to pins 3 and 4 on the terminal block and
pressing the Reset Test Function Management (RTFM) button on the device.
The device will announce the IP address.

=]

Product Type IP Address MALC Address Senial Mumber  Device Name

| nkrawn Wal P Praduct 1921681101 00:20F7:.020E:14 0027 CyberData SPA,

Statuz: Idle Scan | Details | | Launch Browser ||

5. When prompted, enter admin for both Username and Password.

6. In CyberData SPA window, click Networking.
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CyberData SPA

‘ Home I Network Configuration

—Stored Metwork Settings
1P Addressing: " Static = DHCP

IP Address: I'ﬂ 10.10.10

Config

Subnet Mask: 255.0.0.0

Default Gateway: |'ﬂ 0.0.1

Multicast Config

DNS Server 1: I'ﬂ 0.0.1

DNS Server 2: I'ﬂ 0.0.1

o pe—

Nightringer

el

—DHCP Timeout
FESICDETECU0N DHCP Timeout in seconds™®: IBD

Audio Config * A value of -1 will retry forever

Event Config

— Current Network Settings

Autoprovisioning IP Address: 192.168.1.101

1At

Update Firmware

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

DNS Server 1: 136.157.32.20
DNS Server 2: 136.157.43.49

* ¥You need to reboot for changes to take effect

Save | Reboot |

7.

8.
9.

In the IP Addressing section, select either Static or DHCP option based on
the device usage.

NOTE 1: For a Static IP, enter the appropriate values for IP Address and
Subnet Mask. Configure Default Gateway and DNS Servers as per the IT
infrastructure procedures. It is strongly recommended to specify a Default
Gateway to ensure proper routing of the SIP call.

NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server.

Click Save.
Click Reboot.

Configuring the SIP End Point

This document has been tested with firmware version 7.0.0. If an earlier version is
present, before configuring the device for SIP, do the following mentioned in the
Upgrading LLA Firmware section of Installing Multi Zone Audio.

1.

In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

Click SIP Config.
Enter the following values for the fields given below:

— SIP Server — IP Address of the server running the telephony server.

— Remote SIP Port - Enter 5060.

— Local SIP Port - Enter 5060.

— SIP User ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.

— Authenticate ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.
Authenticate Password - The password used for the SIP registration

A6V12131888_en_b_51
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assigned to the extension above.
NOTE: For more information on the Telephony Configuration Tool, refer to
the Telephony Configuration Guide, P/N .

CyberData SPA

SIP Configuration

Enable SIP operation: ¥ (Registered with SIP Server)
—SIP Settings
SIP Server: | " n

Backup SIP Server 1:
Backup SIP Server 2:

Use Cisco SRST: [

Remote SIP Port: 5060

Local SIP Port: 5060
—Outbound Proxy:
Qutbound Proxy Port: I
SIP User ID: 10100
Authenticate ID:  [10100
Authenticate Password:  [ssss

Register with a SIP Server:
Re-registration Interval (in seconds): |360

Unregister on Reboot: [

Disable rport Discovery: I

Buffer SIP Calls: [
- Call disconnection

Terminate call after delay (in seconds): |El
Mote: A value of 0 will disable this function

—Misc Settings

RTP Port (even): [10500

* ¥ou need to reboot for changes to take effect

Save | Reboot |

4. Leave the other fields with default and click Save.
NOTE: When the network connection between a CyberData SIP Adapter and
the server is interrupted, the device becomes disconnected from the telephony
subsystem. The disconnected device periodically attempts to reconnect, and
that frequency is determined by the re-registration interval configured on the
device. The re-registration interval determines how quickly a CyberData SIP
Adapter device reconnects to the telephony subsystem once the network
connection has been re-established.

5. Click Device Config.
6. Enable the Bypass DTMF Menus (Go straight to page).
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CyberData SPA

Home Device Configuration

[Device Config ] —Miscellaneous Settings

Beep on Initialization:

Networking Beep on page:

SIP Config ] Enable line-in to line-out loopback:

Enable relay on local audio:
Multicast Config ] DTMF duration {milliseconds):
] | Bypass DTMF Menus (Go straight to page):

Nightringer Send pre-configured DTMF for Analog Zone:

Zone:

1"‘1 gl

Fault Detection ]

Manual DTMF Entry for Analog Zone:

Audio Config ]

Event Config ]

Autoprovisioning ]

[
[
[
[
[
[
[
[

Update Firmware]

* ¥ou need to reboot for changes to take effect

Save Test Audio TestRelay Reboot

l

7. Click Save.
8. Click Reboot.

Upgrading LLA Firmware
The latest firmware can be obtained from the CyberData website.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be performed
for all devices and services to be integrated. Refer to the Notification System
Description document for compatibility information.

1. In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

2. Click Update Firmware.

3. Click Browse.
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CyberData SPA

Home Upgrade Firmware

IDevice Config | —File Upload
INetworking | Firmware Version: v7.0.0

ISIP Config | Please specify a file:

rowse_ I o file selected.

Multicast Config

Update Firmware

ystem will automatically reboot after upgrading firmware

Submit |

4. Select the folder containing the firmware upgrade file.
5. Select the firmware upgrade file.
6. Click Open.

j

—
eh\ )¢ « v 700+lmage-spa - m I Search 700-ulmage-spa

Organize v  New folder =~ [l @

{ Favorites === Date modified |T¥DE ISize I

Bl Deskiop | | 0020f701e7Be.config  9/11/2013 10:17AM  CONFIG Fie 9KB
& Downloads -

9 3 347 PM
£l Recent Places

| release_notes. txt 9/11/2013 10:12AM  Text Document 3KB

4 Libraries
“=| Documents
@' Music

M videos
1S Computer
"‘ﬂ MNetwork

File name: I?M—ulmage-spa j IAII Files {*.") ﬂ
Open ] Cancel |

7. Click Submit.
NOTE: The device may take up to two minutes to upgrade.
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CyberData SPA

| Home | Upgrade Firmware
l Device Config I - File Upload

[Networkfng ] Firmware Version: v7.0.0

rsm Config _] Please specify a file:

Erowse._ |?DD-u|maga-spa
l Multicast Config I
l Nightringer I
l Fault Detection I
| Audio Config |
| Event Config |
|Autoprovi5ioning |

System will automatically reboot after upgrading firmware

| Update Firmware |

Submit

b

Device Verification
After successful installation and configuration, the status LED turns blue.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration section.

Perle TD2R2 Device

The following subsections describe the steps necessary to wire, mount, and
configure the Perle TD2R2, the Ethernet I/O Relay device. There are two areas of
configuration. The first is to configure the TD2R2 device to allow remote access to
the relays. The second area of configuration is the TruePort driver which the server
uses to communicate with the TD2R2 device.

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager on a computer that is connected to the same subnet network as
the Perle device being configured.

Prerequisites

Before proceeding, ensure that the following items are available:

Perle IOLAN SDS1 TD2R2

9-30VDC (400mA minimum) power supply, if not included with device
Category 5 Ethernet cable

Computer or server to communicate with the device

Device Installation CD or a computer with network access

Hookup wire — when using the 1/0O and relay pins

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be
installed on the same server/machine that runs the application.

NOTE 2:
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Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

NOTE 3:

To configure the device, a computer located in the same network is required.

Mounting
The Perle TD2R2 has two brackets on the side of the mounting holes. The installer

should fasten the device to a flat surface by placing screws through mounting holes
Power

> For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and
400mA.

1. If there is a barrel connector, cut the connector off and plug the leads into the
terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked "-".

d

The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the Power/
Ready LED should be a solid green color.
NOTE:
Connecting the power supply to the device with incorrect polarity can
permanently damage the device and pose a fire risk.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be a solid amber or green color.
NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE:
The device does not have DHCP turned on as factory default. Configure the
device to use DHCP or assign a static IP with a computer that is attached to
the same subnet.

Relay Output

The relay outputs are generally used to switch higher power speaker arrays or
zone selection circuits on fire panels. In addition, relay outputs differ from digital
outputs in that electrical isolation between the two devices are provided.

Generally, these external circuits require a closed dry contact for activation. The
Perle TD2R2 includes two relays each with separate COM terminals. When
hooking the device relays to external circuits, use the COM and NO (normally
open) terminals. This will provide a closed switch activation to any external circuit.
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Configuring Multi Zone Audio Device

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).

Creating a Root Certificate (.pem)
1. In the Console tree, select the Certificate node.
= The Certificates tab displays.
2. Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

[+]

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: .

Key file name: RootPEMCertificateKey Confirm password: .

Path: ChCertificates Browse...

Expiration: 104272025 n 3650 : Days

Subject name: GMS Root Certificate City / district: Pune

Department: SBT State / province: “Maharashtra
Organization: Siemens Country code: ™

3. Inthe Root Certificate Information expander, provide the details as follows:
a. Enter the Certificate file name.
b. Enter the Key file name.
c. Enter the Key file password and confirm it.
d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.
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f. Enter the following information about the Subject:
—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save H to initiate root certificate creation.

P

= If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,
- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Working with (.pem) Root Certificates

e The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

e When the user creates a root certificate for the first time, all the fields appear
blank. For all subsequent root certificate creation (.pfx or .pem based), some

fields, such as Path, Organization, and so on, are pre-populated with the
information from the last-created root certificate.

Device Configuration

> The DeviceManager is installed on a computer located in the same network as
the device to configure.

D> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available, then refer Import DME File section.

1. Start DeviceManager.

Establish Connection to.. EHE

MAC Address | IP Address | rMadel | Server Name | Firrnwate | Discovered | ok |

00-30-C4-06-20-FA 192,168.1.123 IOLAM SD51 D2ZRZ2 MeL_Relay... 4.4 futo Cancel |
i 00-80-D4-06-31-76 192,165,1.122 IOLAN SDS1 D2R2 xls_petle 4.4 Auka
- 00-B0-D4-D6-31-77 192,165.1.1258 IOLAM 5051 D2R2 mns_panic_... 4.4 Auka
0-80-D4-06-31-78 Mok Configured IOLAM SDS1 D2R2 06 Auta
i 00-80-D4-06-AE-10 136,157,532, 164 ICLAM D51 IOLAN-064A.,. 4.4 Auko
00-50-Cr4-05-B6-F& 192,165.1.111 IOLAM 5031 AdaptivelEDL 4.4 futo
00-50-Crd-05-C3-EE 192,165.1.110 IOLAM 5031 ProLitelED2 4.4 futo
00-30-Crd-05-C4-02 192,165.1,109 IOLAM 5031 ProlLiteLEC:1 4.4 futo
- D0-B0-D4-06-C4-09 182,168.1.112 IoLAM 5051 AdaptivelEDZ 4.4 futo

Add. pssigntp. | Pino | Retiesh |

= All similar devices under that network are visible.
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2. Select the device to configure and click Assign IP.
NOTE 1: If unable to see the device in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be a solid green color and the link LED should be a solid
amber / green color.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait for five
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is a solid amber color and then release. Wait for 90
seconds for device to reboot and initialize. If resetting still does not work,
replace the unit or check the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP ﬂ E

—Azzign [P

The [OLAM's current |P Address:

INDt Configured

Enter the IP Addiess of the [OLAM:

r Hawve the IOLAMN automatically get a
temparary [P Address.

Azzign P I Cancel |

= The connection window displays with an IP address.

Establish Connection to... K B
MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |
- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |
- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko
- 00-80-D-06-31-77 192.168.1.12 IOLAM SDS1 D2R2 mns_panic_... 4.4 Auka
- 92,168 20 IOLAN SDo1 D2R.
- 00-80-0d-06-AE-10 136,157.32. 164 IoLAM D51 IOLAN-064A... 4.4 Auko
- 00-80-0D-06-BE-F& 192.168.1.111 IOLAM 5051 adaptivelEDL 4.4 Auka
- 00-G0-Crd-05-C3-EE 192.,165,1.110 IOLAM SDS1 ProlLiteLEDZ 4.4 Auko
- 00-80-Crd-06-C4-02 192,1658,1.109 IoLAM SD51 ProlLiteLEC1 4.4 Auko
- 00-80-0-06-C4-09 192.165.1.112 IOLAM 5051 adaptivelED2 4.4 Auka

Add. Lssign 1P Ping... Refresh | |

Fig. 38: Establish Connection To

4. Select the device again, and click OK to log into the device for configuring.

At the login window, type in the device password. The factory default password
is: superuser.
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Login

(]

i
Authentication required. Please enter
the pazsward for the admin user.

I
o |

Paszword:

Cancel

Network Set Up
>

1. In the Device Manager window, click on the Network folder and then on IP
Settings.
NOTE: In this area, it is possible to configure additional parameters for the
network settings, such as configuring a static IP address or a DHCP.

Log in to the device using the DeviceManager.

== DeviceManager - [xls_perle {192.168.1.122) - Connected]

<& File Edit Tools Wiew ‘Window Help
O ab de 5[ W2 2

i System Info
[=-+,%% Configuration

IP+4 Settings | |Pv6 Settings | Advanced

F-{Eg Security
E-Z5 [0 Interfaces
----- [2 Clustering
F-{Eg Svstem

= g# Contral

f" I}O StatusfControl
gl Statistics

-y, Metwork

; , Serial Ports

| User

, HTTP Tunnel
By, System

E@ Metwiork
[E] 1P Settings
[ Advanced ~ System Settings
[]"% Elerlal System Mame: IPB”B_HB'EM Domair: Imns.net
----- sers

r IPw4 Configurations

— Ethernet Interface Settings

IF &ddress:

Subret Magk:

0.

0.

= Usze the following IP address:

%' Dbtain IP address automatically using DHCR/BOOTP

OEtait Autamatically

Default Gateway: I . . . v
DHE Servern I : : : ¥
WINS Server: I : : ’ I

o

Daownload All Changes |

<

Far Help, press F1

[ oM | 4|

2,

from other similar devices.
NOTE 1: The System Name is used by the device to create a fully qualified

domain name.

In the System Name field, provide a name that helps distinguish the device

NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.
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3. Select the Domain field, enter the domain name used on the client’s network.
For example, AmericaUniversity.net.
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

Select Network>IP Settings.

Select the Advanced tab.

Select the Register Address in DNS check box.

Select the Advanced option from the left-hand side of the window.
Select the Host Table tab.

Click Add to add an NTP host.

© © N o a b~

= DeviceManager - [xls_perle (192.1638.1.122) - Connected]
<@ File Edit Tools View ‘Window Help

D& a | de [ W2 2
-4 1) System Info
=45 Canfiguration

Host Table | Route List | DNS/AWING | RIP | Dynamic DNS | IPv6 Tunnels |

B2 Mekwork,

b [2] 1P Settings

b Q Advanced Hast Mame | Hast Address |
B-{E Serial sk TP 13216811
----- D Users

- Fecurity
F-{ZF /O Interfaces
----- D Clustering
-3 Svstem
Bl Contral
¢ b 8 THO Status(Control
Ehgil Statistics

By, Metwork

il Serial Ports
, User Add.. Edit... Delets
gl HTTP Tunnel
-y, Svstem
r IP Filtering
& Allow all traffic
= Allow raffic only to/from hosts defined with 1P addresses
Download All Changes th Download is Required
4]
For Help, press F1 MM
10. On the window, enter a descriptive name for the NTP server (for example,
mnsNTP).
11. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.
12. Click OK.
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Time and Security Settings

1. Select Configuration > System > Management > Time.
2. Select the Network Time tab.

3. Set the following parameters:

— Mode: Unicast.

— Version: 3.

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select an alternative NTP server name, otherwise set
the name as the primary host.
NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. Verify with the client's network
administrator if there are any questions.

== DeviceManager - [®ls_perle {192.168.1.122) - Connected] |
% File Edit Tools Yiew ‘Window Help =1 |

D H | dn [ K2 2
------ i) System Info

[+ Configuration

Netwark Time | Time Zone/Summer Time (D aylight Saving Time] I

[ Network ~NTR/SNTF Satings
-5 Serial
B users Mode: lﬁm
[H-{Z Security
@ IjO Inkerfaces Version: I 3 vl
[ Clustering
E-&@ Systelm [T Enable Authentication:
E-Eg Alerts
E@ Management ;
% ?!\IMP Frinnary Host: ImnsNTF' vl Ky D IU
: ime
[E custom AppjPlugin Secondary Host: Im FKeplD: ID—
3 Advanced

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

5. Configure the parameters as per the details mentioned in the Time Zone/
Summer Time (Daylight Saving Time) Parameters section.
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= DeviceManager - [xls_perle (192.168.1.122) - Connected]
“g File Edt Tools Wiew ‘Window Help

D Eddvch W ?

1) System Info Metwork Time  Time Zone/Surnmer Time (D ayplight Saving Time) |
[z Configuration
[ Network,
=@ 3“‘"‘ Time Zone
S8rs
" .:i Securiby Time Zone Name: ES Time Zane Offset: I-ES:IJD UTCAGMT
g U0 Interfaces
“8 Clustering Summer Tirse [Daylight Saving Time)
=25 System
+-(g Merts Sumrmer Time Marme: EST Summer Time Oifsat I B0 mirutes
=3 Management
B e [ Mode
[ Time:  Maone
|51 Custom app/Plugin
[ Advanced " Fised
= f Control I onth Day Time
- 110 Stakus|Control Start Dater [ =/ =] Jozoo
(=g Statistics L ;
-y, Network EndDate:  |Dctober =1 ~] [ozod
[y, Serial Ports
il User & Recuring
i, HTTP Tunmel onth Week Day Time
Bgf, System StatDats:  [Mach =72 =] 7 [Sunday =| [ozoo
EndDate:  [November x|/ [1 =] 7 [sunday x| ozm
|
Download All Changss /4. Download is Required
4
For Help, press F1

6. Select Configuration > Security > SSL/TLS.

File Edit Tools View Window Help

O de 27

DeviceManager - [Localhost-offlin (172.17.10.78) - Connected
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- [Localhost-offlin (172.17.10.78) - Connected [=]=]BE
—“ -:iii if::ir:ul::t?nn SsL/ILE
225 Metwork SSLATLS settings that apply to all SSL/TLS connections
[ 1P Settings [default]
[E Advanced
iy Serial S5LATLS Wersion Any v
3 Users
o5 Security SSLTLS Type:
B ?;:hent\{atmn
[ SSL/TLS ) i
3 VPN [walidate Peer Certificate
[E HTTP Tunnel
H [E] services S5L Certificate
#-{g /0 Interfaces
[ Clustering Passphrase;
+ {f@ System
=g Control
L. ¥ /O Status/Control
=gl Statistics
+ i, Metwork
+ il, Senal Ports
: User
HTTP Tunnel
+ il, System
(_T_\ Download iz Required
7. Set SSL/TLS Version field to Any.
8. Set SSL/TLS Type field to Server.
9. Select the SSL Certificate section.
10. Enter the password of the SSL certificate in the Passphrase field.
11. Select Tools > Advanced > Keys and Certificates.
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%5 File Edit | Tools Wiew Window Help _|ﬁ'|1|

O | = s | Upload Configuration Fram IOLAR

Import Configuration from a File

Download Configuration to IOLAN
Download Configuration ko Multiple IOLANS

i) Syster
- Configu

that apply to all S5L/TLS connections

Advanced Download Firmware ko TOLAM

Reset Set IOLAN Date/Time

Kews and Certificates,

Cplions. ..
plions Zustom Files. ..

NERTTT SEL/TLS Type: St Fackory Defaulk Configurstion ko IIOL.D.N

12. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

13. Click the browse button and upload the private key for your Root certificate
(.pem).
14. Click OK.

Keys and Certificates

K.ep / Certificate:

File Marme: I

Kep Tope: I RSA j
|Jzer Hame; I j
Hizat fame; I j

|FPzee Tunnel M ame; I j

| )4 I Cancel |

15. Select Tools > Advanced > Keys and Certificates.

16. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

17. Click the browse button and upload the combined Root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the Root certificate.

18. Click OK.
19. Select Tools > Advanced > Keys and Certificates.
20. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

21. Click the browse button and upload the upload the Root certificate
(RootCertificate.pem file).

22. Click OK.

Time Zone/Summer Time (Daylight Saving Time) Parameters

Field | Description
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Time Zone Name The name of the time zone to be displayed during
standard time.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Time Zone Offset The offset from Coordinated Universal Time
(UTC) for the local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name The name of the configured summer time zone
will be displayed during the summer time setting.
If this parameter is not set, then the summertime
feature will not work.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Summer Time Offset The offset from standard time in minutes. Valid
values are 0 to 180.
Range: 0-180
Default: 60

Summer Time Mode Use this mode to configure when the summer

time will take effect.
None — No summer time change

Fixed — The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00 P.M.

Recurring — The summer time change goes into
effect every year at the same relative time. For
example, on the third week in April on a Tuesday
at 1:00 P.M.

Default — None

Fixed Start Date The exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date The exact date and time in which the IOLAN’s

clock will end summer time hours and change to
standard time.

Recurring Start Date The relative date and time in which the IOLAN'’s
clock will change to summer time (daylight saving
time) hours. Sunday is considered the first day of
the week.

Recurring End Date The relative date and time in which the IOLAN’s
clock will end summer time hours and change the
standard time. Sunday is considered the first day
of the week.

1/10 Access Settings
> Log in to the device using the DeviceManager.

1. In the DeviceManager window, click I/O Interfaces on the left-hand side of the
window.

2. Click Settings.
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S File Edit Tools Wiew ‘Window Help =1
O s decy |2 7
s+ 1) System Info
B3¢ Configuration
-2y Metwork
[E 1P Settings Settings | General settings applving to all channels: falsafe, access methads. ete.

r 1/0 Interfaces Configuration

[E advanced

Setrial Channels | Individual [/0 channel settings.

Users

{3 Security
SR 10 Interfaces
i[g) settings
‘o3 channels Summary

H-{Fg System 1/0 Model: SDS51 D2R2

- Contral
. ® 1JO StatusiControl
EI“| Statistics Channels Enabled: 4

, Metwark LIDP Broadcast: Dizabled
. Serial Paorts
, User

, HTTP Tunnel
i, System

Failzafe Timer: Dizabled

Download &l Changes A Download iz Required

1]
For Help, press F1 [rauea

3. Select the /0 Access tab.

4. Select the Enable I/0O Access via TruePort check box.
NOTE 1: By default, the device monitors I/O commands on TCP port 33816. If
there is a need to change the I/O TCP port, it can be changed as long as the
change does not conflict with other services or TruePort ports.
NOTE 2: Always check to make sure the port selected is not already in use by
another application / service on the server. To check, open a Command
Prompt, type netstat, and press ENTER. A list of all current TCP connections
and ports will be listed.
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“*DeviceManager - [xls_perle (192.168.1.122) - Connected] =]
S Fil: Edit Tools View ‘Window Help =1

O | & at | de 25 | W2 2
- i) System Info
1k Configur ation

10 coess | Failsafe Timer | UDP |

E@ Tetwark,
o[ P Settings — ; - -
: Choosze the method in which the |0 interfaces are acceszed via network by an external application.
a Advanced
{35 Serial [ Enable 140 &ccess via Modbus protocal
Q Users
{35 Security wUim:  |255 Advanced Slave Settings. .
H@ e Intelrfaces — Awvallable Hetwork Access
D Settings
[& channels [T Allow Modbus TCF &pplication (&R
Q Clustering [~ Allow Modbus BTUASC via TruePort
[H-{EE Svstem
=g ;;ntrol - Advanced Modbus
i e B TN SkatusControl ) ;
= i1 Statistics |die Timeaut: I'I a zecands

. Metwork ™ Enable Modbus Exceptions
. Serial Parts

, User
, HTTP Tunnel
il System ¥ Enable S50 Encryption

Listen TCP Port: |3331 £

Available Metwork Access

¥

¥ Enable 140 &ccess via TruePort

Allaw 140 Access wia AP through TruePort

Download All Changes /1 Download is Required

<
Far Help, press F1 l_ M l_

5. Select the Enable SSL Encryption check box.

= Configuration is now complete.
6. Click Download All Changes.

7. Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, wait 90
seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber/green.

TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, each
device should have a COM port for each service.

NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

> Ensure that the TruePort is installed on the server.
1. Start the TruePort Management Tool.
2. Click Add.
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&) TruePort Management Tool

O perie

Thiz tool permits you ta add, remove and configure TruePart adapters.

Inztalled TruePort adapters:

Cloze

Add... Bemowve Properties |

3. Enter a name for the TruePort Adapter.
NOTE: This adapter will serve a particular device and will map to a specific
COM port. Try to make the name descriptive so that the name can be easily
tracked back to a particular device.

4. Enter the IP address or the hostname the device is using, and then click Next.

Add TruePort Adapter Wizard

Configure TruePort Adapter

Configure the adapter's name and aszociate it with a device server on the
hietwork,

— TrueFort Adapter Properties

Adapter Marne: IF'erIeH elay

— Device Server Metwark Location

i+ |P Address |1E|2_1EE=.1.1EIEI

™ Hostname: I

Mest » I Cancel
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5. Leave the number of ports set to 1 (if using I/O access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increase the number for each device and
service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4096 COM ports.

6. Click Next.

Add TruePort Adapter Wizard

Add Serial Ports
Azsociate COM portg with pour new TruePort adapter

You may add up to 49 zenial ports to your
rew TruePort adapter: The following portz will be added:

—Select COM Port Bange COMI0

Mumber af Parts: I1 _Ij

Starting COM Port:  |COMIO0

M et > I Cancel

= The TruePort Adapter will be visible in the TruePort Management Tool.

I/0 Access Settings

To configure the I/O access settings, do the following:
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1. Start the TruePort Management Tool, select the Perle device to configure,
and click Properties.

#dl TruePort Management Tool

Thiz taal permitz vau ta add, remove and configure TruePart adapters.

Inztalled TruePort adapters:

PerleRelay (192.168.1.100)

Bemove | Properties |
Cloze |

2. Select the Configuration tab
3. Click Settings.
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PerleRelay {192.1658.1.100) Properties Ed

General  Configuration | Ciriver I Detailsl

M PerleRelap [192.168.1.700)

Thiz TruePort adapter is aszociated with the following
device semver.

— Dewvice Server Information

Humber of Parts: 1
IP Address: 132.168.1.100

Active Connectionz: Hone

To configure thiz Device Server at thiz time use the Perle
Devicetd anager or one of the following configuration methods.

Wwieb Caonfig Telnet Config

Settings |

] | Cancel

4. |If there were two COM ports originally created for this device, select one to use
for I/0O access. If the COM port selected is being used, the other COM port
should be reserved for serial communication. If a second COM port was not
created, click the Add Ports button at the bottom of the window.

5. Select the Connection tab.
6. Select the Access Device Server I/0 channels option.

7. Select the Connect to TCP Port that was configured on the device for I/O
access.

8. Inthe I/O Application Type drop-down Isit, select /O Access.
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PerleRelay (192.168.1.100) Settings

=0 PereRelay (192.168.1.100)

[ (#I‘ EDM%[UD: 23816 — Connection Settings ([COM10)
—{" &ccess Device Server Serial Port

Mumber of ports: 1 Connection I.f-‘«dvancedl S5LATLS I Packet Fnrwardingl

Connection Mode; IAutnmatic 'I

% Accept connection fiom device server
Lister on TICP Part: 10000 =

il

£ |nitiate connection to device senver

Connect to TEF Fort: (10007 ==

Llient-nitiated Connection Settings... |

L

—f* Aecess Device Server [0 channels

Connect to TGP Part; |3331 G _|::'
120 Applization Twpe: II.*'D Access "I
Clientnitiated Connection Settings... |

- Connection Prafile

Current Frofile:  Minimize Latency

Change Profile. . |

& &dd Ports | ¥ Bemove Ports |

o |

' LCopy Settings Tu:u...l Festore Defaults

Cancel | Apply |

9. Click the Settings button next to Client-Initiated Connection.

= The following window displays:
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Client-Initiated Connection Settings
Connection Management Opbons

[l Connect at system startup

Connecton Oplions

Delay close of TCF connection for

[[]Close TCP connection when COM portis closed

Connechon Retnes
(O Retry forever
(@ Mumber of reties: || =
Time between connection refries ijﬂ = seconds
, Restore dropped conneclions
Restore Defaults Ok Cancel

10. In the Connection Options section, do the settings only for the following

parameters:

— Number of retries: 2.

— Time between connection retries: 30.

— Select the Restore dropped connections check box.

11. In the Connection Management Options section, ensure that you do not
select Connect at system startup and the Close TCP connection when

COM port is closed.
12. Select the Advanced tab.

ABV12131888_en_b_51

297 | 470



MNS Supported Physical Device Configurations
Multi Zone Audio Device

Audiozone_100 (| ) Settings >
Number of parts: 1 Connection  Adwvanced  S50L/TLS  Packet Forwarding
] Audiozone_ 100 [t 77 0
(ér" COM100(140: 45000] Advanced Settings (COM100)

Application Dphions
Simulate COM part transmit delays

&dditional Transmit Delay:; |0 =
Additional Receive Delay: |0 = ms

On COM port open:

() Always return successiul

(®) Feturn when connection is fully establizhed
(®) seconds
s

[J Erumerate attached devices [i.e. modems)

b awimuim it Time: |30 =

Drait output before setting config

[J5end keep alive packets
an

»

[JEnable TCP Nagle algorithm
[JUse legacy UDP protacel (Full Mode only)

< >

e Add Ports ¥ Bemove Poils Restore Detaults

Cancel Apply

13. Set Maximum Wait Time to 30 seconds.
14. Select the SSL/TLS tab.

298 | 470 A6V12131888_en_b_51



MNS Supported Physical Device Configurations
Multi Zone Audio Device

Perle_Serial {192.168.1.1) Settings Eq
Mumber of ports: 1 . Cunnectinnl Advanced  SSL/TLS I Packet Farwaldingl
?_JII F_'_n_arle_SeriaI [192.168.1.1] _
# COM10 [Cannect: 10001] —SSLATLS Settings [COM10]

¥ Enable S5LATLS Encryption
SSLATLS Wersion:  |Any -

SSLATLS Tupe: II:Iient "'I

—Authentication

[ “erify Peer Certificate
Certificate Authornty Flename:

I Browse |

Walidation Criteria...

— 550 Certificate
¥ Supply Certificate
Certificate Filename:

II::'\U$er$k&dministratnr'\Desktop\SSLE Brawse |

Certificate Pazzphraze; | *essssssss ol

E%l Add Parts | x Bemove Ports | ' Copy Seftings Tu...l Restore Defaults

0k I Cancel | Apply |

15. Select the Enable SSL/TLS Encryption check box.
16. Set the SSL/TLS Version field to Any.
17. Set the SSL/TLS Type field to Client.

18. Select the Supply Certificate check box.

19. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

20. Enter the password in the Certificate Passphrase field.
21. Click Apply and then OK.
22. Restart the Perle TruePort Service from the SMC.

= The TruePort driver is ready for I/O access

System Management Console

SIEMENS
e
¥ Projects
MNS330 System

¥ Websites
Test

b Settings

Testl

W History Databases
¥ (ocl\GMS_HDB_EXPRESS
HDB Service | current User | status | ¥ Service Account

Certificate Automation License Manager Service ~ WRETTTETTEN  Running o | seniceaccount: [RinERER S |
FreeSWITCH WAETEREOEE  Running —
GMS_WCCILpmon_MNSS30 NI Stopped
Perle TruePort Service WRERERSEEE Running
Siemens BT Licensing Server e ) Running
Siemens GMS Closed Mode Service  S/MERITS™  Running U

=0 = ==

Ready
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Device Verification
1/0 and Relays

A procedure for testing relays and I/O from the server without is yet to be
determined.

Multi Zone Audio Device Troubleshooting

Device not getting Connected

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times if the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status:

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

Messages not Delivered on Audio Device
Problem: Messages are not delivered to the audio device.

Solution: Ensure that the corresponding 1/0 Channels are selected. To select the
I/O Channels, select /O Interfaces > Channels in the Device Manager of the
Perle Device.

i System Info
-k Configuration
{7 Metwork

/0 Channels

--@ Serial i Diigital Input
Q Llsers. v o2 Digital lmput
@ Security |7 =] Felay
=5 1O Interfaces |7 %] Fielay
~[2]_Settings
-[2] Chanmels
D Clustering
--@ Syskem

|'_—‘|§a5d Control

}" /0 StatusiControl
E""Ill Skatiskics

By, Metwork, _
Serial Ports Edit... |
User

i HTTP Tunnel
---_.. Syskem

Download &ll Changes
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See also
Multi Zone Audio Device [~ 263]

1.25 Pro-Lite Trucolorll LED Display

Pro-Lite Trucolorll LED Display

This section provides reference and background information for integrating the Pro-
lite Trucolorll LED Display device. For procedures and workflows, see step-by-step
section.

The Pro-Lite Trucolorll LED Display device provides on-premise, text-based
messaging as part of the solution. It communicates serially over RS-232.
Therefore, the deployment requires an IP-to-serial device to bridge the gap
between the IP-based system and the serial-based LED sign.

Notification

Server Cat5e S /
NIC —Ethernet Software ystgm
Cable | Sewice || Device
True Port a
Hardware
Port

Legend

Cat5e

Ethernet

Cable

Perle

mjas] on [DBS | Rs232 _Serdl proite
|Ru45] pere | Serial|  (DB9toRJ11) | Port| | ED sign
TD2R2

NOTE: Currently, special characters other than ASCII are not supported by the
Prolite Perle device.

Pro-Lite Trucolorll LED Display

This section provides additional procedures for integrating the Pro-lite Trucolorll
LED Display device.

For workflows, see the step-by-step section.

Installing Pro-Lite Trucolorll LED Display

This section provides information for mounting the hardware and gives details
about the wiring / connection of the device.

Perle Device Installation

Prerequisites

Before proceeding, ensure that the following items are present:

Perle IOLAN SDS1

9-30VDC (400mA min) Power Supply, if not included with Perle IOLAN SDS1
Category 5 Ethernet cable

Computer or Server to communicate with the device

The device Installation CD or a computer with network access

DB9 RS-232 serial cable — included with Pro-Lite Trucolorll LED Display
device.

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be
installed on the same server / machine that runs .

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly

configured IP network. The network must allow for IP addresses to be assigned
statically or through DHCP.

A6V12131888_en_b_51
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NOTE 3:
To configure the device, a computer located on the same network is needed.
NOTE 4:
The maximum cable length for a Serial cable is 50 feet.
Mounting
The Perle SDS1 has two brackets on the side of the mounting holes. It is
recommended that the installer fasten the device to a flat surface by placing
screws through mounting holes.

Power

1. For the Perle SDS1, use a power adapter capable of 9-30VDC output and
400mA. If the Perle unit has terminal blocks for power, cut off the barrel
connector of the power supply and plug the leads into the terminal block
marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adapter leads. The grounded
lead should connect to the pin marked "-".

«

The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the Power/
Ready LED should be solid green.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be solid amber or green in color.
NOTE: The color amber refers to a 100Mb connection. The color green refers
to a 10Mb connection.
NOTE: The device does not have DHCP turned on as a factory default. The
device will need to be configured to use DHCP or a static IP with a computer
that is attached to the same subnet will need to be assigned.

Serial Connector

Plug one end of the serial cable in to the DB9 connector on the device. Connect
the other end of the serial cable to the Pro-Lite Trucolorll LED Display device for
serial communication.

NOTE: Keep the Console/Serial switch(s) present on the device in OFF position.

Pro-Lite Trucolorll LED Display device Installation
Prerequisites
The prerequisites for the installation of Pro-Lite Trucolorll LED Display device are
as mentioned below:
e Pro-Lite Trucolorll LED Display device with included mounting brackets
e Screws
NOTE:
The screw type and length should be carefully chosen based on the surface
medium the device will be mounted on.
Mechanical Installation
This section includes details about the installation of the mechanical components
of the device.

> The user must have a set of mounting brackets included in the purchase of the
LED Display.
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1. Measure the width between the LED Display’s mounting holes.

2. Fasten the mounting brackets to the wall with a pair of screws using the width
between the LED Display’s mounting holes.
NOTE: Use an appropriate screw type for the wall type (concrete, wood, dry
wall, and others). The user should provide the screws to fasten the bracket to
the wall.

3. Mount the LED Display to the bracket using the screws that came with the LED
Display.
NOTE: To adjust the angle of the LED Display, slightly unscrew the brackets
from the LED Display, adjust the angle, and retighten the bracket.

MOVING SIGN PANEL

. TO MAINS SENSOR
liF RS 232 SERIAL
INTERFACE .

POWER ADAPTOR

X

X

oL

§ & LOW VOLTAGE
4 AC/DC POWER INPUT
F St {FROM ADAPTOR}
e

[-1-1]

- -

ann

IFR
REMOTE KEYBOARD

Electrical Installation

1. Mount the LED Display to a flat surface using the two mounting brackets
included with the LED Display.

2. Loosen the screw connecting the LED Display and bracket, reposition the LED
Display, and then fasten the screw to adjust the angle.

3. Plug the RJ11 connector of the serial cable to the port marked RS232 on the
LED Display.

4. Connect the DB9 side of the serial cable to the DB9 connector on the SDS1.
Connect the power adapter to the port marked DC IN on the LED Display.

6. Plug the adapter into an AC outlet.
NOTE: If the LED Display is factory default, the user will see demo text and
graphics on the LED Display.

Installation Verification

If installed and wired correctly on boot up, the LED Display details information such
as baud rate, LED Display device address, and a welcome message.

NOTE: If any activity is not visible, verify that power is present.

Configuring Pro-Lite Trucolorll LED Display

This section provides the steps linked with the configuration and verification of the
device.
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Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

Creating a Root Certificate (.pem)

1.

2,

In the Console tree, select the Certificate node.
= The Certificates tab displays.
Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem)

= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: .
Key file name: RootPEMCertificateKey Canfirm password: .
Path: Ch\Certificates Browse...

Expiration: 10/27/2025 n 3650 : Days

Subject name: GMS Root Certificate City / district: Pune
Department: SBT State / province: Maharashtra
Organization: Siemens Country code: ™

3. Inthe Root Certificate Information expander, provide the details as follows:

s

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save B to initiate root certificate creation.

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields are blank.
For all subsequent root certificate creation (.pfx or .pem based), some fields,
such as Path, Organization, and so on, are pre-populated with the information
from the last-created root certificate.
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Software Configuration

Configuration to communicate to the device requires two main steps. First,
configure the internal settings of the device. To do this, install DeviceManager on a
computer connected to the same network as the device to be configured.

The other step is to configure the driver on the computer that will be
communicating with the device over the network. There are several methods used
to communicate with the device. One method is through the TruePort driver.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server. It
creates a virtual serial port or virtual COM port. All COM port directed data sent by
the application is re-directed by TruePort across the IP/Ethernet network to the
remote device. Data and serial port signaling is transparently communicated
between the application and the remote device.

Device Configuration

D> Ensure that the DeviceManager is installed on a computer located under the
same network as the device that will be configured.

> Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:
a) Root Certificate (.pem)
b) Root Certificate Key
Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.

> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem > RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.

1. Start DeviceManager.

Establish Connection to.. [ 7]
MAC Address | IP Address | IModel | Server Mame | Firmnwate | Discovered | ok |
- 00-50-Cd-06-20-FA 192,165,1.123 IOLAM SD51 DZRZ MeL_Relay... 4.4 Auko Cancel |

- 00-80-C4-06-31-76 192,168,1.122 IOLAN SD51 D2RZ xls_perle 4.4 Auko

- 00-80-C4-06-31-77 192,1658.1.1258 IOLAM SDS1 DZRE mns_panic_... 4.4 Auko
-0 Mok Configured IOLAM SD51 D2RZ  TOLAN-063...

136.157.32. 164 IOLAM D51 IOLAN-064... 4.4
-~ 00-80-D4-06-BE-F& 192.168.1.111 IOLAM SDS1 AdaptivelEDL 4.4 Auta
-~ 00-80-D4-06-C3-EE 192.168.1.110 IOLAM SDS1 ProLitelED:2 4.4 Auta
- 00-80-04-06-C4-02 192.168.1.109 IOLAM 501 ProLitelED1 4.4 Auta
- 00-80-D4-06-C4-09 192,168.1.112 IOLAM 3051 AdaptivelEDZ 4.4 Auto

Add.. assignP. | g | Refiesh |

= All similar devices under that network should be visible.

2. Select the device to configure and click Assign IP.
NOTE 1: If the device is not visible in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be solid green and the link LED should be solid amber /
green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
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until the Power LED is solid amber and then release. Wait 90 seconds for
device to reboot and initialize. If still unsuccessful, replace the unit or check the

network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP

—Azzign [P

The [OLAN's current [P Address:

INut Confiqured

Enter the IP &ddress of the [OLARN:

temporary [P Address.

r Have the [OLAM automatically get a

Azzign [P I

Cancel |

= The Establish Connection to window displays with an IP address.

Establish Connection to... K E
MAC Address | IP address | Madel | Setver MName | Fitrnware | Discovered | ok |
- 00-80-04-06-20-FA& 192.165.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auka Cancel |
- Q0-50-Crd-05-31-76 192.1658,1.122 IOLAM SDS1 D2R2 xls_perle 4.4 Auko
192,1658.1.128 IoLAM SD51 D2RE mns_panic_... 4.4 Auko

- O0-60-De-06-31-77
i g
- 00-E0-Deh-06-AE- LD
- O0-0- D06~ BE-F
- 00-60-De-D6-C3-EE
- O0-E0- D06 -C4-02
- O0-60- DD -C4-09

19 120
136.157.32. 164
192.168.1.111
192.168.1.110
192,168,1,109
192.168.1.112

add. | assionie |

Eing.. |

IOLAN SDS1 D

IOLAM D51

IOLAM 5051
IOLAM SDS1
IOLAM 3051
IOLAM 5051

Auka
IOLAN-06R.., 4.4 Auto
AdaptivelEDL 4.4 Auto
ProLiteLED2 4.4 Auto
ProLitelEC 4.4 Auko
adaptivelEDZ 4.4 Auto

Refresh I |

4. Select the device again, and click OK to log into the device for configuring.

At the login window, type in the device password. The factory default password

is: superuser.

Login

0

i

Authentication required. Please enter
the pazsward for the admin user.

Pazaword: I |

o ]

Cancel
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Network Setup

To further configure the network settings of the device, log into the device using
DeviceManager. Proceed with the following:

1. In the device manager window, select Network > IP Settings.
NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

= DeviceManager - ProLitelED1 (192.168.1.109) - Connected
Fle Edkt Tools Yiew ‘Window Help
D Wasdacy |2
* ProLiteLED1 {192.168.1.109) - Connected
3 System Info [Pvd Settings | IPvE Settings | Advanced |
—| e Configuration
= @ Mebwork '
[ P Settings System Setfings
[8 advanced Syztem Name: Daman: mnz.net
3 (i3 Serial
Ll Users L
# (i Seaurity P4 Caonfiguistions
| Clustering — Ethesnet Interface Settings
H-{Im System
=l g Stakistics & Obtain P addiess utomatically using DHCP/BOOTP
H- g, Metwork
By, Serial Parts " Use the folowing IP addess:
i, User
i, HTTP Tunnel P Addiess 1] 0 L a
&y, System
S unmet i =eh 1 i 1
Obtan Automaticaly
Defan By [V
[IHE Semves v
i |7
Download Al Changes: |
For Help, press Fi T UM s

2. Select the System Name field, give the device a distinguishable name to help
identify it from other similar devices.
NOTE 1: The System Name will also be used by the device to create a fully
qualified domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

3. Select the Domain field, under the domain name used on the client’s network
(for example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

Select Network > IP Settings.
Select the Advanced tab.
Select the Register Address in DNS check box.

N o o &

Select the Advanced tab on the left-hand side menu.
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DeviceManager - [ProliteLED1 (192.168.1,109) - Connected]

< Fil: Edi Tooks View Window Help ETES

D& aa|dw |02 2
£y SystemInfo Host Table | Route List| DNS/WINS | RIP | Dynamic DNS | IP¥6 Tunnels

# Configuration

) ekwiark,

[2] IP Settings

Advanced Huost Mame | Host Address

B2 Serial mrsh TP 192.168.1.1
Serial Port
Part: Buffering
Advanced

= @ Swstemn
- Alerts
E--@ Management
; SHMP
Time
. Custom App/Flugin il | ,TI Delete
e[ Advanced
= '] Statiskics P Filtering
Network. = Allow all traffic
Serial Ports
Lier = Allow arly defined traffic
HTTP Tunnel
il System

™ Ll traffic: only todfram hosts defined with [P addresses
I™ fsllow teaffic: todfrom address range,

Start |F Address 0 o0 .0 End IF Address: o0 .0 .0

Download &ll Changes | Ay Downlnad is Pequired

8. Select the Host Table tab.
9. Click Add to add an NTP host.

10. On the widoow, enter a descriptive name for the NTP server (for example,
mnsNTP).

11. Enter the IP address or the fully qualified domain name of an available NTP
server.

NOTE: An available NTP server is required to enable SSL on the device.
12. Click OK.

Serial Settings

> The user must have logged in to the device using Device Manager.

1. In the device manager window, click the Serial folder on the left and then
Serial Port.

= Begin configuring the number of serial ports and the device profile. Only
one serial port per device is required for serial communication.

2. Select the default serial port and click Edit.
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== DeviceManager - [xls_perle {(192.168.1.122) - Connected] M=l E

S File Edit Tools View ‘Window Help o =l |
D& as|de | K2 2

i) System Info

-4 Configuration Serial Ports:
-5y Netwark
i [3] 1P Settings Enable MHame | Profile Details

i [d] Advanced TruePart i3 A 1000

i [3] Port Bufering
i3 Advanced

----- B users

- Security

-Z5 1/C Interfaces

----- [8 Clustering

B System

Elf Control

§ e ¥ 1O StatusiControl

Egil s Statistics

. Metwork

. Serial Ports

User

| HTTP Tunnel Edi... |

i, Sstem

1] i

Download All Changes | /1 Download is Requied
4| | LI
Far Help, press F1 HUM l_ v

3. Inthe Serial Port settings window, click Change Profile. Select the TruePort
profile and click OK.
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Serial Port 1 Settings EHE

Frofile;  TruePort

Change Frofile... |

Marme: I PerleSerial

General |.&c|vanc:ed Hardwarel E mail &lert I Packet Folwardingl S5LATLS

r TruePort Settings

£~ Connect to remote sypstem [Servernitiated Connection):
Huast name; INnne 'I TCP Fart: |1 aooa

I Connect ta Multiple Hosts [TruePart Lite bMade] Define Additional Hosts...

I SendHame O Cotnect

£ Listen for connection [Client-Initiated Connection):

TCP Part; I'I oo

I &llove Multiple Hosts bo Conmect [TruePart Lite Mods]

QK. I Cancel |

= The serial port settings window will change to reflect the new profile.
4. Select the General tab.
Click the Listen for connection (Client-Initiated Connection) option.
= In this mode, the device will wait for the server to establish a connection.

6. Enter the TCP port that will communicate with the device. By default, the TCP
port will always be 10001.
NOTE: Always check to make sure the port selected is not already in use by
another application / service on the server. To check, open a Command
Prompt, type netstat, and press ENTER. A list of all current TCP connections
and ports will be listed.

7. Ensure that the Allow Multiple Hosts to Connect [TruePort Lite Mode]
check box is unselected. Click OK.

8. Select the Hardware tab.
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cerial Port 1 Settings EHE

Frofile:  TruePort

Change Frofile. ..

M ame: I

. Generall fdvanced Hardware | Email &lert | Facket Fu:urwardingl SSLATLS I

Serial Interface: Ela-222 =
Speed: 9500 -

Drata Bits: - [ruples: I Full - I

Farity: Mone - T Diriver Cantral: Autn T
Stop Bits:
Flaws Contral: Mone

JJT

¥ | Enable Inbound Flaw Cantral
¥ Enable Dutbound Flavs Control

[T Moritor DSA

[T Monitor DCD

[T Discard Characters Received With Emors
[T Enable Echo Suppression

] Cancel

9. Select EIA-232 (RS-232).

10. Set Speed to 9600.

11. Set Data Bits to 8.

12. Set Parity to None.

13. Set Stop Bits to 1.

14. Set Flow Control to None.

15. Do not select the Monitor DSR check box.

16. Do not select the Monitor DCD check box.

17. Do not select the Discard Characters Received With Errors check box.
18. Select the SSL/TLS tab.

19. Select the following check boxes:
Enable SSL/TLS
Use Global settings (Security > SSL/TLS)

20. Click OK.
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21. Select Configuration > System > Management > Time.
22. Select the Network Time tab.
23. Set the following parameters.

— Mode: Unicast

— Version: 3

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set name
as primary host.
NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. If unsure, then verify with the client’s
network administrator.

== DeviceManager - [xls_perle {192.168.1.122) - Connected] | =] E3
& File Edit Tools Wiew ‘Window Help =1 |

EEEIEEILE
- 1) System Info
. s Configuration

T3 Metwork ~NTP/SHTF Settings

3 e Mo ]

Security

It Inkerfaces Wersion: I 3 - l

Netwark Time | Time ZoneSummer Time (D aylight Saving Time) I

[E Clustering
B-&@ Systelm [T Enable Authentication:
E-{Eg Alerts
E@ Management .
e Primary Host: ImnsNTF' vl FeplD: IU
Q Tirmne
; Q Custom App/Plugin Secondary Host: INone 'l =l ID
o3 Advanced

Elf Control
- f“ I/ Skatus/Control
Stakistics

24. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

25. Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) parameters.
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= DeviceManager - [xls_perle (192.168.1.122) - Connected]
“g File Edt Tools Wiew ‘Window Help

D Eddvch W ?

3 System Info Netwioek e Time Zane/Summer Time (Daglght Saving Time) |
[z Configuration
[ Network,
=@ 3“‘"‘ Time Zone
S8rs
" .:i Securiby Time Zone Name: ES Time Zane Offset: I-ES:IJD UTCAGMT
g U0 Interfaces
18 Clustering Summer Tirse [Daylight Saving Time)
=25 System
+-(g Merts Sumrmer Time Marme: EST Summer Time Oifsat I B0 mirutes
=3 Management
B e [ Mode
[ Time:  Maone
|51 Custom app/Plugin
[ Advanced " Fised
= f Control I onth Day Time
- 110 Stakus|Control Start Dater [ =/ =] Jozoo
(=g Statistics P ;
-y, Network EndDate:  |Dctober = -] [z
[y, Serial Ports
il User & Recuring
i, HTTP Tunmel onth Week ay Time
Bgf, System StatDats:  [Mach =72 =] 7 [Sunday =| [ozoo
EndDate:  [November x|/ [1 =] 7 [sunday x| ozm
Download All Changss /4. Download is Required
4]
For Help, press F1
26. Select Configuration > Security > SSL/TLS.
<= DeviceManager - [Localhost-offlin (172.17.10.78) - Connected == -

File Edit Tools View Window Help
OB it 27

- [Localhost-offlin (172.17.10.78) - Connected

B

-+ 1) System Info

1 X S5LATLS
=44 Configuration
225 Metwork SSLATLS settings that apply to all SSL/TLS connections
T . [default]
[3 IP Settings
[E Advanced
iy Serial S5LATLS Wersion Any v
ie[E Users
o5 Security SSLTLS Type:
B ?;:‘hent\{atlnn

[F ssuTLs
& VPN
[E HTTP Tunnel
H D Services 55L Certificate
#-{g /0 Interfaces
[ Clustering Passphrase;
+ {f@ System
=g Control

L. ¥ /O Status/Control
=gl Statistics

+ i, Metwork
+ il, Senal Ports

[[]Walidate Peer Certificate

User
HTTP Tunnel
w4, System

Download &l Changes

(_T_\ Download iz Required

27. Set SSL/TLS Version field to Any.
28. Set SSL/ITLS Type field to Server.

29. Select the SSL Certificate section, enter the password of the SSL certificate in

the Passphrase field.

30. Select Tools > Advanced > Keys and Certificates.
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=]

O | = s | Upload Configuration Fram IOLAR
———=————  Import Configuration Fram a File
Download Configuration to IOLAN
Download Configuration ko Multiple IOLANS

L) Syster
---;__,.,- Configu

that apply to all S5L/TLS connections
Advanced Download Firmware ko TOLAM
Reset 3 Set IOLAN Date/Time

Kews and Certificates. ..

Jptions...

Zustom Files. ..
B D S5L/TLS SEL/TLS Type: St Fackory Defaulk Configuration toIIOL.D.N
31. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.
32. Click the browse button and upload the private key for the root certificate(pem).
33. Click OK.
Keys and Certificates EE3
F.en / Certificate:
File Marne:
K.ey Tupe: FSa |
User Hame: -
Hiost [ ame: =
|Pzec Tunne! Hanme:; -

aEk. Cancel

34.
35.
36.

37.
38.
39.
40.

41

Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

Click OK.
Select Tools > Advanced > Keys and Certificates.
In the Key/Certificate drop-down list, select Download SSL/TLS CA.

Click the browse button and upload the upload the root certificate
(RootCertificate.pem file).

. Click OK.
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42, Click Download All Changes to make the changes to the device.

43. Click Reboot IOLAN.
NOTE: Any time a reboot of the device is needed, or power is reconnected, the
user must wait 90 seconds for the device to reboot and initialize. When ready,
the Power LED will be solid green and the Link LED will be solid amber or
green.

= The device is now configured.

TruePort Driver Configuration

> The TruePort driver is the second part of the process to link the device to the
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, it is
recommended that each device has its own and unique COM port for each
service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

1. Install TruePort on the server.
2. Start the TruePort Management Tool.

3. In the Management Tool window, click Add.

#=Il TruePort Management Tool

© perie

Thiz boal permitz pou ba add, remove and confiqure TruePaort adapters.

Inztalled TruePart adapters:

Add.. Bermove Properties |

Cloze

4. Enter a name for the TruePort Adapter.
NOTE: This Adapter will serve a particular device and therefore map to a
specific COM port. Try to make the name descriptive so that the Adapter can
easily be tracked back to a particular device.

A6V12131888_en_b_51
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5. Enter the IP address or the hostname the device is using, and click Next.

Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and azsociate it with a device server on the
nietwork,

— TruePort ddapter Properties

Adapter Mame:  |ProLiteLED1

— Device Server Network Location

" Hostname: I

Mest » I Cancel

6. Leave the number of ports set to 1 (if using 1/0 access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and add incrementally for each device and
service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4,096 COM ports.

7. Click Next.
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Add TruePort Adapter Wizard

Add Serial Ports
Azsociate COM portz with pour new TruePort adapter

You may add up to 49 zenal ports to your
new TruePort adapter: T he following portz will be added:

—Select COM Port Bange

COomM10

Mumber of Ports: 1 _l

Starting COM Paort: IEEIM1EI "I

M et > I Cancel

= The TruePort Adapter in the TruePort Management Tool is visible.
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8. To edit the TruePort settings, select the adapter to edit and click Properties.

#dl TruePort Management Tool

© perie

Thiz toal permitz you to add, remove and configure TruePort adapters.

Inztalled TruePaort adapters:

FraLiteLEDT [T

Add... Remove FProperties |

Cloge

Fig. 39: TruePort Management Tool

Serial Settings

1. Select the properties window of the device port to be configured.
2. Select the Configuration tab.

3. Click Settings.
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ProLiteLED1 (192.168.1.10) Properties | x|

General Configuration | Ciriver I Detailsl

Mﬁ ProLiteLEDT [132.168.1.10]

Thig TruePort adapter iz aszociated with the following
device semver.

— Device Server |nfarmatian

Mumber of Ports:; 1

IP Address: 132.1658.1.10

Active Connections: Mone

T o canfigure this Device Server at thiz time uze the Perle
Devicetd anager or one of the following configuration methods.

Web Config Telnet Config

Seftingz |

] | Cancel

4. Click the COM port on the left-hand side.
= This will display the TruePort and COM port settings for this adapter.
5. Select the Connection Tab.

6. Select the Initiate connection to device server option.

A6V12131888_en_b_51 319|470



MNS Supported Physical Device Configurations
Pro-Lite Trucolorll LED Display

ProLiteLED1 {192.168.1.10) Settings [}

Number of ports: 1 Cornection |.-’-‘-.c|vancec|| SS5LATLS I Pack.et Forwaldingl

=] ProLiteLEDT (192.168.1.10) _ ;
— Connection Settings [CORM10)

b B DOM10 [Conmect: 10001]
—i% Access Device Server Serial Part

Connection Maode: I.t'-‘«utomatic "I

{~ Accept connection from device server

Lister om TER Fart: 10000 —=

% |nitiate connection to device server

Bl

Connect bo TCP Port: {10001 ==

Client-nitiated Connection Settings. . |

1 Access Device Server 120 channels

Carinect b TER Part: |3331 & _I;
10 S pplication Type: II.-’D Access "I
Clientnitisted Connection Settings... |

i Connection Profile
Current Profile:  Minimize Latency

Change Profile... |

[

C:-_i"l Add Ports | x Bemove Ports | ' Lopy Settings To...l Restare Defaults

Ok I Cancel | Apply I

Select Connect to TCP Port, enter the port number that was previously
assigned to the device using the device manager.

7. Click the Settings button next to Client-Initiated Connection.

= The following window displays.
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[ Connect at system startup

Connecton Oplions
Connection Fetries

(O Retry forever

Client-Initiated Connection Settings

Connection Management Opbons

Deley close of TCP connection for

[[]Close TCP connection when COM portis closed

(@) Mumber of retries:

i3
Time batwaen connaction retries:

Restore dropped conneclions

sEconds

Festare Defaults

oK

8. Select the Connect at system startup check box.

9. For Connection Retries, select the Retry forever option.

10. Click OK.
11. Select the Advanced tab.

ABV12131888_en_b_51
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R REREEESE——————————————————————
ProLiteLED1 {192.168.1.10) Settings [x]

Mumber of ports: 1 Connection  Advanced | SSLATLS I Packet Fnrwardingl
?Iﬂ ProLitelLED1 (192.165.1.10]
o B COM10 (Cannect: 10007) .~ Advanced Settings [COME10]

—Application Options
™ Simulate COM part transmit delays

Ldditional Transmit el [0 =| i

Sdditional Receiye [elay: |EI :: s

On COM part open:

Lk L

7 Always return successful
% Return when connection is fully established

b amirnurn Y4 ait Time: |3D _,3 seconds

[~ Enumerate attached devices (i.e. modems)]

¥ Diain output before setting config

v Send keep alive packets

Keep Alive Interval: I3Ij _I; seconds

[ Enable TCP Nagle algarithm

[~ Uzelegacy UDP protocal [Full Mode only]

o AddPorts | ¥ Remove Ports | ' Copy Gettings TD...| Restore Defaults
0k, I Cancel | Spply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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Number of ports: 1 . Eunnectionl Advanced  S5LATLS I Packet Forwarding I
?_JII PraLiteLEDT [132.188.1.10) :
n_y‘ COM0 [Conmect: 10001] mSSLATLS Settings [COM10)

¥ Enable S5LATLS Enciyption
SSLATLS Version: [ &ny -

SS5LATLS Tupe: ICIienl 'l

—Authentication

[~ “erify Peer Certificate
Lertificate Suthorty Filename:

I Browse |

alidation Critera...

— 55L Certificate
v Supply Certificate

Certificate Filename:

CAUzershddministratortsDeskiophS5L L Browse |

Certificate Passphraze:; | sesssssass s

E,-_FFI Add Ports | x Bemove Ports | ' Lopy Settings TD...| Restore Defaults

ok I Cancel | Apply |

14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.

16. Set the SSL/TLS Type field to Client.

17. Select the Supply Certificate check box.

18. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.

System Management Console

SIEMENS
[oste |
W Projects
MNSI30 System
¥ Websites
Test

Testl
¥ History Databases
¥ (0cal)\GMS_HDB_EXPRESS

HDE Service | Current user | status || ¥ Service Account
Certificate Automation License Manager Service  MUMETTITITTEN Running = | Senvice accaunt: |'n~.m— T S _m >
FreeSWITCH RAETEOTE Running ——
GMS_WCCLpmon_MNS30 MAETEEOTE  Stopped
Perle TruePort Service Tt Running
Siemens BT Licensing Server WASTEEOTE  Rumning

Siemens GMS Closed Mode Service R et e Running

[ _J[ =]

Ready
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Device Verification

Test the settings of the TruePort application and Perle SDS1 device by connecting
the device to the Pro-Lite Trucolorll LED Display and sending a message directly
using a serial terminal, such as PuTTY.

PuTTY can be downloaded from the following link:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

To test the serial port, open up a HyperTerminal or PUuTTY session from the server
on the serial COM port. If the COM port can be opened, the TruePort driver is
working properly.

The steps for testing Pro-Lite communication are as follows:

1. Open PuUTTY and select Connection > Serial.

2. For a serial line to connect to, enter the TruePort COM port number created in
the TruePort Driver Configuration section.

3. Enter the parameters for Baud rate, data bits, stop bits, parity, and flow control
for the external device that will be transmitting ASCII data.

— Baud Rate: 9600

— Data Bits: 8

— Stop Bits: 1

— Parity: None

— Flow Control: None

Cateqany:

=] Session Optiong contralling local zenal lines |

- Logging

[=I- Terminal

- Keyboard Sefial line to connect to |I:EIM1 1]

- Bell

- Featurez

[=]- "Window Speed [baud] |EIEEIEI
:ppea.rance Data bits IB

- Behawiour

- Translation Stop bits |1

e T

(=)~ Cannection Flows contral INnne j

- Data

- Prosy

- Telnet

- Rlogin

- 55H

— Select a zenial line

— Configure the zenial line

About | Open Cancel

4. Click Session, select the Serial option.
5. Click Open.
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Categaory:
£l Session | Basic options for your PuTTY session |
- Logging _ -
&) Teminal Specify the destination you want to connect to
- Keyboard Serial line Speed
. Bell COmMI0 9600
- Features Connection type:
= Window ") FRaw (") Telnet ) Rlogin ) SSH | @ Serial
- Appearance
... Behaviour Load, save or delete 3 stored session
- Translation Saved Sessions
- Selection
- Colours .
i Caiacia Default Settings Load
- Data
- Progy
- Telnet Delete
- Rlogin
- 55H
- Serial
Close window on exit:
() Mways () Mewer (@ Only on clean exit
About | Open I‘ Cancel

6. Enter the command <ID00><PA>Test and send the command through the
terminal application.
NOTE 1: Ensure that the terminal application is configured to send a character
return and line feed when the user presses Send or Enter.
NOTE 2: If a message similar to <IDO1>E is received without any messages
appearing on the sign, then an error has occurred. Check the COM port
settings and message syntax.

Pro-Lite Trucolorll LED Display Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

A6V12131888_en_b_51
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1.26 Prolite with Ethernet Support

Prolite with Ethernet Support
This section provides additional procedures for Prolite with Ethernet Support.
For workflows, see the step-by-step section.

Installing AND Device

This section provides information to the user for mounting the hardware and wiring
or connection details for the device.

Prerequisites

The prerequisites required for the device installation include the following:
e Advanced Network Device (AND) IP Display or IP Speaker

e Catbe Ethernet Cable

The optional prerequisite includes:

e FEthernet Power Injector

Mechanical Installation

1. Remove the back frame by removing the four Torx screws on the side of the
device.

2. Mount the back frame to a flat surface by placing screws through the eight
mounting holes located on the frame.

= The mechanical installation of the device is now complete.

Electrical Installation
1. Connect the Ethernet cable to the Ethernet port on the back of the device.

2. Connect the other end to the power injector or a PoE capable switch/hub/
router.
NOTE: The AND IP Displays and IP Speakers are Power over Ethernet (PoE)
only devices. They receive all of their power over the Ethernet cable.

3. Verify that the network is PoE ready.
NOTE: If the network is not PoE ready, a power injector must be purchased
and installed.

= The device boot process is started.

Installation Verification

On successful connection, the LED sign will display the following in sequence:

e Advanced Network Devices

e Firmware

e MAC

e |P Address
NOTE 1:
If nothing is displayed when Ethernet cable is connected, verify that PoE is
available.
NOTE 2:
If the Dynamic Host Configuration Protocol (DHCP) with a rotating bar is
displayed, then the device is unable to obtain an IP address. Check with the
local site administrator for the DHCP availability. A DHCP server is required
during the first reboot in order for the AND sign to obtain an initial IP address.
After an initial IP address is obtained, the sign can be reconfigured with a static
IP address.
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Configuring AND Device

This section provides the steps linked with the configuration and verification of the
device.

Prerequisites
The following are the prerequisites required for the device configuration:
e Computer connected to the same subnet as the IP Display or IP Speaker.

e Web browser for accessing the IP Display's or IP Speaker‘s internal web
server.

Device Configuration

After the completion of the boot up process, the device will request an IP address
through DHCP. Upon receiving the IP address, the device will display it before
returning to the normal operation.

NOTE:

An IP address is required for the Advanced Network Devices before the device
installation process. If the device is unable to receive an IP address, the device will
continue to reboot and search again. A DHCP server is required during the first
reboot in order for the AND sign to obtain an initial IP address. After an initial IP
address is obtained, the sign can be reconfigured with a static IP address.

@ After receiving the IP address, log on to the device using a web browser on a
computer attached to the same subnet as the sign.
URL: http://sign_ip_address

Display Configuration
1. Click Device Settings.
2. Select Network.
= The Network Settings section displays.

A6V12131888_en_b_51
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Device Status SIP Status Send Text Message Device Settings

Genera SIP SIP2 Servers Firrmware Peripherals Scheduler Configuration XML
Network Settings help
Parameter Stored value New Value
General Command Password
HTTP Command Port (default is 80) 0 0
Network Mode dhep dhep =
IP Address (if static IP mode)

Netmask (of static IP mode)
Gateway (if static [P mode)

TFTP Server (if static [P mode)

DNS Server (if static IP mode)

Domain (if static [P mode)

Configuration Search Path

SLP Scope Berbee Applications Berbee Applications
SLP Service InformaCastConfiguration InformaCastConfiguration
Inhibit SLP No No =

Inhibit SNMP No No =

Inhibit Special Command No No =

Inhibit MDINS Host Lookup No No =

Inhibit MDNS HTTP Service No No =

Inhibit MDNS IP Speaker Service No No =

Inhibit MDNS SNMP Service No No =

3. Enter the network settings in the Network Settings field.
NOTE: To assign a static IP address, select the static IP value under Network
Mode and enter the IP address, Netmask, and Gateway underneath.

4. Select Save Network Settings Changes.

SNMP Settings help

Parameter Stored value New Value

SNMP Read Community

SNMP Write Community

SNMP MIB-2 Alternate Read Community public public

SNMP Trap Manager Settings help
Host[-Port] Trap Community Name Trap Version

Manager 1 SNMPv2e -

Manager 2 SNMPv2e -

Manager 3 SNMPv2e -

Manager 4 SNMPv2e -

Manager 5 SNMPv2e -

‘[ Save Network Settings Changes J ‘
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5. Click General and do the following:

Device Status SIP Status Send Text Message
Network sp e Mis Scheduler Configuration XML

G 1 and Time Setting: help

Parameter Stored value New Value

Name / Description IPSpeaker 2046f90203db IPSpeaker 2046f30203db

Location

NTP Server, primary

NTP Server, secondary

NTP Server, tertiary

NTP Server, quaternary

Time Refresh Rate (minutes) 60 60
NTP Overrides Server Registration Time No No =~

Named Time Zone see timezone list

UDP Logging (IP:port)

Boot Beep Volume 0 0~
Boot Beep Duration (ms) 1000 1000
Boot Jingle Volume 4 4 -
HTTP Control Password AND AND

— Enter a name for the sign in the Name field.

— Enter the IP address of the main NTP server in the NTP Server, primary
field.
NOTE 1: This is required while using the sign as a clock during normal
operation. It is also important in order to have accurate time stamps for the
internal device logging.
NOTE 2: It is recommended to use the NTP server.

— Enter the IP address of the Backup NTP server in the NTP Server,
secondary field.
NOTE: In the case of primary NTP server failure, the device will access the
secondary NTP server. This is optional but recommended.

— Enter the appropriate string for your Time Zone in the Named Time Zone
field.

— Leave the HTTP Control Password (default) password as it is or set a
new password in case the user wants to change the default password.
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— In the Display Settings section, set value to 100 in the Display

Brightness field.
Display Settings help
Parameter Stored value New Value
Time Format 12 hour 12 hour -
Show Leading Zero No No =
Show Seconds Off off -
Keep Clock Seconds Smaller No No =~
Blink Colon Yes Yes -
Clock Font

Note: The date field is shown only when BatangChe Bold BatangChe Bold  ~
the clock is using a multi-line font.

Clock Color Cranberry -
Seconds Color Tan Tan -
AM Color -
PM Color -
Date Color -

Note: Use multi-line clock font to enable
EI“I?:Z F‘[?::Iﬂ;;ﬂti—]jne clock font to enable LI REIhCE
?\fi:stﬁ“;mﬁuz?ﬂock fontto enable 1O ves ~

Clock Above Small Text No No =
Mimute Progress Critical Start Second 0 0
Minute Progress Color -
Minute Progress Critical Color Cranberry -
Text Font Arial Bold -
Text Color Cranberry -
Timer Font Retro 7 Narrow  Retro 7 Narrow -
Countdown Timer Color -
Countdown Timer Critical Color -

Count Up Timer Color -

Count Up Timer Critical Color -
Display Brightness (0-100) 100 100
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6. Setthe Speaker Volume to the required level.

Audio Settings help
Parameter Stored value New Value
Speaker Volome 10 10 -
Feedback Suppression Medium Medium -
Microphone Volume 8 8 -
Microphone Filter 750 750
Microphone Alert Vohune 5 E -
Show Mic State on Clock Display No Mo =
Mic State Icon Color - B -
Microphone Mute when GPIO 0 Input No Mo =
Microphone Mute when GPIO 1 Input No Mo -
Activate GPIO 0 During Microphone No Mo =
Activate GPIO 1 During Microphone No Mo =
Generated Audio Stream Multicast TTL 16 16
Generated Audio Stream TOS (DSCP/ECN) 0 0

Save Changes

7. All other values are optional and can be left as default.
8. Click Save Changes.

= A message displays for rebooting the device.

Home Device Status SIP Status Send Text Message

‘General Network SIP siP2 Servers Firmware Peripherals Misc Scheduler Configuration XML

Changed settings have been saved. Mfor changes to take effect.

9. Click Reboot now.

Speaker Configuration
1. For configuring an AND IP Speaker, do the following:

— Click Device Settings.
— Select SIP.
= The SIP General Settings section displays.
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Home Device Status SIP Status send Text Message

General Network siP2 Servers Firmware Peripherals Misc Scheduler Configuration XML
e =]
Parameter Stored value New Value
SIP Mode Paging
Promiscuous Mode No
Extension 10006 110006 |
SIP Server MM Mmaowe |
SIP Domain (e.g. in002 siemensnet)  §75 07 BOAS [(5 vF i s |
SIP Password [ Bd ¥ ] b T |
SIP Digest Username 10006 110006 |
SIP Port (default is 5060) 5060 5060 |
Registration Interval. seconds 30 30 |
Reboot Interval. seconds 10 110 |
Registration Failures Send SNMP Trap 0 0 |
Strict Direction Negotiation No
Use IR Eemote No
Rebroadecast Destination |
Ring Volume B85 86 v
Show Call State with Flashers No
Show Call State on Clock Display No
Call State Icon Color (Greea ] [Green v
SIP Default Stream Priority 50 150 |
SIP Status Message Priority 99 99 |

— In the SIP Mode field, select Paging.

— Enter the FreeSwitch extension number configured for the corresponding
AND IP Speaker in the Extension field.

— Inthe SIP Server field, enter the IP Address of the SIP Server.

— In the SIP Domain field, enter the IP Address of the SIP Server.

— In the SIP Password field, enter the password of the FreeSwitch
extension.

— Set the Ring Volume to the required level.

— All other values are optional and can be left as default.
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SIP GPIO Input Action Settings help
Parameter Stored value New Value

Push-to-Talk 1 (GPIO 0 Outgoing)

Push-to-Talk 1 Alternate (Hold)

Push-to-Talk 1 Alternate Hold Time (ms) 0 0

Push-to-Talk 1 Trigger Only No Mo =

Push-to-Talk 2 (GPIO 1 Outgoing)

Push-to-Talk 2 Alternate (Hold)

Push-to-Talk 2 Alternate Hold Time (ms) 0 0

Push-to-Talk 2 Trigger Only No Mo =

GPIO Control of Non-GPIO Calls No Mo =

SIP GPIO Output Control Settings help
Parameter Stored value New Value

Keypad GPIO 0 'On' Password

Keypad GPIO 0 'Off Password

Keypad GPIO 0 'Transient' Password

GPIO 0 Transient Time (ms) 0 0
Keypad GPIO 1 'On' Password

Keypad GPIO 1 'Off Password

Kevpad GPIO 1 'Transient' Password

GPIO 1 Transient Time (ms) 0 0

Activate GP1O 0 During Active Call No No =
Activate GPIO 1 During Active Call No No =
Activate GPIO 0 When Ringing No No =
Activate GPIO 1 When Ringing No MNo =

Save SIP Changes ]

2. Click Save SIP Changes.

= A message displays for rebooting the device.

Device Status SIP Status Send Text Message

General Network SIP sIP2 Servers Firmware Peripherals Misc Scheduler Configuration XML
Changed settings have been saved. for changes to take effect.
3. Click Reboot now to reboot the device.

Device Verification
To test the configuration of the device, follow the steps below:
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1.27

@ Open a web browser and enter the following URL:
http://SIGN IP_ ADDRESS/signmsg?
text=This+is+a+testtmessage&loops=3&maxseconds=0&pauseseconds=0&sp
eed=5&color=red&font=arial bold&human=1&button=Send+New+Text+Messa
ge
NOTE: Computer must be connected to the same subnet as the IP LED sign.

= On successful device configuration, the sign will display This is a test
message three times as per the configured color.

Redundancy Supplemental

Redundancy Supplemental

This section provides reference and background information for integrating the
Redundancy Supplemental feature. For procedures and workflows, see step-by-
step section.

provides a redundancy feature using an off-the-shelf redundancy solution from
Stratus Technologies called everRun 7.2. requires the everRun 7.2 enterprise
version 7.2.0.0, or greater. Please see the everRun documents for details on how
redundancy is realized. A successful redundant setup includes the following step.

e Creating a Windows Server 2008 R2 Standard Virtual Machine (VM) in the
server pool.

Server Failover

Failover is a backup operational mode in which the functions of a system
component such as a processor, server, network, or database are assumed by
secondary system components when the primary component is unavailable in case
of failure or scheduled down time.

Server Failover by Notification

uses Stratus everRun 7.2 to provide failover. For instructions on installing everRun
7.2 software, see Installing Stratus everRun 7.4.1.

is installed on a Virtual Machine protected via everRun 7.2 software. In case of a
hardware failure on one of the servers, everRun 7.2 automatically transitions the
protected Virtual Machine to the other server in the pool. Due to this transition,
clients and devices connected to the system continue to remain connected without
loss of functionality thus achieving the required failover. For verification of server
failover, see Verifying Failover.

Redundancy Supplemental

This section provides additional procedures for integrating the Redundancy
Supplemental feature.

For workflows, see the step-by-step section.

Installing Stratus everRun 7.4.1

First, contact Stratus to receive the installation ISOs, MSls, and documents.
Stratus usually sends an email with a user name and password that can be used in
a particular Stratus site, where all the artifacts (ISOs, MSls, and documents) for the
version of everRun can be downloaded. The following sections detail the
installation of everRun 7.4.1 The documents and other required artifacts for this
version are also listed in the section Reference Docs.
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Reference Docs

Each customer is provided a user account on the Stratus portal http://
www.stratus.com/services-support/downloads/?product=everrun&release=7-4-1-0
with access to download the latest software, hotfixes, and help documents.

Prerequisites
e Installation Files

The installation software is available for download on the Stratus portal. has
completed testing on everRun 7.4.1.

e Licenses

EverRun license: This is received through email which contains the license key.

e Hardware Configuration

> Virtualization needs to be enabled in the BIOS of the machines on which
CentOS will be installed. This feature is turned OFF in the default BIOS

settings. To turn it ON, go into the BIOS setup of the machine at startup. For
the Dell servers, use the following steps:

1. Press F2 during boot to enter system setup.

2. Use the UP/DOWN arrow keys to highlight Processor settings and press
ENTER.

3. Use the UP/DOWN arrow keys to select Virtualization Technology. Use the
LEFT/RIGHT arrow keys to enable.
NOTE: CentOS installation is not possible without enabling this setting or if
there is no hardware support for virtualization.

Preparation

The everRun installation for consists of two servers as part of the redundant pool.
A web browser is used to log on to the Stratus everRun Availability Console.

Ensure that everRun version below 7.4.1 is not installed.

NOTE: The IP addresses need to be static. Hence, the IP address to be used
needs to be decided before beginning the installation of CentOS.

Refer to the everRun’s User’s Guide located at http://
everrundoc.stratus.com/7.4.1.0/en-us/Default.htm#Help/P02 Support/
N_SupportDocs.htm%3FTocPath%3DSupporting Documents for more details on
the configuration and connection of the different Network Interface Cards (NIC):

e ETHO/NICO: Not used

e ETH1/NIC1 links of the servers will be used for Management links. This needs
to be connected to 1 Gbps links on the switch.

e ETH2/NIC2 and ETH3/NIC3 will be used for the A links.

e ETHA4/NIC4 and ETH5/NIC5 will be used for Business links.
Network Setup

Physical Connection for the Different Ports

Each server has six Ethernet ports. Connect them as indicated below.

NOTE:
The numbers assigned to the NICs below may change depending on how the
network cards itself have been connected in the system

NICNum | Network Bandwidth Connected to? Comments
num
NIC 0 Network 0 | 1 Gbps Not connected
NIC 1 Network 1 1 Gbps MNS switch Connection to the MNS switch. Note

that this has to be a 1 Gbps
connection or else the initial sync of
the VM takes longer and EverRun Ul

may continuously display an error.
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NIC 2,3 | Network 2, |10 Gbps A links. Cross Special 10GB link cables need to be
3 connected used in this instance. If that is not
between the available, use Cat-5E or Cat-6
servers. cables.
NIC 4 Network 4 | 100 Mbps/1 Connected to If required, this adaptor also needs to
Gbps company be added to the VM and configured to

network. This is | use the company network gateway.
optional and is This may be useful for debugging
used for when developers on the dev network
accessing to VM | need to access the VM. Contact the
via the corporate | IT department for configuring IP

network for address.
testing and other
activities.
NIC 5 Network 5 | 100 Mbps/1 Management This adapter needs to be added to
Gbps links connected | the VM. Since it is connected to the
to the MNS MNS switch, this would be the
switch. Business link. The IP address can be

statically assigned to 192.168.1.3. In
case of failover, this IP address would
still be available.

Installing Software on the First Physical Machine Using the User
Interface

This section describes how to perform an initial installation of the everRun software
on node0, which is the first physical machine (PM).

NOTE: To perform an installation by mounting the ISO image, you must first
configure your system's remote-management feature (for example, iDRAC on a
Dell system). See the manufacturer's documentation for instructions.

1.

Power on the first PM, if it is not already powered on, and either insert the
installation software DVD or mount the ISO image.

As the system powers on, enter the BIOS and configure the required and
optional BIOS settings as described in the Configuring the BIOS section of the
everRUN'’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-us/Default.htm#Help/P02 Support/
N_SupportDocs.htm%3FTocPath%3DSupporting Documents

When the installation software loads, the Welcome window displays with the
installation options as described in the Installation Options section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-us/Default.ntm#Help/P02_Support/
N_SupportDocs.htm%3FTocPath%3DSupporting Documents

From this window, choose the following option to perform the initial installation:

— Installing via the user interface - This method is best for users who are not
familiar with the installation process and who prefer to follow a GUI-based
procedure with prompts.

Use the arrow keys to select Install everRun > Create a new system, and
press Enter.

NOTE: No action is required until the window described in the next step
displays.

The Select interface for private physical machine connection window sets the
physical interface to use for the private network. To use the first embedded
port, use the arrow keys to select em1 (if it is not already selected), and then
press F12 to save your selection and select the next window.

NOTE 1: If you are not sure of which port to use, use the arrow keys to select
one of the ports, and click Identify. The LED on the selected port will then flash
for 30 seconds, allowing you to identify it. Since the LED may also flash due to
activity on that network, Stratus recommends that you leave the cable
disconnected during the identification process. Reconnect the cable

336 | 470

A6V12131888_en_b_51



http://everrundoc.stratus.com/7.2.0.0/en-us/Default.htm%23Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DSupporting%20Documents
http://everrundoc.stratus.com/7.2.0.0/en-us/Default.htm%23Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DSupporting%20Documents
http://everrundoc.stratus.com/7.2.0.0/en-us/Default.htm%23Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DSupporting%20Documents
http://everrundoc.stratus.com/7.2.0.0/en-us/Default.htm%23Help/P02_Support/N_SupportDocs.htm%3FTocPath%3DSupporting%20Documents

MNS Supported Physical Device Configurations
Redundancy Supplemental

immediately after identification is complete.
NOTE 2: If the system contains no embedded ports, select the first option
interface instead.

The Select interface for managing the system (ibiz0) window sets the physical
interface to use for the management network. To use the second embedded
port, use the arrow keys to select em2 (if it is not already selected), and then
press F12 to save your selection and select the next window.

NOTE: If the system contains only one embedded port, select the first option
interface. If the system contains no embedded ports, select the second option
interface.

The Select the method to configure ibiz0 window sets the management
network for node0 as either a dynamic or static IP configuration. Typically, you
set this as a static IP configuration, so use the arrow keys to select Manual
configuration (Static Address) and press F12 to save your selection and select
the next window. However, to set this as a dynamic IP configuration, select
Automatic configuration via DHCP and press F12 to save your selection and
select the next window.

If you selected Manual configuration (Static Address) in the previous step, the
Configure em2 window displays. Enter the following information and press F12.

— |Pv4 address

— Netmask

— Default gateway address

— Domain name server address
NOTE 1: Contact your network administrator for this information.
NOTE 2: If you enter invalid information, the window redisplays until you
enter valid information.

At this point, the installation continues without additional prompts. No action
from you is required until the first PM reboots. After it reboots, do the following:

— Remove the DVD, or unmount the ISO image.

— If you configured the IP address dynamically, record its IP address as
described in Recording the Management IP Address section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-us/Default.htm#Help/
P02_Support/N_SupportDocs.htm%3FTocPath%3DSupporting Documents

Installing Software on the Second Physical Machine Using the
User Interface

This topic describes how to perform an initial installation of the everRun software
on node1, which is the second physical machine (PM).

NOTE: To perform an installation by mounting the ISO image, you must first
configure your system's remote-management feature (for example, iDRAC on a
Dell system). See the manufacturer's documentation for instructions.

1.

2,

Power on the second PM, if it is not already powered on, and either insert the
installation software DVD or mount the ISO image.

As the system powers on, enter the BIOS and configure the required and
optional BIOS settings as described in the Configuring the BIOS section of the
everRUN’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-us/Default.htm#Help/P02 Support/
N_SupportDocs.htm%3FTocPath%3DSupporting Documents

= When the installation software loads, the Welcome window displays and
displays the options shown in the Installation Options section of the
everRUN'’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-us/Default.htm#Help/
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P02 Support/N_SupportDocs.htm%3FTocPath%3DSupporting Documents
From this window, you can perform the initial installation using either the
user interface or the command line.

3. Use the arrow keys to select Replace PM > Join system: Initialize data, and
press Enter.
NOTE: No action is required until the window described in the next step
displays.

4. The Select interface for private Physical Machine connection window sets
the physical interface to use for the private network. To use the first embedded
port, use the arrow keys to select em1 (if it is not already selected), and then
press F12 to save your selection and select the next window.

NOTE 1: If you are not sure of which port to use, use the arrow keys to select
one of the ports, and click Identify. The LED on the selected port will then flash
for 30 seconds, allowing you to identify it. Since the LED may also flash due to
activity on that network, Stratus recommends that you leave the cable
disconnected during the identification process. Reconnect the cable
immediately after identification is complete.

NOTE 2: If the system contains no embedded ports, select the first option
interface instead.

5. The Select interface for managing the system (ibiz0) window sets the
physical interface to use for the management network. To use the second
embedded port, use the arrow keys to select em2 (if it is not already selected),
and then press F12 to save your selection and select the next window.

NOTE: If the system contains only one embedded port, select the first option
interface. If the system contains no embedded ports, select the second option
interface.

6. The Select the method to configure ibiz0 window sets the management
network for node1 as either a dynamic or static IP configuration. Typically, you
set this as a static IP configuration, so use the arrow keys to select Manual
configuration (Static Address) and press F12 to save your selection and
select the next window. However, to set this as a dynamic IP configuration,
select Automatic configuration via DHCP and press F12 to save your
selection and select the next window.

7. If you selected Manual configuration(Static Address) in the previous step,
the Configure em2 window displays. Enter the following information and press
F12:

— |IPv4 address

— Netmask

— Default gateway address

— Domain name server address
NOTE 1: Contact your network administrator for this information.
NOTE 2: If you enter invalid information, the window redisplays until you
enter valid information.

8. At this point, the installation continues without additional prompts. No action
from you is required until the second PM reboots. After it reboots, do the
following:

— Remove the DVD, or unmount the ISO image.
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— If you configured the IP address dynamically, record its IP address as
described in the Recording the Management IP Address section of the
everRUN'’s User’s Guide located at:
http://everrundoc.stratus.com/7.4.1.0/en-us/Default.htm#Help/

P02 Support/N_SupportDocs.htm%3FTocPath%3DSupporting Documents

9. Log on to the everRun Availability Console and verify that node1 displays on
the DASHBOARD.

admin Logout

- ; Enterprise Edition
erRun
SYSTEM 8 pASHBOARD
A Dashboard
@ Ssiem
Preferences [ Virtual Machines ] A 172.17.10.89
Support notification messages
ALERTS & LOGS /u\ System ] PP : g
AL Aleris = cannot be delivered.
[ Audits “ nodel nodet
everfun has detected emors when attempting to o
RESOURCES send support notification messages. If you are still
~ B having problems after troubleshooting, please
E Physical Machines contact your everRun Service Provider.
T ZA S - TROUBLESHOOTING
&) Snapshois | , This alert is created when there have been three
a ive Support Notific ation failures. There are
(4 velumes several possible causes:
Storage Groups
% N N All System Ignored
etworks
@ Virtusl COs Component ~ Description Action
Support nofific aticn messages cannct be delivered.
A 172.17.10.89
LIBRARY
5] Upgrade Kits TN e-Alert service should be enabled to send availability alerts to the loc lgnore
L[ ) 17217.10.89
ﬂ Users & Groups -

Troubleshooting the Physical Machine

For information on troubleshooting the physical machines, refer to the
Troubleshooting Physical Machines section of the everRUN'’s User’s Guide located
at:

http://everrundoc.stratus.com/7.4.1.0/en-us/Default.ntm#Help/P02 Support/

N_SupportDocs.htm%3FTocPath%3DSupporting Documents

If there are any issues in the installation of everRun 7.2 software, the Alert icon

n displays on the DASHBOARD of the everRun Availability Console.

SYSTEM
8 Danbbsard

e Virtual Machines i

ALERTS & LOGS ' System PM noded has a single system logical disk.
§ ers

£ v noded node1 =

a LT L T L T re—————
e

RESOURCES
Phsl Machn
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Troubleshooting the Java Errors Encountered on the EverRun
Availability Console

For information on troubleshooting the Java errors encountered on the everRun
Availability Console, refer to:

http://docs.oracle.com/javase/7/docs/technotes/quides/jweb/jcp/ijcp.html

Supporting Documents

For release information, reference and troubleshooting information, refer to the
Supporting Documents section of the everRUN’s User’s Guide located at http://
everrundoc.stratus.com/7.4.1.0/en-us/Default.htm#Help/P02_Support/
N_SupportDocs.htm%3FTocPath%3DSupporting Documents.

Verifying Failover

This section describes the process for verifying failover before and after
installation.

For background information on Server Failover, see Server Failover.

Select an appropriate link under Further information section for the task you want
to perform.

Verification Before Installing Notification

> Virtual Machines are created and protected with everRun 7.2.

1. Connect to the protected Virtual Machine via remote desktop.

2. Open a browser in the client machine and start streaming a video.
3

While the video is being played, forcibly bring down one of the servers, for
example, node0 by pulling the plug.

NOTE: Bring down the server on which the currently active compute instance
of the protected Virtual Machine is running so that a transition occurs.
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everRun’

SYSTEM

I Dashboard
Q System
Preferences

ALERTS & LOGS
ML Alerts

[ Audits

RESOURCES
£ Physical Machines

Virtual Machines
&8 Snapshots

@ Volumes

@ Storage Groups
@ Networks

(=) Virtual CDs

LIBRARY
[ Uparade Kits
g. Users & Groups

E=  admin

Minor Alert
Dashboard

8 pDASHBOARD

[ Virtual Machines ] A 172.17.10.89
Support notification messages
. System ] cannot be delivered.
~ node0 nodet

has detected emors when ing to -
send support notificafion messages. If you are still
having problems after troubleshooting, please
contact your everRun Service Provider.

o~ TROUBLESHOOTING
{ a This alert is created when there have been three

Support Nofification failures. There are
several nossible causes:
All Systemn Ignored
Component

A 17217.10.89

(0 ) 12171089

Description Action

Support nofific aticn messages cannct be delivered.

e-Alert service should be enabled to send availability alerts to the lot |gnore

= The remote desktop connection to the protected Virtual Machine is not lost

and the video continues to stream. The star icon ¥4 is shifted to node1
making node1 as the primary physical machine.

SYSTEM

I Dashboard
O System
Preferences

ALERTS & LOGS
S Aerts

[ Audits

RESOURCES
E Physical Machines

Virtual Machines
22 Snapshots

@ Volumes

@ Storage Groups
. Networks

(=) Virtual CDs

LIBRARY
ﬁ Upgrade Kits.
@. Users & Groups

admin Logout

B pasHBOARD

[ Virtual Machines ] f 172.47.10.89
Support notification messages cannot
System
! — ] be delivered.

everRun has detected errors when attempting to -
=send support notification messages. If you are still
having problems after troubleshooting, please contact|
your everRun Service Provider.

TROUBLESHOOTING
§ N a This alert is created when there have been three

consecutive Support Notification failures. There are
several possible causes:

Al System Ignored

Component ~ Description Act...
A 172.17.10.89

() 1m210ee

Support notification messages cannot be delivered.

e-Alert =service should be enabled to send availability alertz tothe L. Jgn...

4. Select Physical Machines to verify that node1 is the primary physical

machine.
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SYSTEM

[1] Dashboard
@ system
Preferences

ALERTS & LOGS
JiL perts

[ Audits

RESOURCES
B Physical Machines
Virtual Machines
KB Snapshots.
@ Volumes
@ Storage Groups
o Networks
(=) Virtual CDs

LIBRARY
ﬂ Upgrade Kits
@ Users & Groups

Es  admin Logout

172.47.10.

| Asset ID: ee_p_16262

E PHYSICAL MACHINES

State | Activity
A ™ running PowerEdge R510

s B> running nodeq (primary) PowerEdge RS10 1

node0 1
.
Work On
6 Summary | |} Description  [us] Storage O Network @ Sensors Virtual Machines @ Details
Model PowerEdge R510
Overall State | & Warning

Activity | B> running
2 x Intel(R) Xeon(R) CPU X5650 @ 2 67GHz

Configuration 32 GB Memory
2 Logical disks with a total of 556.8 GB

Fig. 40: Verification for the Primary Physical Machine

Verification After Installing Notification

D> Virtual Machines are created and protected with everRun 7.2.

is installed on the client machines.

>
1. Connect a client machine to the protected Virtual Machine via remote desktop.
2,

Forcibly bring down one of the servers for example, node0 by pulling the plug.

NOTE: Bring down the server on which the currently active compute instance
of the protected Virtual Machine is running so that a transition occurs.
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everRun’

SYSTEM

I Dashboard
Q System
Preferences

ALERTS & LOGS
ML Alerts

[ Audits

RESOURCES
£ Physical Machines

Virtual Machines
&8 Snapshots

@ Volumes

@ Storage Groups
@ Networks

(=) Virtual CDs

LIBRARY
[ Uparade Kits
g. Users & Groups

E=  admin

Minor Alert
Dashboard

8 pDASHBOARD

[ Virtual Machines ] A 172.17.10.89
Support notification messages
. System ] cannot be delivered.
~ node0 nodet

has detected emors when ing to -
send support notificafion messages. If you are still
having problems after troubleshooting, please
contact your everRun Service Provider.

o~ TROUBLESHOOTING
{ a This alert is created when there have been three

Support Nofification failures. There are
several nossible causes:
All Systemn Ignored
Component

A 17217.10.89

(0 ) 12171089

Description Action

Support nofific aticn messages cannct be delivered.

e-Alert service should be enabled to send availability alerts to the lot |gnore

= Client does not lose the remote desktop connection to the protected Virtual

Machine and all the features are still accessible. The star icon ¥ is shifted
to node1 making node1 as the primary physical machine.

SYSTEM

I Dashboard
O System
Preferences

ALERTS & LOGS
S Aerts

[ Audits

RESOURCES
E Physical Machines

Virtual Machines
22 Snapshots

@ Volumes

@ Storage Groups
. Networks

(=) Virtual CDs

LIBRARY
ﬁ Upgrade Kits.
@. Users & Groups

admin Logout

B pasHBOARD

[ Virtual Machines ] f 172.47.10.89
Support notification messages cannot
System
! — ] be delivered.

everRun has detected errors when attempting to -
=send support notification messages. If you are still
having problems after troubleshooting, please contact|
your everRun Service Provider.

TROUBLESHOOTING
§ N a This alert is created when there have been three

consecutive Support Notification failures. There are
several possible causes:

Al System Ignored

Component ~ Description Act...
A 172.17.10.89

() 1m210ee

Support notification messages cannot be delivered.

e-Alert =service should be enabled to send availability alertz tothe L. Jgn...

3. Select Physical Machines to verify that node1 is the primary physical

machine.

A6V12131888_en_b_51

343 | 470



MNS Supported Physical Device Configurations

Relay Output Device

1.28

Es  admin Logout

172.17.10.89
st ID: ee_p_16282

everRun’

%STEM E PHYSICAL MACHINES
Dashboard

@ system State | Activity
Preferences 'y > running PowerEdge R510

B> running node (primary) PowerEdge R510

ALERTS & LOGS
JiL perts

[ Audits
node0 @1
RESOURCES fekoen

B Physical Machines @ summary | [} Desciption [z Storage @ Network 5 Sensors Virtual Machines (1] Details

Virtual Machines Model PowerEdge R510
KB Snapshots. Overall State | &  Warning
Activity | B> running
@ Volumes
2 x Intel{R) Xeon(R) CPU X5650 @ 2. 67GHz
@ Storage Groups

o Networks
(=) Virtual CDs

Configuration 32 GB Memory
2 Logical disks with a total of 556.8 GB

LIBRARY
ﬂ Upgrade Kits
@ Users & Groups

Fig. 41: Verification for the Primary Physical Machine

Relay Output Device

Relay Output Device
This section contains additional procedures for integrating the Relay Output device.

Installing Relay Output

This section provides information on mounting the hardware and connection details
for each device.

Perle TD2R2 Installation

This section describes the prerequisites and steps to mount the device to a flat
surface, supply power to the device, add an Ethernet network, and properly wire
the device to allow a dry contact to be read.

Prerequisites
Before proceeding, ensure that the following items are available:

e Perle IOLAN SDS1 TD2R2

e 9-30 Vdc (400 mA minimum) Power Supply, if not included with device

e (Category 5 Ethernet cable

e Computer or Server to communicate with the device

e The device Installation CD or a computer with network access

e Hookup wire of at least 20 AWG is necessary when using the I/O and relay
pins

e STl emergency button, model SS-2*69E, is used in conjunction with the digital
inputs
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A WARNING

WARNING:

If configuring the Perle device for dry-contact detection, do not use the same
device for relay control.

NOTE 1:

The TruePort Driver that is used to communicate with the device must be installed
on the same server/machine that runs .

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow IP addresses to be assigned
statically or through Dynamic Host Configuration Protocol (DHCP).

NOTE 3:

To configure the device, you must have a computer connected to the same
network.

Mounting

The Perle SDS1 TD2R2 has two brackets on the side of the mounting holes. The
installer is recommended to fasten the device to a flat surface by placing screws
through mounting holes.

Power

This section describes the steps necessary to supply power to the device.
1. For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and

400mA. If there is a barrel connector, cut off the connector and plug the leads
into the terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked —.

d

The hot lead should be connected to the pin marked +.

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the Power/
Ready LED should be solid green.

A WARNING

WARNING:

Connecting the power supply to the device with incorrect polarity can permanently
damage the device and pose a fire risk.

Ethernet

The Ethernet section describes the steps necessary to provide ethernet network
connectivity to the device.

1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to your network jack.

= After a few seconds, the Link/10/100 should be solid amber or green.
NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.
NOTE: The device does not have DHCP turned on as factory default. You
need to configure the device to use DHCP or assign a static IP with a computer
that is attached to the same subnetwork.

Relay Output

The relay outputs are generally used to switch higher power speaker arrays or
zone selection circuits on fire panels. In addition, relay outputs differ from digital
outputs in that they provide electrical isolation between the two devices.

A6V12131888_en_b_51
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Generally, these external circuits require a closed dry contact for activation. The
Perle TD2R2 includes two relays each with their own COM terminals. When
hooking the device relays to external circuits, use the COM and NO (normally
open) terminals. This will provide a closed switch activation to any external circuit.

A WARNING

WARNING:
The maximum load for the relay channel is 1A @ 30 Vdc or 0.5A @ 120 Vac.

Configuring Relay Output

This section provides the steps linked with the configuration and verification of the
device.

NOTE:

TruePort is a COM port re-director driver utility that is installed on the server. It
creates a virtual serial port or virtual COM port. All COM port directed data sent by
the application is re-directed by TruePort across the IP/Ethernet network to the
remote device. Data and serial port signaling is transparently communicated
between the application and remote device.

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).

Create a Root Certificate (.pem)
1. In the Console tree, select the Certificate node.

= The Certificates tab displays.
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2,

Click Create Certificate ¥ |4 and then select Create Root Certificate (.pem).
= The Root Certificate Information expander displays.

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: .
Key file name: RootPEMCertificateKey Confirm password: .
Path: C\Certificates Browse...
Subject name: GMS Reot Certificate City / district: Pune
Department: <ET State / province: “Maharashtra
Organization: Siemens Country code: ™
3. In the Root Certificate Information expander, provide the details as follows:

P

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

— Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save [ .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Tips for Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields are blank.
For all subsequent root certificate creation (.pfx or .pem based), some fields,
such as Path, Organization, and so on, are pre-populated with the information
from the last-created root certificate.

Relay Device Configuration

>

>

You have installed DeviceManager on a computer located in the same
network as the device to configure.

Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.
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[> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem>RootCombineCert.pem.

D> If preconfigured .dme file is available then refer Import DME File.

1. Start DeviceManager.

Establish Connection to.. K E3
MAC Address | IP Address | TModel | Server Name | Firrware | Discovered | ] |
00-50-D-06-2D-F& 192,165.1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auka Earl |
- 00-80-D4-06-31-76 192,165.1.122 IOLAM SDS1 D2R2 wls_petle 4.4 Auka
00-50-D4-06-31-77 192,165.1.1258 IOLAM 5051 D2R2 mns_panic_... 4.4 Auka
80-D4-06-51-78 ok Configured IOLAM SDS1 DZRZ  IOLAM-063... 4. Auko
00-50-Crd-05-AE-10 136,157,532, 164 IOLAM D51 IOLAN-0GA,.. 4.4 futo
00-50-Cr4-05-B6-F& 192,165.1.111 IOLAM 5031 AdaptivelEDL 4.4 futo
00-30-Cr4-08-C3-EE 182,168.1.110 IoLAM 5051 ProLitel EC2 4.4 futo
- 00-80-D4-06-C4-02 192,165.1.109 IoLAM 5051 ProLitelEC:1 4.4 futo
- D0-B0-D4-06-C4-09 182,168.1.112 IoLAM 5051 AdaptivelEDZ 4.4 futo

A ssigntp | P | Retiesh |

= You should be able to see all Perle devices on the network.

2. Select the device you want to configure and click Assign IP.
NOTE 1: If you are unable to see the device in the window, verify that the
device has power and is connected to the network. Check the LEDs on the
device; the power LED should be solid green and the link LED should be solid
amber/green.
NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait 5
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.
NOTE 3: If you are still having issues, manually reset the device by holding
down the small Reset button located on the device for 10 seconds or until the
Power LED is solid amber and then release. Wait 90 seconds for device to
reboot and initialize. If resetting still does not work, replace the unit or check
the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.

Assign IP ﬂ E

—Azzign [P

The [OLAN's current [P Address:

INu:ut Configured

Enter the IP Address of the [DLAN:

r Have the [0LARN autornatically get a
temparary [P Address.

Agzign [P I Cancel

= You should now be back to the connection window. The device should now
have an IP address.
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Establish Connection to... K B
MAC Address | IP Address | Madel | Server Name | Firrmwsare: | Discovered | oK |
- Q0-G0-Crd-065-20-FA4 192,165,1.123 IOLAM SDS1 D2R2 MEL_Relay... 4.4 Auko Cancel |

- 00-80-Cr4-06-31-76 192,168.1.122 IOLAM SDS1 D2RZ xls_perle 4.4 Auko

- 00-80-D4-06-31-77

- 00-60-De-06-AE- LD

Add... Azzign [P

192.168.1.128

Ping...

4.4

Auto
Auko

136.157.32.164 IOLAN-06A... 4.4 Autn
- 00-80-D4-06-BE-F& 192.168.1.111 IOLAM SD51 AdaptivelEDL 4.4 Auka
- 00-80-D4-06-C3-EE 192.168,1.110 IOLAM 3051 ProLitelEDZ 4.4 Auto
- 00-80-D4-06-C4-02 192.168.1.109 IOLAM 5051 ProLitel EC 4.4 Autn
- 00-80-D4-06-C4-09 192.168.1.112 IOLAM SD51 AdaptivelEDZ - 4.4 Auka

Refresh I |

Fig. 42: Establish Connection To

4,

Login

Select the device again, and click OK.

At the login window, type in the device password. The factory default password
is: superuser.

[

i
Authentication required. Please enter
the pazsward for the admin user.

Paszword:

o ]

Cancel

Fig. 43: Login Window

Network Set Up

> You have logged in to the device using DeviceManager.
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1. In the DeviceManager window, click on the Network folder and then IP

Settings.

NOTE: In this area, configure additional parameters for the network settings,
such as configuring a static IP address or DHCP.

== DeviceManager - [xls_perle (192.168.1.122) - Connected]

g File Edit Tools View Window Help

D& o e | 2 7

-1 System Info
=X Configuration
EI@ Mebwork
i [2 1P Settings
L[ Advanced
g5 Serial
----- D lsers
-5 Security
B-E5 10 Interfaces
----- [8 Clustering
-5 System
g Cantral

- e ¥ 1O StatusfContral
Byl Statistics

By, Metwark
: Serial Ports

IPvd Settings | |PvE Settings | Adwanced

 System Settings

Systern Mame: Darnait:

IPerIe_HeIa_d

Imn&.net

r IP+4 Configurations

r— Ethermet Interface Settings

¢ Dbtain IP address autamatically using DHCP/BEDOTP

€ Use the follawing IP address:

User IP &ddress: o.o.0.0
HTTP Tunnel Subnet Mask: 0. 0. 0.0
il System

Obtain Automatically

r 3

I S v
WIS Sepver: I : : ) I

-
4| 3

Download All Changes |

[efault [ ateway:

DS Senver:

1]

[ hum | 4|

2. In the System Name field, provide a name that helps distinguish that device
from other similar devices.
NOTE 1: The System Name is used by the device to create a fully qualified
domain name.
NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.

For Help, press F1

3. Select the Domain field, enter the domain name used on the client’s network
(for example, AmericaUniversity.net).
NOTE: The device is capable of receiving the domain automatically from the
Dynamic Host Configuration Protocol (DHCP). However, the DHCP would have
to be configured to set the domain as a parameter.

Select Network>IP Settings.

Select the Advanced tab.

Select the Register Address in DNS check box.

Select the Advanced option from the left-hand side of the window.
Select the Host Table tab.

Click Add.

© © N o a b~
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= DeviceManager - [xls_perle {(192.168.1.122) - Connected]

g File Edit Tools ‘iew ‘Window Help
I

o iJ System Info
[=-4,5% Configuration

Host Table | Route List | DNSAWINS | RIF | Dynamic DNS | IPYE Tunnels |

E@ Metwork,

- [2] 1P Settings

(. B Advanced Host Mame | Host Addiess |
[H-{Eg Setial mns TP 19216811
..... D Users

- Security
B-{Eg IO Interfaces
----- [8] Clustering
B-{E Svstem
Elf Cankrol
e f" I SkakusiConkrol
By Statistics
EE-yf, Metwork
Serial Ports
User Add... Edit. Delete
HTTP Tunnel
Bl-yj, Svstem

—IP Filtering
= Allow all traffic
= Allow hraffic only to/from hosts defined with IP addiesses

Dawnlaad All Changes A4 Download is Required

4]

For Help, press F1 LI

10. On the window, enter a descriptive name for the Network Time Protocol (NTP)
server (for example, mnsNTP).

11. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

12. Click OK.

Time and Security Settings

1. Select Configuration > System > Management > Time.
2. Select the Network Time tab.

3. Set the following parameters.

— Mode: Unicast.

— Version: 3.

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select alternative NTP server name, otherwise set the
name as the primary host.
NOTE: Network time works best when the version matches that of the NTP
server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. If you are not sure, verify with the
client's network administrator.
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== DeviceManager - [#ls_perle (192.168.1.122) - Connected] |

< File Edit Tools Wiew ‘Window Help =1 |
O & de|dny K 2

i) System Info
% Configuration

Netwark Time: | Time Zone/Surmmer Time (D aylight S aving Time] I

—MTR/SHTE Settings

Mo |
Wersion: I 3 vl
[ Clustering

E@ System ™ Enable Authentication:

- Alerts
- Management
= Prirnary Host: ImnsNTP vl FeplD: ID
Secondary Host: INone 'l Key|D: ID

}“ I/ Skatus/Control
Statistics

, Metwork

Serial Ports

Lser

HTTP Tunnel

, System

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) Parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

“g File Edt Tools ‘iew ‘Window Help
O Ed dnch W7
) System Info Metwork Time  Time Zone/Sumener Time (Daight Sving Time] |
(=<5 Configuration
= {0 Network,
-5 aena Tima Zone
Sars
+-(y Secuity Time Zone Name: Time Zone Offsst: 0500 UTC/AGMT
-3 I}O Interfaces
-3 glustterlnu Summei Tirne [Daplight S aving Time)
=25 System
+ [ Mlerts Sumrner Tirne Name: EST Summer Time Offsst 60 mirutes
=125 Managernent
3 sump Mode
[ Time " Mone
|5 Custom app/Plugin
|8 Advanced " Fised
= ## Control Merit Day Time
AP 1{0 StatusControl StatDate  [api =/ =] o200
El-gily Statistics _— ,
+40, Network el L |actober =i ~| [oz00
[y, Serial Parts
il User % Recuring
i, HTTP Tunnel tanth Wieek Day Time
By, System Stat Date:  [March =72 =] 7 |surday =| |ozoo
EndDale:  [Hovember =1 =] 7 [surday =| o200
1
Download All Changes /. Download is Requined
4]
For Help, press F1

6. Select Configuration > Security > SSL/TLS.
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<= DeviceManager - [Localhost-offlin (172.17.10.78) - Connected == -

File Edit Tools View Window Help
O o vy WP

- [Localhost-offlin (172.17.10.78) - Connected ==E
jl,) éystem Info Ss5LTLS
=-%a¢ Configuration
: 25 Network S5LATLS settings that apply to all S5L/TLS connections
¢ [default]
i [2 1P Settings
“.[3 Advanced
#-(Fg Serial SSLATLS Yersion, Ay v
D Users
) &g Securiy SSL/TLS Type:
: [Z Authentication
[F ssH
i @ ssums [Ivalidate Peer Certificate
+-{Em VPN
[E HTTP Tunnel
D Services 55L Certificate
{2 /0 Interfaces
[5 Clustering Fassphrase:
h{Zg) System
-4 Control
- /0 Status/Control
=g Statistics
+ Network
; Serial Ports
User
HTTP Tunnel
il System
/i‘\ Download iz Required

7. Set SSL/TLS Version field to Any.
8. Set SSL/TLS Type field to Server.
9. Select the SSL Certificate section.
10. Enter the password of the SSL certificate in the Passphrase field.

11. Select Tools > Advanced > Keys and Certificates.

<o File Edit | Tools Wiew  Window Help & x|
i | H s | Upload Configuration fram IOLAK
cysten Import Configuration From a File
Ci-nﬁgt Download Configuration to IOLARN
D Hel Download Configuration ko Multiple IOLANS that apply to all SSLATLS connections
F-( et Dawnload Firmware ta IOLAN
D Ust ™ pecet P Sek IOLAN DakefTime
E‘a 55( onti s and Certificates, .
H D = BN Custom Files. .
D S5L/TLS SSLATLS Type: Set Factory Default Configuration ko IOLAR
|

12. In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

13. Click the browse button and upload the private key for your Root certificate
(.pem).

14. Click OK.

A6V12131888_en_b_51
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Keys and Certificates
Key / Certificate: Cownload
File: M arne: I
Key Tope: IHS.-'l'-. j
Wzer M arme; I j
Hiast M anmne; I j
[Fzec Turmmel M anme; I j

[« |

Cancel |

15. Select Tools > Advanced > Keys and Certificates.
16. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

17. Click the browse button and upload the combined root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the root certificate.

18. Click OK.

19. Select Tools > Advanced > Keys and Certificates.
20. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

21. Click the browse button and upload the upload the root certificate

(RootCertificate.pem file).
22. Click OK.

Time Zone/Summer Time (Daylight Saving Time) Parameters

Field

Description

Time Zone Name

The name of the time zone to be displayed during
standard time.

Field Format: Maximum 4 characters and
minimum 3 characters (do not use angled
brackets <>)

Time Zone Offset

The offset from UTC (Coordinated Universal
Time) for your local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name

The name of the configured summer time zone;
this will be displayed during the summer time
setting. If this parameter is not set, then the
summertime feature will not work.

Field Format: Maximum 4 characters and
minimum 3 characters (do not use angled
brackets <>)

Summer Time Offset

The offset from standard time in minutes. Valid
values are 0 to 180.

Range: 0-180
Default: 60

354 | 470

A6V12131888_en_b_51




MNS Supported Physical Device Configurations
Relay Output Device

Summer Time Mode Configure the summer time to take effect.
None — No summer time change

Fixed — The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00pm.

Recurring — The summer time change goes into
effect every year at the same relative time. For
example, on the third week in April on a Tuesday
at 1:00pm.

Default — None.

Fixed Start Date The exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date The exact date and time in which the IOLAN’s

clock will end summer time hours and change to
standard time.

Recurring Start Date The relative date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours. Sunday is considered the first day of
the week.

Recurring End Date The relative date and time in which the IOLAN’s
clock will end summer time hours and change the
standard time. Sunday is considered the first day
of the week.

1/0 Access Settings
1. You have logged in to the device using DeviceManager.

2. In the DeviceManager window, click I/O Interfaces on the left-hand side of the
window, and then click Settings.

s Fle Edit Tools Wiew ‘Window Help —1&1xl
O & e de | K2 2

41 System Info
EI-Q, Configuration
EI@ Metwork

[E I Settings Settings | General zettings applving to all channels: failzafe, access methods, ete.
Lo [d Advanced

-5 Serial Chanrels | Individual 10 channel settings.
Q Users

r 1/0 Interfaces Configuration

-7 Fecurity
SR 110 Interfaces
i 2] Settings

Q Channels Summary
----- [8 Clustering

-5 System 1/0 Model: 5051 DzR2
4 Contral

=

Failzafe Timer: Dizabled

[ f‘ 1/ Status/Control
E|“| Statistics Channels Enabled: 4

, Metwork LIDP Broadcast: Cizabled
. Serial Ports

, User
. HTTP Tunnel
, System

Download All Changes A Download is Required

1]
For Help, press Fl (LR
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3. Onthe I/0O Access tab, select the Enable 1/0 Access via TruePort checkbox.
NOTE 1: By default, the device monitors I/O commands on TCP port 33816. If
you wish to change the 1/0O TCP port, you may as long as the change does not
conflict with other services or TruePort ports.

NOTE 2: Always check to make sure the port selected is not already in use by
another application/service on the server. To check, open a Command Prompt,
type netstat, and press ENTER. A list of all current TCP connections and ports

will be listed.
== DeviceManager - [xls_perle {192.168.1.122) - Connected] M=l E3
< File Edit Tools View ‘Window Help i ] |

NERIEEILEE:
1) System Info
[k Canfiguration

1/0 Aceess | Faisafe Timer | UDP |

EI@ Metwork,
""" D 1P Settings Choose the method in which the 1/0 interfaces are acceszed via network by an external application.
Lo [3 Advanced
H-{E Serial [~ Enable 1/0 &ccess via Modbus protocal
----- [E] users
[#-{Z5 Security Lim:  [255 Sdvanced Slave Settings...
H@ 1o Inte.rFaces —Available Metwork Access
[ Settings
e [ channels [ Allavs Wadbus TEF &pplization (&P
""" Q Chustering = &llovs Modbus BTUAASE via TrueFort
[+ System
B4 ;%ntrol Advanced Modbus
P 1/ Skatus)Cantral ) _
Byl Statistcs |dle Timeaut: I'I 0 seconds
By, Metwark [~ Enable Modbus Exceptions
Serial Parts

Lser
HTTP Tunnel
-], System ¥ Enable 551 Encryption

Listen TCP Part: |3331 1

Available Nebwork Access

I

¥ Enable 110 Access via TrusPort

Aillows | /0 Access via AP through TruePort

Download All Changes /1 Download is Required

1]
For Help, press F1 l_ FLI l_

4. Select the Enable SSL Encryption checkbox.

= The configuration is now complete. Click Download All Changes to make the
changes to the device or continue with other settings.

® Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, wait 90
seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber or green.

Perle TD2R2 Device

There are two areas of configuration. The first is to configure the TD2R2 device to
allow remote access to the relays. The second area of configuration is the TruePort
driver which the server uses to communicate with the TD2R2 device.

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager onto a computer that is connected to the same subnet network as
the Perle device you are trying to configure.
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TruePort Driver Configuration

> The TruePort Driver is the second part of the process to link the device to your
server. TruePort is only used when the device is configured to use the TruePort
profile. The TruePort Driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port,
each device should have a COM port for each service.
NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports. Each device requires a
unique and separate COM port.

1. If you have not already done so, install TruePort on your server.
2. Start the TruePort Management Tool.

3. At the management window, click Add.

#=d) TruePort Management Tool

© perie

Thiz tool permitz pou to add, remove and configure TruePort adapters.

Installed TruePort adapters:

Add. Bemonve Properties |
Cloze |

4. Enter a name for the TruePort Adapter.
NOTE: Since this Adapter will serve a particular device and map to a specific
COM port. Try to make the name descriptive so that the name can be easily
tracked back to a particular device.

5. Enter the IP address or the hostname the device is using, and then click Next.
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Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and aszociate it with a device server on the
nietwork.

— TruePort Adapter Properties

Adapter Hame: IF'erleH elay

— Device Server Metwork Location

% P Address |1E|2.1EE.1.1IIIIII

™ Hostname: I

Mest = I Cancel

6. Leave the number of ports set to 1 (if you are also using I/O access, you may
set ports to 2, or add another later). Select the COM port you wish to assign to
that particular device. By convention, start at COM100 and increment for each
device and service configured. This will help to avoid any conflicts with existing
COM ports or other devices. TruePort allows you to create up to 4096 COM
ports.

7. Click Next.
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Add TruePort Adapter Wizard

Add Serial Ports
Azsociate COM portz with pour new TruePort adapter

You may add up to 49 zenal ports to your
new TruePort adapter: T he following portz will be added:

—Select COM Port Bange

COomM10

Mumber of Ports: 1 _l

Starting COM Paort: IEEIM1EI "I

M et > I Cancel

= You should now see the TruePort Adapter in the TruePort Management
Tool.

1/0 Access Settings

1. Start the TruePort Management Tool, select the Perle device you want to
configure, and click Properties.

#dl TruePort Management Tool

Thiz tool permitz pou ba add, remosve and configure TruePaort adapters.

Installed TruePort adapters:

PerleRelay (192.168.1.100]

Cloze

Bemove | Properties |

2. Select the Configuration tab.
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3. Click Settings.

PerleRelay {192.168.1.100) Properties Ed

General  Configuration | Ciriver I Detailsl

w PerleRelap [192.163.1.100)

Thiz TruePort adapter iz aszociated with the following
device semver.

— Dewvice Server Information

MHumber of Parts: 1
IF Address: 192.165.1.100

Active Connections: Haone

To configure this Device Server at this ime uze the Perle
Devicetd anager or one of the following configuration methods.

Wwieb Caonfig Telnet Config

Settings |

] | Cancel

4. |If you originally created two COM ports for this device, select one to use for I/O
access. If the COM port you selected is being used, the other COM port should
be reserved for serial communication. If you have not added a second COM
port, you may do so by clicking the Add Ports button at the bottom of the
window.

5. Select the Connection tab.
6. Select the Access Device Server I/O channels option.

— Select the TCP port that was configured on the device for I/O access.
— Inthe I/O Application Type drop-down list, select I/0O Access.
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PerleRelay (192.168.1.100) Settings
Mumber of ports: 1 Connection I.f-‘«dvancedl SSLATLS I Facket Fnrwardingl
=] PereFelay (192.168.1.100) _ ;
o Fl,,l‘ CUM‘)@[IHD: 3016] ~ Connection Settings (COM10)

—{ &ccess Device Server Serial Port

Connection fdode; IAutnmatic 'I

% Accept connection fiom device server
Lister on TICP Part: 10000 ==

il

£ |nitiate connection ta device senver

Connect to TEE Fort: (10007 ==

Client- nitiated Connection Settings... |

—f* Acpess Device Server [0 channels

Connect bo TGP Port;  [33816 <=

120 Applization Type: Il.v'D Aocess "I
Client-Initiated Connection Settings... |

- Connection Profilz

L

.

Current Frofile:  Minimize Latency

Change Profile. . |

@ Add Ports | x Bemaove Ports I ' Copy Settings T-:-...l Restore Defaults

Ok I Cancel | Lpply |

7. Click the Settings button next to Client-Initiated Connection.

= The following window displays:

Client-Initiated Connection Settings .
Connection Management Options

U Connect at system startup

m Close TCF connection when COM portis dlosed

Connection Oplions
Connection Ratries

(") Retry forever
(@ Number of retries: |4 =
Time batween connection refries 30 = geconds

Restore dropped connections

Restare Dafaults Cancel

8. Select the Connect at system startup check box.

9. For Connection Retries, select the Retry forever option.
10. Click OK.
11. Select the Advanced tab.
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ISSSSE———————————————————————————————————————————————————.
PerleRelay (192.168.1.100) Settings Ed

Mumber of ports: 1 Cormection Advanced | SSLATLS I Pack.et Fnrwardingl
?_JII PerleRelay (132.168.1.100)
. r;l"f CamM10(1/0; 33816) —Advanced Settings [COMETD0)

—&pplication Options
[~ Simulate COM port transmit delays

Additional Tranemit Delzy: [0 _:l ms

Sdditional Heceive [elay IEI j: ms

On COM port open:

i

™ Alwavs return successiul
¥ Feturn when connection is fully established

[ d
M awimnuim it Tirme: |3Ij _% r ;escon :

[~ Enumerate attached devices [i.e. modems]

¥ Drain output befare setiing config

W Send keep alive packets

Keep Alive Interval: I3E| E zeconds

[ Enable TCP Magle algorithm
[™ Use legacy UDF pratocal [Full Mode anly)

o AddPorts | ¥ Remove Ports | ' Copy Gettings TD...| Restore Defaults
0k, I Cancel | Spply |

12. Set Maximum Wait Time to 30 seconds.
13. Select the SSL/TLS tab.
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Perle_Serial {192.168.1.1) Settings Eq
Mumber of ports: 1 . Cunnectinnl Advanced  SSL/TLS I Packet Farwaldingl
?_JII F_'_n_arle_SeriaI [192.168.1.1] _
# COM10 [Cannect: 10001] —SSLATLS Settings [COM10]

¥ Enable S5LATLS Encryption
SSLATLS Wersion:  |Any -

SSLATLS Tupe: II:Iient "'I

—Authentication

[ “erify Peer Certificate
Certificate Authornty Flename:

I Browse |

Walidation Criteria...

— 550 Certificate
¥ Supply Certificate
Certificate Filename:

II::'\U$er$k&dministratnr'\Desktop\SSLE Brawse |

Certificate Pazzphraze; | *essssssss ol

E%l Add Parts | x Bemove Ports | ' Copy Seftings Tu...l Restore Defaults

0k I Cancel | Apply |

14. Select the Enable SSL/TLS Encryption check box.
15. Set the SSL/TLS Version field to Any.
16. Set the SSL/TLS Type field to Client.

17. Select the Supply Certificate check box.

18. Click the browse button and select the combined root certificate. Refer to the
Device Configuration section for more information on combining a root
certificate.

19. Enter the password in the Certificate Passphrase field.
20. Click Apply and then OK.
21. Restart the Perle TruePort Service from the SMC.

= The TruePort driver is ready for I/O access.

System Management Console

SIEMENS
e
¥ Projects
MNS330 System
¥ Websites
Test B Settings
Testl
¥ History Databases
¥ (lol\GMS_HDB_EXPRESS
HD& Service | Ccurrent User | status ¥ Senvice Account
Certificate Automation License Manager Service ~ WRETTTETTEN  Running 2| seniceaccount: [WmaRE B |
FreeSWITCH WAETESOTE  Running ——
GMS_WCCILpmon_MNSS30 ) Stopped
Perle TruePort Service WREREESE Running
Siemens BT Licensing Server ) Running
Siemens GMS Closed Mode Service MRS Running s
[E==0 = ==

Ready

Fig. 44: Restarting the Perle TruePort Service
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1.29

Relay Output Device Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, if the device
does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.Reboot the Server.

3. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

4. Power off and on the devices connected to the Perle IOLAN device.

Relay Output Device

This section contains general reference information about Notification and how the
Relay Output device is integrated. For procedures and workflows, see step-by-step
section.

The Perle TD2R2 device serves as an SSL-encoded relay output enabling
messages to trigger any target device, such as a siren or a strobe light. When a
incident is initiated the Perle relay activates for the duration of the message
lifecycle or deactivates after a specified time according to settings established by
the operator.

Notification

Server Cat5e
NIC —Ethernet Software Systn_am/
I Service Device
True Port Cable
Hardware
Cat5e Port

Ethernet Legend
Cable
CoM
NC Target
Device

Perle NO.
RIS| 1poR2

CoM Target
R2| ne > Device

NO

RSS CAP

RSS CAP
This section contains additional procedures for integrating the RSS CAP device.
For workflows, see the Creating and Configuring Web Feed Input Device section.

Event Triggers Configuration

This section describes the configuration of event triggers for the Web Feed Input.
Note that the event triggers can be configured both at the driver level and also
when configuring the Web Feed input device under the Field Network. In either
case, rules are set to analyze different parts of the feed item. An example of the
XML feed is listed in the CAP feed XML Sample section. This example will be used
as a basis for the different configurations in the following sections.
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Configuring an Event Trigger

>

@ N =~V

© N o a a

10.

The user must have added either the ASCII Input Perle or Web Feed Input
device.

For more information on adding devices, refer to the Notification Devices
section.

System Manager is in Engineering mode.
In System Browser, select Management View.
Select Project > Management System > Servers > Main Server > Drivers.

Select the Driver Instance (ASCII Input or Web Feed Input) for the desired
Input Rules creation.

Select the MNS Driver Editor tab.

Open the Event Triggers expander.

Click Add on the bottom left corner of the expander.
Enter a Name for the Event Trigger.

Click Add under Input message filter rules and do the following:

a. Enter a Name for the Input message filter rule.

b. (Optional) Select the Negated check box to prevent certain text patterns that
must not be present in the Input Data for the Event Trigger to trigger the event.
c. (Optional) Specify an Xpath expression to narrow down the scope for the
subsequent Regular expression match.

d. Enter the Regular expression for text matching in the Input Data.

Select the Event trigger settings expander, do the following:
a. Select the Trigger enabled check box to analyze and filter data.
b. Select the Event category of triggered event from the drop-down list.

Select the Event field mappings for triggered event expander, do either of
the following:

a. Specify a static Default value OR

b. Specify a Regular expression, plus optionally an Xpath expression (for
XML documents) that dynamically extract data from input messages.

NOTE: Name, Xpath, Regular expression, and Default value are case-
sensitive.

. Click Save H .

The Event Trigger is saved.

Updating an Event Trigger

a O DN =2V

System Manager is in Engineering mode.

In System Browser, select Management View.

Select Project > Management System > Servers > Main Server > Drivers.
Select the Driver Instance requiring Input Rule updating.

Select the MNS Driver Editor tab.

Open the Event Triggers expander.

A6V12131888_en_b_51
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N

Update the required fields.
For more information on the fields, please refer to the Configuring an Event
Trigger section.

Click Save [ .

The Input Rule is saved with the updates.

Deleting an Event Trigger

© N o a ~ D=2y

9.

System Manager is in Engineering mode.

In System Browser, select Management View.

Select > Project > Management System > Servers > Main Server > Drivers.
Select the Driver Instance with the target Input Rule to be deleted.

Select the MNS Driver Editor tab.

Open the Event Triggers expander.

Click Remove at the bottom left corner of the expander.

A confirmation message displays.

Click Yes.

Click Save [ .

= The Input Rule is deleted.

Raw Input Data Analysis

>

@ N 2V

s

The user must have added either the ASCII Input Perle or Web Feed Input
Device.

For more information on adding devices, please refer to the Notification
Devices section.

System Manager is in Engineering mode.
In System Browser, select Management View.
Select Project > Management System > Servers > Main Server > Drivers.

Select the Driver Instance (ASCII Input or Web Feed Input) for which the user
wants to analyze input data.

Select the MNS Driver Editor tab.
Open the Input Message Analysis expander.

Click Start next to Start/stop capturing input messages to start capturing
messages from the Input Devices.

= A preview of the captured message displays in Message preview.
= Under Captured messages, the Timestamp at when the message was
captured displays.

Click the Stop button to stop capturing messages.
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Input Message Filter Rules

1.

Click Add to create a new message filter.
NOTE: Multiple filter rules can be added to each trigger rule but even if one of
the filter rules matches the input feeds, the event is generated.

Enter a name for the filter rule in the Name field.
Select the Negated check box if a negative rule is being set.

Enter the XML path of the field for patterns to be matched by the regular
expression in the Xpath (Optional) field. For example, for the sample XML
Feed in CAP feed XML Sample, look for text in the event field, and then enter
the value alert/info/event/text().

NOTE 1: When xpath is not defined, the value specified in the Regular
Expression field is applied on the entire feed content.

NOTE 2: Configuration of an XPath must not be done if the Web Feed item is
in HTML format. This will not result in the alarms and automatic incident
triggering.

Enter the text pattern to search for a match within the feed item in the Regular
Expression field. A simple example can be the occurrence of a word or a
phrase. For example, for the sample XML feed in CAP feed XML Sample
where Xpath is set to look in the event field. To check if the event is of the type
Winter Weather Advisory, enter the value (?<ValueToExtract>Winter
Weather Advisory). For the sample HTML feed in Practical Example of HTML
and to check if the input feed is of Wal-Mart, enter the value (?
<ValueToExtract> Wal-Mart).

Event Trigger Settings

1.

Select the Trigger Enabled check box to enable triggering of the management
station alarm if conditions set in message filter rules are satisfied.

Select the category of the triggered event from the Event Category drop-down
list.

NOTE:

Set the rules based on which content is extracted from the feed item and added
to the alarm that is being raised.

Event Field Mappings for Triggered Text

When triggering is enabled, the management station alarms are raised.
Configurations can be set to extract content from the feed item and fill in the Event
Cause and the Additional Information fields of the management station alarm.

Event values can be configured that will eventually be passed into the
management station alarm. The text passed can then be used to match against the
rules set for incident triggers.

Event Cause

Default Value: Set the default value for the event cause. For example, Winter
Weather advisory message received. Refer to the table in the System Usage of
Configurations section for the information on when the value defined in this
field is used.

Xpath (Optional): Set the Xpath for the XML document from which text needs
to be extracted. For example, for the sample XML in the CAP feed XML
Sample section the value alert/info/ headline/text() will fetch the text from the
headline field of the feed. Refer to the table in the System Usage of
Configurations section for the information on when the value defined in this
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field is used.

NOTE: Configuration of an XPath must not be done if the Web Feed item is in
HTML format. This will not result in the alarms and automatic incident
triggering.

e Regular Expression (Optional): Set the regular expression to extract the text
from the feed item to be passed along to the management station alarm. Refer
to the table in the System Usage of Configurations section for the information
on when the value defined in this field is used.

Additional Information

The Additional Information field is configured similar to the Event Cause field.
The only difference is that the extracted values are used to fill the Additional
Information field of the alarm being raised.

System Usage of Configurations

The table below details the behavior of the system when one or more fields
described above are configured. An X indicates a value defined in that field.

Default Value XPath Regular Behavior
Expression

X The text in Default value is set as the value for
the respective field of the Alarm.

The text contained in the field defined by the
XPath is used to fill in the respective value in
the alarm.

The default value, if set, is ignored.

The Regular expression is applied to the whole
feed item and the resulting text is used to fill in
the respective value in the alarm.

The default value, if set, is ignored.

The regular expression is applied only to the
text in the field defined by the XPath expression.
The resulting value is used to fill the appropriate
field in the alarm.

The default value, if set, is ignored.

Event Triggering Example

Scenario: Configure an Event Trigger for a weather feed from NOAA or a CAP
feed.

1. Configure a Web Feed Input Device. For example, WebFeedinput_NOAA.

2. Select the Configuration Properties of the device, enter the URL of the NOAA
site or the URL of the CAP Feed.
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[ Device Eartor —— [RGBjeetGanmGUESHOR |
[ rew | v] WebFeedinput NOAA -
L QEYH 5 g .
Snow Description
Descrption: | yeoFeedinput NOA =
T Manual navigation =
Rl v Coniiguration Propertes
¥ Project 9 | name | vaiue Il
¥ Field Networts
» BUKEN Web Feed Input Link. tton veater weather gov/anps2/rss/festfalrss
P Facebook PN Device Mode Operational
W Single Audio FN
TN T
W Twitter FN
¥ Web Feed FN Name: || meutmessage fiter nies
Web Feed Input [iggen =] Name: | Negated | Xpath (optional) | Regular expression I
WebFeedinput NOAA]
Webfesdinput_Reuters (i [(e<vaueTortracow |
P Management System
B System Settings

Event trigger settings
Trigger enablec: v

e N oz a

Event field mappings for triggered evert:
Alarm Property | Default value | Xpath (optional) | Regular expression (optionall | |
Event Cause Weatner
Additional Information  Weatherdlert

statstop capturing nput messages: |

i P

Timestamp | \ <IDOCTYPE himl PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "} himi: itic "> -
T

e o I

<meta nttp-equiv="Content.Type™ contant= text/ntmi: charset=utt8" />
<meta name="Content. Language” content="en.US" />

<meta name="autror” content="US Department of Commerce, NOAA, National Westher Senvice’ />

<meta name="rating content="general" /> =

<meta hitp-equiv="x-ua-compatible" content="TE=edge" / ‘

Select Operational from the Device Mode drop-down list.

P

Select the Input Message Analysis expander, click Start to capture the input
message.

g

Select the Event Triggers expander, click Add and enter a name for the Event
Trigger. For example, Trigger1.

Select Input message filter rules, click Add.
Enter a name for the filter rule in the Name field. For example, FilterRule1.
Enter a regular expression in the Regular expression field.

Select the Trigger enabled check box.

o 9 o N9

0. Select the event alarm class from the Event alarm class of triggered event
drop-down list. For example, Emergency Ack/Reset.

11. Enter the event cause in the Event Cause field.

12. Enter the additional information about the event in the Additional Information
field.

13. Click Save 1.
= Event will be raised when the feed is captured from the configured URL.

1n 0/4 9/9 28/29 5| )
Emergency | Life Safety Security | Supervisory Trouble High | Medium Low Fault status Y&Sq v,

Event List - Filter By: Categories = <Emergency>
| Counter| Commands | Information | EventStatus 4| SourceStatus | Date/Time

Project. Field Networks. Web Feed FN WebFeedinput_NOAA 7 v Unprocessed  Active scrdid

11472016 55521 PM
fon:  Acknowledge event

Project Field Networks. Web Feed PN
WebFeedinput NOAA
inprocessby:  None

1.30 Single Zone Audio Device
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Single Zone Audio Device

This section provides reference and background information for integrating the
Single Zone Audio device. For procedures and workflows, see the step-by-step
section.

The Single Zone Audio Driver is intended for interfaces that require a single audio
source with or without relay. Currently, for DTMF devices, the Single Zone Audio
Driver is used without relay.

Below is the general overview of how delivers SIP-based audio for deployments in
which Notification must deliver audio to an external speaker system. The Single
Zone Audio Driver can utilize the following devices to deliver audio and to activate
audio circuits.

e Line Level Audio (LLA) device (Barix Annuncicom 200 and CyberData SIP
Adapter)

e |P Relay (Perle IOLAN SDS1 TD2R2)

The Line Level Audio (LLA) device, integrates with through an IP-PBX service
using the SIP protocol over TCP/IP. The LLA converts the SIP audio session to a
line-level audio signal. This signal can be used as an external input source for any
generic audio receiver that meets the requirements of the LLA.

For details on wiring and the LLA output specifications for the Barix Annuncicom
200 device, refer to the Audio Output section.

For details on wiring and the LLA output specifications for the CyberData SIP
Adapter, refer to the Audio Output section.

The optional Perle SDS1 TD2R2 provides relays for contact closing. Prior to
sending audio, the appropriate relay on the TD2R2 will be activated providing a
relay contact closure. External audio receivers are expected to recognize this
change and perform the necessary steps to allow audio to pass through and be
amplified. If the deployment requires relay contact closure, refer to the Perle
TD2R2 Device section.

In addition to delivering audio to an external speaker system using the optional IP
relay, the single zone audio driver can also deliver audio to a pure SIP device that
has auto-answer capabilities.

The ability to send a DTMF sequence prior to audio is also available. Details on
using this feature are provided in the Generating DTMF Sequences section.

In summary, the following configurations are supported by the single zone audio
driver:

Deployment Audio Device Used IP Relay

Audio through | Barix (Barix Annuncicom 200) | Perle TD2R2 Device
LLA with IP relay

CyberData SIP Adapter
(CyberData SIP Adapter)

Audio through | Barix (Barix Annuncicom 200) | None
LLA without IP
replay

Audio through | CyberData IP Speaker None
SIP auto-answer | (CyberData IP Speaker)

Audio through | None. Skip to section None
SIP with DTMF | Generating DTMF Sequences
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e CyberData IP Speaker

The Single Zone Driver provides the status of the CyberData IP Speaker extension
to the system. The CyberData IP Speaker integrates with through an IP-PBX
service using the Session Initiation Protocol (SIP) over Transmission Control
Protocol / Internet Protocol (TCP/IP).
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Notification

Server Cat5e

NIC ——Ethernet: Cat5e RJ45 (PoE)
[ Cable Ethenet
Service

Cable CyberData IP
Audio Speaker
Relay

Driver* Cat5e
Ethernet

Cable 110-
Power 240V
Injector N
Mains
Sgs‘?'"/ OPTIONAL: Required if
i ervice evice network is not PoE capable.
Hardware
Port

|
| Legend

e Dual-tone multi-frequency (DTMF) Device

provides an additional way to perform activations on telephone audio devices using
Dual-tone multi-frequency signaling (DTMF tones), for Voice-over-Internet Protocol
(VolP) telephone devices. Telephone audio devices may be SIP devices directly
connected to and registered with FreeSwitch. However, this feature also applies to
telephone devices that FreeSwitch reaches through a telephony gateway or a
customer private branch exchange (PBX). Such telephone devices can be VolP
devices. The user configures a DTMF activation and/or deactivation sequence for
individual audio zone device nodes. will automatically play these sequences
whenever a Live Announcement or an audio message is sent to the audio zone

device.

Cat5e
Notification Ethernet
Server Cable
Cat5e
J Ethernet
E Cat5e Cable
Service Ethernet

Cable

B 110-
T In'(;vgteorr 240v
) Mains
OPTIONAL: Required if
network is not PoE capable.

Audio Relay
Driver*

Device Models
DTMF Devices: Code Blue IP5000
Talk-A-Phone VOIP 500K

*
‘Audio Relay Driver can be Single Zone Audio
Driver

provides the following additional features when playing audio messages through
Single Zone Audio drivers:

e Repetitions and intervals: will repeatedly play the audio content of messages
on the targeted audio devices, up to the number of repetitions configured in the
audio content, and spaced out as specified through the configured interval.

e Synchronized playing: When the audio content of a single message needs to
be played on multiple audio devices, ensures that the played audio content is
synchronized across all devices. This allows listeners to hear the resulting
output as if it were coming from a single speaker.

NOTE 1:

The capability to play audio content in a highly synchronized fashion on multiple
SIP-based audio devices can only be guaranteed for devices from the same
manufacturer and possibly the same series or model. The audio content played on
devices from different manufacturers might result in a slight but noticeable lag in
the output heard by listeners. This can be due to the differences in device-internal
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processing speed of the participating devices.

NOTE 2:

During a Live Announcement or audio message, if any SIP-based audio device
gets disconnected due to connectivity issues, the system makes three attempts to
rejoin that SIP-based audio device.

NOTE 3:

It is the responsibility of the user to find out the DTMF sequences that are required
to interact with the connected DTMF-capable telephone devices. For example,
from device documentation provided by the specific device manufacturer.

When multiple messages are active and share some or all of the targeted audio
devices, will suppress playing audio content of messages with lower priority based
on the priority tolerance rules.

Single Zone Audio Zone Workspace
¥ Configuration Propertsss

Hame Walue
IP Adidress 192168010
Serial Part Number COMI0
Darvice Mode Operational
Exterisicsn MNumbar 10001
Riedary Numiber Relay 1
Relay Activation Teme [0z 15000 ] {ms) 5000
DTME Activation Sequence agreagqe
DTMF Deactrvation Sequence ageeege

e |IP Address : Enter the IP address of the Perle device, if Perle device is used
to activate Single Audio Zone. In case of a Single Audio Zone without a Perle
device, enter value as -1.

e Serial Port Number: Enter the number of Serial COM port created by TruePort
for a particular Perle device.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command
and/or the device configuration change command, but will perform status
checks for the device. The device remains in a Disconnected state.
Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected / Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected / Connected state based on the connection state.

e Extension Number: Set the Extension Number to the extension of the Line
Level Audio device connected to the fire panel.
NOTE: For details on creating extensions for the Line Level Audio device, refer
to the Configuring Telephony Device.

e Relay Number: Set Relay Number to the relay used for this particular audio
interface.
NOTE 1: There is no need to set the Relay Number when the Serial Port
Number is set to -1. For others, it can be set to either 1 or 2. For using a Single
Audio Zone with a Perle device, set the Serial Port Number to the COM port
that was configured for 10 access for the Perle device (for example, COM100).
For using a Single Audio Zone without a Perle device, set the Serial Port
Number to 1.
NOTE 2: For DTMF devices, a Single Audio Zone is used without a Perle
device. Set the Serial Port Number to -1, if using a DTMF device.
NOTE 3: To check the COM ports that were used by the device, open the
TruePort Management Tool.

e Relay Activation Time: Enter the relay activation time in the Relay Activation
Time field.
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e DTMF Activation Sequence: If using a DTMF device, set the DTMF activation
sequence in the DTMF Activation Sequence field. For more information, refer
to Generating DTMF Sequences.

e DTMF Deactivation Sequence: If using a DTMF device, set the DTMF
deactivation sequence in the DTMF Deactivation Sequence field.

Single Zone Audio Device

This section provides additional procedures for integrating the Single Zone Audio
device.

Installing Single Zone Audio Device

Line Level Audio Device
Barix Annuncicom 200

Hardware Prerequisites

Before proceeding, ensure that the following items are available:
e Barix Annuncicom 200 Line Level Audio device

e 9-30 VDC or 12-24 VAC, 500mA minimum

e (Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or the terminal
block labeled as PWR (refer image below), but not both. Both inputs are internally
connected, so one can be used as an output for other devices.

Pin 1 of the terminal connector is ground. Pin 2 is power.

NOTE:
For Barix Annuncicom 200 LLA, Power over Ethernet (PoE) is also an option for
supplying power to the device.
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Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.
NOTE:
The LLA obtains an IP address using DHCP by default. To assign a static IP
address or if DHCP is not present, refer to the Obtaining an IP Address
Manually and the Changing the IP Address sections.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
receiver, a voice-enabled fire panel system, a radio-base station, and an intercom/
public announcement system.
There are two methods to supply audio from the LLA:
Method 1: Use the LINE-OUT RCA socket.
NOTE 1: The tip of the RCA plug is a signal.
NOTE 2: The Line Out has 50Q output impedance with a range of 1-3 Vp-p
Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <6ftlength
Method 2: Use the “SPKR +” and “SPKR -* terminals on the LLA.
NOTE: This interface can deliver 1 Watt into an 8Q load.
Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <6ftlength
3. Twisted wire pair
NOTE:
Refer to the Diagram 1 in the Device Overview section for an illustration
regarding how the various components are connected for Barix Annuncicom
200 with Perle device. Refer to the Diagram 2 in the Device Overview section

for an illustration regarding how the various components are connected for
Barix Annuncicom 200 without Perle device.

Hardware Verification

After completing the mechanical and electrical installations, verify the status LED is
solid green color. If not, perform the steps outlined in the following sections:

e Obtaining an IP Address Manually
e Upgrading the LLA Firmware

e Changing the IP Address

e Configuring the SIP Endpoint

Obtaining an IP Address Manually

The Barix Annuncicom 200 device is configured for DHCP. If the device is unable
to obtain an IP address, do the following steps to assign a temporary IP address:

1. Either use a network cable to link the Barix Annuncicom 200 device and the
computer directly, or connect the Barix Annuncicom 200 device to the
computer through the network switch and power the device.

NOTE: Ensure that there is a valid static IP address configured. For example, a
computer having subnet mask as 192.168.0.0 can have a static IP as
192.168.0.2.

2. Open the Windows Command prompt (cmd.exe).

A6V12131888_en_b_51
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3. Use the Ping command to ensure the usage of a free IP address (one not
already used by another device in the network).
NOTE: For example, if the computer has the IP address 192.168.0.2, and there
is a need to check if 192.168.0.6 is free. Enter Ping 192.168.0.6. If there is no
reply, then it means that 192.168.0.6 is available.

4. Look for the Barix Annuncicom 200’'s MAC address printed on a label on the
bottom of the device (12 hex digits, separated by a hyphen every 2 digits). For
example, if the MAC address is 00-08-E1-00-B1-77, enter the following in the
Windows command prompt: arp -s 192.168.0.6 00-08-E1-00-B1-77.

5. In the command window, enter telnet 192.168.0.6 1 to make the Barix
Annuncicom 200 listen to the IP address 192.168.0.6.
NOTE: The Barix Annuncicom 200 will immediately refuse the connection on
port 1, but will be available for browser access as long as the device stays
powered on.

6. To check if the Barix Annuncicom 200 is responding, use the Ping command
again. Enter Ping 192.168.0.6. If there is no reply, the IP address 192.168.0.6
can access the Barix Annuncicom 200 using a web browser. If the device is
unreachable through the Ping command, refer to the manufacturer's manual
for additional methods.

Upgrading LLA Firmware

The latest SIP firmware can be found on the Barix website:
http://www.barix.com/downloads/downloads-firmware/sip-client-application/
This document has been tested with firmware version 2.12.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be
performed for all devices and services to be integrated. Refer to the Notification
System Description document for compatibility information.

1. In a web browser, enter the |IP address of the Barix Annuncicom 200 in the
URL.

2. Select the UPDATE tab.

CHOME | PROFILES | CONFIGURATION | STATUS | DEFAULTS | UPDATE | RESOOT |
SIP CLIENT

UPDATE
Please read the instructions before applying the update.

Please click here to start the update

Currently Loaded Version
Firmware VB1.11 (04/26/2013)
Web Ul V02.05

Bootloader V99.26

Setup Vi1.01

Song WV09.26 (Apr 26 2013)
Filesystem V09.26 (04/26/2013)
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3. Inthe UPDATE window, click Please click here to start the update.

= The device resets and a countdown is displayed.

The device is restarting now. Please wait.

3

Please didk here after the countdown if your browser doesn't support forwarding.

4. Once complete, the Update window is displayed, click Choose File.

Barix Bootloader VBE.28 Apr 17 2013 HA18(13h) IPAM:2 HV:3 PIO12:1 Pages:31

Update

Mo file chosen

Reboot

Resource| Choose File

Advanced Update

5. Select abcl_sip_vXXXXX > update_rescue and select compound.bin file.

6. Click Open as shown in the example below:

A6V12131888_en_b_51
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¢ Faworites = Ir“” |h I I_
M Deskiop rux _mac S/M0/2013 21484 File foider
# Dovenloads | sbdapg.cob 46013 L0OM COBFk 138 48
S it
£ Pecent Plces | sbvetw.com 426013 10PN ROMFile 6458
" 125/ 1:20 P8 Fi
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7. Click Upload.

= The device may take up to a minute to upload and flash the new firmware.

Update

Barix Bootloader VE8.26 Apr 17 2013 HAW18(13h) IPAM:2 HV:3 PIO12:1 Pages:31

Resource | Choose File | compound.bin

Advanced Update

= A message is displayed as successfully loaded once the firmware upload is
complete.

compound.bin successfully loaded.

Click on update to continue, or reset the device.

8. Reboot Barix Annuncicom 200 by disconnecting and then reconnecting the DC
power supply.

Changing the IP Address

1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the

URL.

2. Select the CONFIGURATION tab.

HOME

SIP CLIENT

PROFILES

CONFIGURATION STATUS DEFAULTS UPDATE REBOOT

SIP Phene

Advanced Settings

Apply | Cancel

BASIC SETTINGS

SIP PROTOCOL SETTINGS
Peer to Peer @

SIP Server (PBX) [ |

SIP ID (username) ‘ ‘

SIP Password (secret) ‘ ‘

OUTBOUND CALL SETTINGS

Call on Device Inputs

Input 0 Call ID \

INBOUND CALLS
Phone pickup mode

autohang up after timecut ¥
seconds

Pick/hang up time
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3. Select Advanced Settings > Network.

HOME PROFILES CONFIG URATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phene NETWORK SETTINGS
Use SoniclP® ® Yes U'No
o s o N
[ network [N [ P .
[ sPPoocd O Y O O I
ey I8 Address ' ' '
Primary DNS [o |.[o .o .o |
Alternative DNS |U | . |U | . |U | - |U |
Syslog Address |U | . |0 | . |0 | . |0 |
5 DHCP Host Name ]
Web Server Port
Cancel
QoSIDSCP o]
SNMP System Name l:l
SNMP System Location l:l
SNMP System Contact l:l

4. Enter the appropriate values for the IP Address and Netmask as per the IT
infrastructure.
NOTE 1: It is strongly recommended to specify a Gateway IP Address to
ensure proper routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server. By default, entering an IP Address value of 0.0.0.0 defaults
to DHCP. Use the Help menu on the right-hand side of each configuration
window for details on all the parameter fields.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
—
SIP CLIENT
SIP Phone NETWORK SETTINGS
Use SoniclP® ® Yes O No
P Adaress b b b o |
[ Network [N b .5 b .o
Cotemay 1P Add . . . .
ooy P Adess B0 Jb__1b ]
Prmary DS N — ——C—
Alternative DNS X 1 Y A I
Syslog Address [o |.lo |.[o |.lo |
" DHCP Host Name

Web Server Port
QoS/DSCP

L 1
]

SNMP System Name I:|
L
L

i
=
©
=
o
W
a
o

SNMP System Location
SNMP System Contact

Fig. 45: Reboot Tab
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Configuring the SIP Endpoint

1. In a web browser, enter the IP Address of the Barix Annuncicom 200 in the
address bar.

RepoOT
SIP CLIENT

SIP Phone

APPLICATION STATUS

Application Mode SIP Mode
SIP PBX

SIPID

Time till next Registration 0 seconds
Call State Idle
Remote Party

AUDIO STATUS

Current Set Volume 0 %

Left Qutput Peak Level 0 dBFS

Right Output Peak Level 0 dBFS

Left Input Peak Level 0 dBFS

Right Input Peak Level 0 dBFS

DEVICE & X8 /O STATUS

11O Contacts T 6 5 4 3 2 1 0

tnputs KK XKXKXAOO
Relays KX XMXMXO
X8 status: X8 not detected

2. Select the CONFIGURATION tab.
3. Click Basic Settings.

HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone

BASIC SETTINGS

Basic Settings
. SIP PROTOCOL SETTINGS
Advanced Settings

Peer to Peer ® No ' Yes

Cancel SIP Server (PBX) [ |
SIP 1D (username) | |

SIP Password (secret) | |

OUTBOUND CALL SETTINGS

Call on Device Inputs
Input 0 Call ID [

INBOUND CALLS

Phone pickup mode autchang up after timeout v

Pick/hang up time seconds

4. Select No for Peer to Peer and enter the following values for the fields given
below:

— SIP Server (PBX) — IP Address of the server running FreeSwitch

— SIP ID (username) — The extension number for the device in the telephony
server using the Telephony Configuration Tool

— SIP Password (secret) — used for SIP registration assigned to the
extension in the SIP ID (username) field
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIF Phone BASIC SETTINGS
: SIP PROTOCOL SETTINGS
o
Peer to Peer ® No U Yes
SIP Server (PBX) L |
SIP ID {username) [10010 |
SIP Password (secret) ‘ ------ |
OUTBOUND CALL SETTINGS
Call on Device Inputs
Input 0 Call ID \
INBOUND CALLS
Phone pickup mode
Pick/hang up time seconds
5. Leave the other fields with default and click Apply.
6. Select Advanced settings > Inbound Calls
7. Setthe Phone Pickup Mode to autoanswer.
HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIF Phone INBOUND CALLS
Input Buffer Level 300 ms
| Phone Pickup Mode autoanswer A
EE Pick-up/Hang-up Timeout seconds
. _
Stream Timeout D minutes
Copn @ 01
DOOR AND RELAY CONTROL
Door Open Codo —
Open Door Relay for seconds
Enable Relay
Relay Number to Enable
8. Select Advanced Settings > Audio.
a. Select the appropriate volume level.
b. Click Apply.
HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
SIP Phone AUDIO SETTINGS
Encoding [ulaw /8 kHiz (G.711) 7|
e o [ valume [50 v |% |
Microphone Gain |21+ |dB
e Gain
AID Amplifier Gain |0 v dB
m Acoustic Echo Cancellation ® Off ' On
[oply | Cancel |
9. Select the REBOOT tab
10. Click the Reboot the device link
ABV12131888_en_b_ 51 381470
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HOME PROFILES CONFIGURATION STATUS DEFAULTS UPDATE REBOOT
SIP CLIENT
REBOOT

Reboot the device

This forces the device to restart.

ADVANCED OPTIONS
Reboot as :

[SIP Client (sip) v || Reboot

11. SIP client reboots.
12. Select the HOME tab.

13. Check the field Time till next Registration. If the time is in Green color, then
the device is successfully registered with the server.
NOTE: Click Help on the right hand side of the configuration window if the
registration time is displayed in a different color.

T I T O e M nmncicom 100 MAC: 0SS LOECass Tl VBT
SIP CLIENT
THE VOICE OF ERPLIGITY
5IP Fhane: Help =
APPLICATION STATUS
Application Mode SIP Moda Home page
SIP PBX 135.157 32180 Gives an mwenaew of the most important settings of the unit
) STS08] APPLICATION STATUS
Time Il next Regstration Tous & a5 I
e Application Moda

Shows the cument mode of the application, and may take the
Remote Party following values
AUDIO STATUS - Dawice i5 shill bowding

The Boot h ot finished yet
Currant Sat Voluma 50 % St
Left Ouiput Peak Level -39 dBFS - SIP mode
Right Output Peak Level 59 dBFS The device is in SIP mode. The SIP server name, and the SIP |0

are also shown in this case
Left Input Peak Level -¥9 dBFS
Right Input Peak Level 99 dBFS - Peer to peer mods

The dewce is in F2F mode, and configured to call io only one

rermale pesr. Incoming calls will be accepted anly fram this peer
DEWICE & X8 /0 STATUS
VO Contacts 7 ] 5 4 3 2 1 0 Time tl next Registrat

e 1l mex stration
inputs e o Stiaws the temaining time Ll he next regestration atempt, The
Relays current registration status is shown with different colours of the
y NN REREKEKE DO
Denvice not registensd

W status: K& not detected

When the network connection between a Barix Annuncicom 200 device and the
server is interrupted, the device becomes disconnected from the telephony
subsystem. The disconnected device periodically attempts to reconnect, and that
frequency is determined by the time until the next registration configured on the
device. The time until the next registration determines how quickly a Barix
Annuncicom 200 device reconnects to the telephony subsystem once the network
connection has been reestablished.

Device Verification
After successful installation and configuration, the device announces the IP
Address while rebooting and the status LED remains green.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration section.
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CyberData SIP Adapter

Hardware Prerequisites

Before proceeding, ensure that the following items are available:
e CyberData SIP Paging Adapter (P/N 011233)

e PoE 802.3af or 48VDC, 500mA (minimum) DC power supply
e (Category 5 Ethernet cable

Power

Power to the device can either be supplied by the barrel connector or through
Ethernet using a Power over Ethernet (PoE) equipped switch or power injector.

Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the LLA.

2. Connect the other end of the Ethernet cable to the network jack.

Audio Output

An audio receiver is a device that amplifies an external analog audio signal and
distributes that signal to one or more speakers. Examples are an audio/video
receiver, a voice-enabled fire panel system, a radio-based station, and an
intercom/public announcement system.

There are two methods to supply audio from the LLA:

Method 1: Use the LINE-OUT Radio Corporation of America (RCA) socket.

NOTE 1: The tip of the RCA plug is a signal.

NOTE 2: Line Out has a 10kQ output impedance with Voltage Peak-to-Peak (VPP)
of 2V maximum.

Cable requirements are as follows:
1. >=22 awg shielded, stranded cable wire
2. <6ftlength

Method 2: Use pins 3 and 4 on the terminal block for a balanced 600Q output with
a 10V peak-to-peak.

Cable requirements are as follows:

1. >=22 awg shielded, stranded cable wire
2. <6ftlength

3. Twisted wire pair

RTFM Line ine0 Interface Ext. Power

4 5 6 7

NOTE:
Refer to the image in Device Overview section for an illustration regarding how the
various components are connected.

A6V12131888_en_b_51
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Hardware Verification

After completing the mechanical and electrical installations, verify that the status
LED is a solid green color. If not, perform the steps outlined in the following
sections:

IP Address Assignment

The CyberData SIP Adapter device can be configured either for DHCP or static IP.

To determine the IP address or change the IP address of the device, do the
following:

1. Connect a computer to the same switch as the CyberData SIP Adapter device.

2. Use the CyberData Discovery Utility program to locate the device on the
network.
NOTE: The Discovery Utility program can be downloaded from the following
website:
http://www.cyberdata.net/support/voip/discovery utility.html

3. Run the utility and Scan for devices.
NOTE: Ensure that the computer is on the same subnet as the device to be
configured.

%

Froduct Type IP Address MAL Address Senial Mumber  Device Mame

Statuz: Idle | Scan || [etails | LLaunch Browser |

4. Select the device from the utility and click Launch Browser.
NOTE 1: Alternatively, manually enter the IP address into a browser's URL.
NOTE 2: The IP address of the CyberData device can also be derived by
connecting an 8Q speaker directly to pins 3 and 4 on the terminal block and
pressing the Reset Test Function Management (RTFM) button on the device.
The device will announce the IP address.

=]

Product Type IP Address MALC Address Senial Mumber  Device Name

| nkrawn Wal P Praduct 1921681101 00:20F7:.020E:14 00271 CyberData SPA,

Statuz: Idle Scan | Details | | Launch Browser ||

5. When prompted, enter admin for both Username and Password.

6. In CyberData SPA window, click Networking.
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CyberData SPA

‘ Home I Network Configuration

—Stored Metwork Settings
1P Addressing: " Static = DHCP

IP Address: I'ﬂ 10.10.10

Config

Subnet Mask: 255.0.0.0

Default Gateway: |'ﬂ 0.0.1

Multicast Config

DNS Server 1: I'ﬂ 0.0.1

DNS Server 2: I'ﬂ 0.0.1

o pe—

Nightringer

el

—DHCP Timeout
FESICDETECU0N DHCP Timeout in seconds™®: IBD

Audio Config * A value of -1 will retry forever

Event Config

— Current Network Settings

Autoprovisioning IP Address: 192.168.1.101

1At

Update Firmware

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

DNS Server 1: 136.157.32.20
DNS Server 2: 136.157.43.49

* ¥You need to reboot for changes to take effect

Save | Reboot |

7.

8.
9.

In the IP Addressing section, select either Static or DHCP based on the
device usage.

NOTE 1: For a Static IP, enter the appropriate values for IP Address and
Subnet Mask. Configure Default Gateway and DNS Servers as per the IT
infrastructure procedures. It is strongly recommended to specify a Default
Gateway to ensure proper routing of the SIP call.

NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server.

Click Save.
Click Reboot.

Configuring the SIP End Point

This document has been tested with firmware version 7.0.0. If an earlier version is
present, perform the steps mentioned in the Upgrading LLA Firmware section
before configuring the device for SIP.

1.

In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

Click SIP Config.
Enter the following values for the fields given below:

— SIP Server — IP Address of the server running the telephony server.

— Remote SIP Port - Enter 5060.

— Local SIP Port - Enter 5060.

— SIP User ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.

— Authenticate ID - Extension number for the device in the telephony server
using the Telephony Configuration Tool.
Authenticate Password - The password used for the SIP registration

A6V12131888_en_b_51
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assigned to the extension above.
NOTE: For more information on the Telephony Configuration Tool, refer to
the Telephony Configuration section.

CyberData SPA

SIP Configuration

Enable SIP operation: ¥ (Registered with SIP Server)
—SIP Settings
SIP Server: | " n

Backup SIP Server 1:
Backup SIP Server 2:

Use Cisco SRST: [

Remote SIP Port: 5060

Local SIP Port: 5060
—Outbound Proxy:
Qutbound Proxy Port: I
SIP User ID: 10100
Authenticate ID:  [10100
Authenticate Password:  [ssss

Register with a SIP Server:
Re-registration Interval (in seconds): |360

Unregister on Reboot: [

Disable rport Discovery: I

Buffer SIP Calls: [
- Call disconnection

Terminate call after delay (in seconds): |El
Mote: A value of 0 will disable this function

—Misc Settings

RTP Port (even): [10500

* ¥ou need to reboot for changes to take effect

Save | Reboot |

4. Leave the other fields with default and click Save.
NOTE: When the network connection between a CyberData SIP Adapter and
the server is interrupted, the device becomes disconnected from the telephony
subsystem. The disconnected device periodically attempts to reconnect, and
that frequency is determined by the re-registration interval configured on the
device. The re-registration interval determines how quickly a CyberData SIP
Adapter device reconnects to the telephony subsystem once the network
connection has been re-established.

5. Click Device Config.
6. Enable the Bypass DTMF Menus (Go straight to page).
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CyberData SPA

Device Configuration

—Miscellaneous Settings

Device Config

Networking

Beep on Initialization:

Beep on page:

’SIP Config | Enable line-in to line-out loopback:
Enable relay on local audio:
l Multicast Config | DTMF duration {milliseconds):
| Bypass DTMF Menus (Go straight to page):
l Nightringer | Send pre-configured DTMF for Analog Zone:
. Zone:

Fault Detection
Manual DTMF Entry for Analog Zone:
lAudio Config |
l Event Config |
lAutoprovisionfng |

l Update Firmware |

* ¥ou need to reboot for changes to take effect

‘I“‘Iﬂ%‘l‘l?l‘l

Save Test Audio TestRelay Reboot

7. Click Save.
8. Click Reboot.

Upgrading LLA Firmware
The latest firmware can be obtained from the CyberData website.

Disclaimer:

Prior to the commissioning of a system, a compatibility check should be
performed for all devices and services to be integrated. Refer to the Notification
System Description document for compatibility information.

[}

1. In a web browser, enter the IP Address of the CyberData SIP Adapter device in
the address bar.

2. Click Update Firmware.

3. Click Browse.
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CyberData SPA

Home Upgrade Firmware

IDevice Config | —File Upload
INetworking | Firmware Version: v7.0.0

ISIP Config | Please specify a file:

rowse_ I o file selected.

Multicast Config

Update Firmware

ystem will automatically reboot after upgrading firmware

Submit |

4. Select the folder containing the firmware upgrade file.

5. Select the firmware upgrade file and click Open.

j

= —
oh\ )¢ « v 700+lmage-spa - m I Search 700-ulmage-spa

Organize New folder = v (1 @
{ Favorites === Date modified | Type ISize I

B Deskiop | | 0020f701e7Be.config  9/11/2013 10:17AM  CONFIG File
8 Downloads .

£l Recent Places

| release_notes, txt 9/11/2013 10:12AM  Text Document 3KB

4 Libraries
| Documents
' Music

M videos
1S Computer
"‘ﬂ MNetwork

File name: I?M—ulmage-spa j IAII Files {*.") ﬂ
Open ] Cancel |

6. Click Submit to confirm the upgrade.
NOTE: The device may take up to two minutes to upgrade.
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CyberData SPA

[Home ] Upgrade Firmware

[Dev[ce Config ] - File Upload

[Networkfng _] Firmware Version: v7.0.0

[_SIP Config J Please specify a file:
Browse. |?DD-u|maga-spa

l Multicast Config

l Nightringer
l Fault Detection
| Audio Config
| Event Config |
| Autoprovisioning |

System will automatically reboot after upgrading firmware
l Update Firmware |

Submit

b

Device Verification
After successful installation and configuration, the status LED turns blue.

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Telephony Configuration section.

Perle TD2R2 Device

The following subsections describe the steps necessary to wire, mount, and
configure the Perle TD2R2, the Ethernet I/0O Relay device. There are two areas of
configuration. The first is to configure the TD2R2 device to allow remote access to
the relays. The second area of configuration is the TruePort driver which the server
uses to communicate with the TD2R2 device.

Configuring the TD2R2 requires Perle's DeviceManager software. Install
DeviceManager on a computer that is connected to the same subnet network as
the Perle device being configured.

Prerequisites

Before proceeding, ensure that the following items are available:

Perle IOLAN SDS1 TD2R2

9-30VDC (400mA minimum) power supply, if not included with device
Category 5 Ethernet cable

Computer or server to communicate with the device

Device Installation CD or a computer with network access

Hookup wire — when using the 1/0 and relay pins

NOTE 1:

The driver (TruePort) that is used to communicate with the device must be
installed on the same server/machine that runs the application.

NOTE 2:

Make sure to have an RJ45 jack available that is connected to a properly
configured IP network. The network must allow for IP addresses to be assigned

A6V12131888_en_b_51
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statically or through DHCP.
NOTE 3:
To configure the device, a computer located in the same network is required.

Mounting

The Perle TD2R2 has two brackets on the side of the mounting holes. The installer
should fasten the device to a flat surface by placing screws through mounting
holes.

Power

> For the Perle TD2R2, use a power adaptor capable of 9-30VDC output and
400mA.

1. If there is a barrel connector, cut the connector off and plug the leads into the
terminal block marked 9-30VDC on the device.

2. Before supplying power, check the polarity of the adaptor leads. The grounded
lead should connect to the pin marked "-".

it

The hot lead should be connected to the pin marked "+".

= On each power-up or reboot, the device takes at least 90 seconds before
becoming operational. When the device is completely booted up, the Power/
Ready LED should be a solid green color.
NOTE:
Connecting the power supply to the device with incorrect polarity can
permanently damage the device and pose a fire risk.

Ethernet
1. Plug one end of the Ethernet cable to the RJ45 jack on the device.
2. Connect the other end of the Ethernet cable to the network jack.

= After a few seconds, the Link/10/100 should be a solid amber or green color.

NOTE: Amber refers to a 100Mb connection. Green refers to a 10Mb
connection.

NOTE:

The device does not have DHCP turned on as factory default. Configure the
device to use DHCP or assign a static IP with a computer that is attached to
the same subnet.

Relay Output

The relay outputs are generally used to switch higher power speaker arrays or
zone selection circuits on fire panels. In addition, relay outputs differ from digital
outputs in that electrical isolation between the two devices are provided.

Generally, these external circuits require a closed dry contact for activation. The
Perle TD2R2 includes two relays each with separate COM terminals. When
hooking the device relays to external circuits, use the COM and NO (normally
open) terminals. This will provide a closed switch activation to any external circuit.
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CyberData IP Speaker

Hardware Prerequisites

Before proceeding, ensure that following items are available:

e CyberData IP Speaker

e PoE 802.3af or 48VDC, 500mA (minimum) DC power supply
e Category 5 Ethernet cable

Power
Power to the device is supplied by the RJ45 connector.
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Ethernet
1. Plug one end of the Ethernet cable into the RJ45 jack on the IP Speaker.

2. Connect the other end of the Ethernet cable to the network jack.

Hardware Verification

After completing the mechanical and electrical installations, verify the status LED is
a solid green color. If not, perform the steps outlined in the following sections:

e |P Address Assignment
e Configuring a SIP End Point
e Upgrading the IP Speaker Firmware

IP Address Assignment
The CyberData IP Speaker device is configured for Dynamic Host Configuration

Protocol (DHCP). To determine the IP address or change the IP address of the
device, do the following:

1. Connect a computer to the same switch as the CyberData IP Speaker device.

2. Use the CyberData Discovery Utility program to locate the device on the
network.
NOTE: The Discovery Utility program can be downloaded from the following
website:
http://www.cyberdata.net/support/voip/discovery utility.html

3. Run the utility and Scan for devices.
NOTE: Ensure that the computer is on the same subnet as the device that
needs to be configured.
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S

Product Type IP &ddress MAL Address Serial Mumber  Device Mame

Statuz [dle | Scan || [etailz | LLaumeh Brawser, |

4. Select the device from the utility and click Launch Browser.
NOTE 1: Alternatively, manually enter the IP address into a browser's URL.
NOTE 2: The IP address of the CyberData IP Speaker device can be derived
alternatively by pressing the RTFM button on the device. The device will
announce the IP address.

B2 cyberData VoIP ProductDiscovery Utility v X

Product Type IP Addrese MAC Addrezs Senial Mumber  Device Name

Unknown VolP Product 921681.101 002 020E:14 27 CyberD ata SPA,

Statuz: [dle Scan | Details | Launch Broweser |

5. Enter admin for both Username and Password when prompted.
6. Click Networking.

CyberData Ceiling Speaker

[Huma ] Network Configuration

E)avlt:a Config ] Stored Network Settings
(' = IP Addressing:  © static & DHCP

—— 1P sddress: |1n'n 1010
[BIP Config J Subnet Mask:  [255000

Default Gateway: |10007
(NIghtrInger ] DMS Server 1: 10.0.0.1
DNS Server 2: 10.0.0.1

[Multicast Config ]

— Current Metwork Settings
[_A”d'" i l IP Address: 192.168.1.136
Clock Config Subnet Mask: 255.255,255.0

Default Gateway: 192.168.1.1
|Euent Config I DNS Server 1: 192,168.1.1
: DNS Server 2:

lAutupruvisiDning I

[Updata Flrmwara]

* You need to reboot for changes to take effect
Save | Reboot |
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7. Inthe IP Addressing section, select either Static or DHCP based on the
device usage.
NOTE 1: For Static IP, enter appropriate values for IP Address and Subnet
Mask. Fill Default Gateway and DNS Servers as per your IT infrastructure. It
is strongly recommended to specify a Default Gateway to ensure proper
routing of the SIP call.
NOTE 2: For DHCP, the required settings will automatically be populated by
the DHCP server.

8. Click Save.

9. Click Reboot.

Configuring the SIP Endpoint

This document has been tested with SIP firmware version 6.3.0. If this is an earlier
version, perform the steps mentioned in the Upgrading LLA Firmware section
before configuring the device for SIP.

1.

In a web browser, enter the IP Address of the CyberData IP Speaker device in
the address bar.

Click SIP Config.
Confirm that Enable SIP Operation is enabled.
Enter the following values for the fields given below:

— SIP Server — IP Address of the server running on the telephony server

— Remote SIP Port - Enter 5060.

— Local SIP Port - Enter 5060.

— SIP User ID - Extension number for the device on the telephony server
using the Telephony Configuration Tool.

— Authenticate ID - Extension number for the device on the telephony server
using the Telephony Configuration Tool.

— Authenticate Password - Password used for SIP registration assigned to
the extension above.
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V|

o
5060

5060

0

10019
10019
1234

5. Leave the other fields with the default values and click Save.
NOTE: When the network connection between a CyberData IP Speaker and
the server is interrupted, the device becomes disconnected from the telephony
subsystem. The disconnected device periodically attempts to reconnect, and
that frequency is determined by the re-registration interval configured on the
device. The re-registration interval determines how quickly a CyberData IP
Speaker device reconnects to the telephony subsystem once the network
connection has been reestablished.

6. Click Device Config.
Disable Active Relay with DTMF code.

8. Enable Auto-Answer Incoming Calls.
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]

Use Digital Volume Control: [
Speaker Volume: 4
Volume Boost: [

—Relay Settings
lActivaI:e Relay with DTMF code: (]
DTMF Activation Code: 327
DTMF Activation Duration (in seconds): 2

Activate Relay During Ring: [
Activate Relay During Night Ring: [
Activate Relay While Call Active: [

Miscellaneous Settings

Beep on Initialization: [

* You need to reboot for changes to take effect
[ Save ] [ TestAudio ] [ TestRelay | [ Reboot |

9. Click Save.
10. Click Reboot.

Upgrading the IP Speaker Firmware
The latest firmware can be obtained from the CyberData website.

Disclaimer:

Prior to the commissioning of system, a compatibility check should be performed
for all devices and services to be integrated. Refer to the Notification System
Description document for compatibility information.

1. In a web browser, enter the IP Address of the CyberData IP Speaker device in
the address bar.

2. Click Update Firmware.

3. Click Browse.
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CyberData Ceiling Speaker

4. Select the folder containing the firmware upgrade file.

5. Select the firmware upgrade file and click Open.

@ ik Upond
mvlj «¢ [P Speaker » Firmware » 630-ulmage-ceiling_speaker - | 3 || Search 630-ulmage-ceiling_sp... P|
Organize ~ Mew folder =~ 0O @

3 Favorites “ | Name ° Date modified Type Size
I Desktop __ 630-ulmage-ceiling_speaker 1/18/2012313PM  File 3,488 Kﬂ
T
|l Downloads autoprovision_template.xm| 1/18/2012 242 PM XML Document 8KB
%E] Recent Places || release_notes.tt 1/20/20129:39 AM  Text Document KB
@& OneDrive
4% Dropbox
A Libraries
E Documents
a! Music
Pictures
B videos =5
File name: - | All Files (%) -

6. Click Submit to confirm the upgrade.
NOTE: The device may take up to two minutes to upgrade.
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CyberData Ceiling Speaker

Device Verification

After successful installation and configuration, the device announces the IP
Address while rebooting and the status LED remains green.

To verify successful SIP configuration, log into the device. In the Home window,
Registered with SIP Server message displays.
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CyberData Ceiling Speaker

CyberData Ceiling Speaker

NOTE:
Verify that the device is registered using the Telephony Configuration utility. Refer
to the Configuring Telephony Device for details.

Configuring Single Zone Audio Device

Certificate Creation From System Management Console
To establish a secure communication, certificates must be configured.

The following is the recommended workflow for working with the Certificates in
System Management Console (SMC).

e Create Root Certificate Windows store based (.pem).

Creating a Root Certificate (.pem)
1. In the Console tree, select the Certificate node.
= The Certificates tab displays.
2. Click Create Certificate P and then select Create Root Certificate (.pem)

&

= The Root Certificate Information expander displays.

ABV12131888_en_b_51

399 | 470



MNS Supported Physical Device Configurations

Single Zone Audio Device

¥ Root Certificate Information

Certificate file name: RootPEMCertificate Key file password: .
Key file name: RootPEMCertificateley Confirm password: .
Path: Ci\Certificates Browse...

Expiration: 10/27/2025 n 3650 : Days

Subject name: GMS Root Certificate City / district: Pune
Department: SBT State / province: taharashtra
Organization: Siemens Country code: ™

Fig. 46:

3. Inthe Root Certificate Information expander, provide the details as follows:

s

a. Enter the Certificate file name.

b. Enter the Key file name.

c. Enter the Key file password and confirm it.

d. Browse for the location to store the root certificate and the root key file on
the disk. By default, the path of the last created root certificate is selected.
e. Set the Expiration (validity period) duration in days. By default, the
certificate expires after 3650 days.

f. Enter the following information about the Subject:

—Subject name

— (Optional) Department

— (Optional) Organization

— (Optional) City / district

— (Optional) State / province

— (Optional) Country code (maximum two characters)

Click Save [ .

If confirmed, the data entered during the root certificate creation is validated,
and on successful root certificate creation,

- the new root certificate (.pem file) and the root key file are created at the
specified location on the disk.

Tips for Working with (.pem) Root Certificates

The Certificate file name and the Key file name
— Must not contain blanks or special characters (/\,?,<, >,*,|,").
— The Certificate file name and the Key file name cannot be the same.

When the user creates a root certificate for the first time, all the fields are blank.
For all subsequent root certificate creation (.pfx or .pem based), some fields,
such as Path, Organization, and so on, are pre-populated with the information
from the last-created root certificate.

Device Configuration

>

>

The DeviceManager is installed on a computer located in the same network as
the device to configure.

Ensure that the following certificates are created using the System
Management Console (SMC) or obtained from the site's IT department in
Privacy Enhanced Mail (PEM) format:

a) Root Certificate (.pem)

b) Root Certificate Key

Refer to the Certificate Creation From System Management Console section
for more information on creating certificates using SMC.
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> Combine the Root Certificate Key file and Root Certificate into one file (using
cat command in command prompt, for example, cat RootCertificateKey.pem
RootCertificate.pem>RootCombineCert.pem.

D> If preconfigured .dme file is available, then refer Import DME File section.

1. Start DeviceManager.

Establish Connection to.. E E3

MAC Address | IP Address | TModel | Server Mame | Firmware | Discovered | K |

- 00-80-D4-06-20-FA4 192,165.1.123 IOLAM SDS1 D2R2 MyL_Relay... 4.4 Auko o |
00-50-D4-06-31-76 192,165.1.122 IOLAM SDS1 D2R2 wls_perle 4.4 Auko

- 00-80-D4-06-31-77 192.168.1. 128 IOLAM SDS1 D2R2 mns_panic_... 4.4 Auta
-50-04-06-31-75 Mok Configured IOLAMN SDS1 DZR2 IOLAN-DGS. .. Auta
-00-80-D4-06-AE-1D 136,157.32. 164 IOLAM D51 IOLAN-0GA,,, 4.4 Auto

00-30-04-06-BB-F& 192,168.1.111 IOLAM 3051 AdaptivelEDL 4.4 Auto
00-80-04-06-C3-EE 192,168.1.110 IOLAM SDE1 PraLitelEDE 4.4 Auto
00-80-D-06-C4-02 192, 168.1,109 IOLAM SDE1 PraLitelEC1 4.4 Auto
b O0-B0-D4-06-C4-09 192,168.1.112 IOLAM SDE1 AdaptivelEDZ . 4.4 Auto

Add. sssigntp | P | Fiefresh |

= All similar devices under that network are visible.

2. Select the device to configure and click Assign IP.

NOTE 1: If unable to see the device in the window, verify that the device has
power and is connected to the network. Check the LEDs on the device; the
power LED should be a solid green color and the link LED should be a solid
amber / green color.

NOTE 2: If issues persist, unplug the Ethernet cable and power. Wait for five
seconds and then plug in the Ethernet cable followed by the power supply.
Wait at least 90 seconds while the device reboots.

NOTE 3: If there are still remaining issues, manually reset the device by
holding down the small Reset button located on the device for 10 seconds or
until the Power LED is a solid amber color and then release. Wait for 90
seconds for device to reboot and initialize. If resetting still does not work,
replace the unit or check the network.

3. Manually enter an IP address or select the Have the IOLAN automatically get
a temporary IP Address check box below to have the DHCP assign one
automatically. Then click Assign IP.
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—Azzign [P

Assign IP

The [OLAN's current [P Address:

INu:ut Configured

Enter the IP Addiess of the [OLAN:

r Have the [OLAM automatically get a
temparary [P Address.

Bgzign |P I

Cancel

Fig. 47:

Establish Connection to...

= The Establish Connection to window displays an IP address.

MAC Address

| IP Address | Madel

| Server Mame | Firmware | Discovered |

K B

ok |

- 00-80-D4-06-20-F4
- O0-80-D4-06-31-76
- 00-80-D4-06-31-77

- 00-80-04-06-AE- 1D
- 00-80-D4-06-BE-F&
- (0800406 C3-EE
- 00-80-D4-D6-C4-02
- 00-80-D4-D6-C4-09

192.168.1.123
192.168.1.122
192.168.1.128

136.157.32.164 IOLAM D51

192.168.1.111 IOLAM SDS1
192.168,1.110 IOLAM 3051
192.168.1.109 IOLAM 5051
192.168.1.112 IOLAM SDS1

Ping...

IOLAM SDS1 D2ZRZ. MEL_Relay... 4.4
IOLAM SDS1 D2RZ xls_perle 4.4
IOLAM SDS1 D2R2 mns_panic

4.4

IOLAN-064A... 4.4
adaptivelEDL 4.4
ProlLiteLEDZ 4.4
ProlLiteLEC1 4.4
adaptivelED2 4.4

Auko
Auko
Auto

Auko
Auto
Auko
Auko
Auto

Refresh I |

Cancel |

Add. fissign [P
Fig. 48:
4.

is: superuser.
Login

Select the device again, and click OK to log into the device for configuring.

In the Login window, enter the device password. The factory default password

el

¥

Authentication required. Please enter
the pazeword for the admin uger,

Paszword:

o |

Cancel

Network Set Up

> Log in to the device using the DeviceManager.
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1. In the DeviceManager window, click on the Network folder and then on IP
Settings.
NOTE: In this area, it is possible to configure additional parameters for the
network settings, such as configuring a static IP address or a DHCP.

“=DeviceManager - [xls_perle (192.168.1.122) - Connected]
< File Edit Tools View ‘Window Help

O & % |ds 5| W2 2
1) System Info
=148 Configuration

E@ Metwiork

i-[2] IP Settings

L[ Advanced ~ Sypstem Settings

D"% Zerial S ystem Mame: IPE”E_HE'E'H Diomair: In'm.net
----- sers

[H-{ZF Security

|»

IP+4 Settings | |PvE Settings | Advanced

B-E5 [0 Interfaces i IP++4 Configurations
""" [2 Clstering ~ Ethermet Interface Settings
B System

g Cantral

e M 1O Status(Contral
Byl Statistics

H-yf, Metwork

% Dbtain IP address autamatically using DHCP/BEOOTP

" Use the follawing IP address:

Serial Ports

Lser IF Address: o.o0.0.0

HTTP Tunnel Subnet Mask: 0.0.0. 0
|, System

Obtain Automatically

[efault Fateway: I . . . v

DS Senver: I : : : v
WIS Sepver: I : : ) v

-
4| 3

Download All Changes |

1]
For Help, press F1 ’_ LM l é|
Fig. 49: IPv4 Settings Tab

2. In the System Name field, provide a name that helps distinguish the device
from other similar devices.

NOTE 1: The System Name is used by the device to create a fully qualified
domain name.

NOTE 2: By default, the device is always IOLAN followed by the last three
bytes of the device MAC address.
3. Select the Domain field.

4. Enter the domain name used on the client’'s network. For example,
AmericaUniversity.net.
NOTE: The device is capable of receiving the domain automatically from
DHCP. However, DHCP would have to be configured to set the domain as a
parameter.

5. Select the Network>IP Settings.
Select the Advanced tab.
7. Select the Register Address in DNS check box.

o
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8. Select Advanced from the left-hand side menu.
9. Select the Host Table tab.
10. Click Add.

== DeviceManager - [xls_perle {192.168.1.122) - Connected]
%@ File Edit Tools View Window Help

Oy de ey |27

sl
[y Srstem Info Host Table | Route List | DNS/WING | RIP | Dynamic DNS | IPY Tunnels |
- Canfiguration

-5 Network

- [2] 1P Settings

(. B Advanced Host Mame | Host Addiess |
{7 Serial sk TP 13216811
..... D Users

B-{Eg Security
B IO Interfaces
----- [& Clustering
BH-{E5 Svstem
Ely'-u Control

L f" I/ StatusfControl
Byl Statistics

-y, Metwork

; . Serial Ports

, User

. HTTP Tunnel
- yf, Swstem

Add... Edit... Delete

 IP Filtering
& Allow all traffic

= Allow traffic only to/from hosts defined with 1P addiesses

Dawnrlaad Al Changes Ay Downlnad is Required

1]
Faor Help, press F1 LI

11. Enter a descriptive name for the NTP server, for example, mnsNTP.

12. Enter the IP address or the fully qualified domain name of an available NTP
server.
NOTE: An available NTP server is required to enable SSL on the device.

13. Click OK.

Time and Security Settings

1. Select Configuration > System > Management > Time.
2. Select the Network Time tab.

3. Set the following parameters:

— Mode: Unicast.

— Version: 3.

— Leave the Enable Authentication check box unselected.

— Primary Host: Select the NTP server name created earlier.

— Secondary Host: Select an alternative NTP server name, otherwise set
the name as the primary host.
NOTE: Network time works best when the version matches that of the NTP

404 | 470 A6V12131888_en_b_51



MNS Supported Physical Device Configurations
Single Zone Audio Device

server. Windows time servers generally default to Version 2. External NTP
servers generally work with Version 3. Verify with the client's network
administrator if there are any questions.

> DeviceManager - [#ls_perle (192.168.1.122) - Connected] |

<@ File Edit Tools Wiew ‘Window Help 18] x|

Swstem Info
+ Configuration

O s |dn s |2 2

{23 1O Interfaces

EI@ Systemn
-7 Alerts
EI@ Management
i [2] SMMP

[El Time

[l Advanced

El-g# Contral

A 10 Status{Contral
Skakistics

I, Mebwork

Setial Ports

Lser

HTTP Tunmel

[El Custom AppjPlugin

Network Time | Time Zone/Summer Time (D aplight S aving Time) I

—MTR/SHTE Settings

Mode:
Yersion: I i l

" Enable Authentication:

Prirnary Host: ImnsNTF’ j KeyD: ID

Secondary Host: INone j Key |D: ID

4. Select the Time Zone/Summer Time (Daylight Saving Time) tab.

Configure the parameters as per the details mentioned in Time Zone/Summer
Time (Daylight Saving Time) Parameters.

= DeviceManager - [xls_perle (192.168.1.122) - Connected]

“g File Edt Tools “iew ‘Window Help

D Ed s 27

L) System Info Netwiock Tine  Time Zone/S umme Time (Daylight Saving Time) |
[z Configuration
[+ (i3 Network
(g Serial Time Zons
& Users _
+ {0 Security Time Zone Name: Time Zone Offsst:  [-05:00  UTC/GMT
=53 I/ Interfaces
12 Clustering Summer Tirne (Daylioht S aving Time)
=25 System
-5 Merts Sumrer Tirne Mare: EST Summes Time Dffzet B0 mirutes
=125 Managernent
[3] sump Mode
!-] Time " Mone
|| Custom app/Flugin
[ Advanced " Feeed
[=- 42 Control ot Day Time
## 1/0 Stakus/Control Statlate [api =/ Jid | [
=gl Statistics . :
-, Metwork EndDa |October =7 ~| [ozoo
[y, Serial Ports
il User ' Recuring
i, HTTP Tunnel Manth Week Day Time
Buf, System StartDate:  [Mach =’z x| 7 [Sunday x| Jozoo
T e U G L T

Dewnload Al Changes

l

/. Download is Required

For Help, press F1

6. Select Configuration > Security > SSL/TLS.
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= DeviceManager - SAZbarix (172.17.10.78) - Connected - =l -
File Edit Tools View Window Help
0O O dr | W27
< SAZbarix (172.17.10.78) - Connected [=]e]E
— --jj ?:;:EJ:;D” SELATLS
*‘D Net.:work [SdE;\F;JIIﬁ.Ei settings that apply to all S5L/TLS connections
- Serial
L[ Users
25 Security SELATLS Version Any hd
--[2] Authentication
B ssH S5LATLS Type:
-8 SSL/TLS
A s
% :I;I:Ili;unne\ [[Walidate Peer Cestificate
1/0 Interfaces
[E Clustering GSL Certificate
{&@ System
= 2 Control Passphrase:
i g# 1/0 Status/Control
=i Statistics
i, Network
Serial Parts
User
HTTP Tunnel
i, System
7. Set SSL/TLS Version field to Any.
8. Set SSL/TLS Type field to Server.
9. Select the SSL Certificate section.
10. Enter the password of the SSL certificate in the Passphrase field.
11. Select Tools > Advanced > Keys and Certificates.
== DeviceManager - [xls_petle (192.168.1.122) - Connected] [_ (O] x|
< File Edit | Tools Wiew ‘Window Help 121 x|

| E i | Upload Configuration Fram IOLAN
m Import C-:nﬂgur_’atmn_Fru:-m a File

. ] Dovwnload Configuration to TOLAR

A Configu

Download Configuration to Multiple IOLAMNS

that apply to all S5L/TLS connections

Advanced

Resek 4

Opkions. ..

SSLATLS Type:

Download Firmware ko TOLAM
Set IOLAM Date/Time

Ficates

Custom Files, ..
Set Factory Default Configuration bo IOLAM

12
13.
(.pem).

14. Click OK.

In the Key/Certificate drop-down list, select Download SSL/TLS Private Key.

Click the browse button and upload the private key for your Root certificate
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Keys and Certificates

Kep / Cettificate: TSI

File: Name: |

Key Type: GED =l
Wser Wame; | =]
Huost Wame: | =]
[Pses Tunnel Name: | =]

o |

Cancel |

15. Select Tools > Advanced > Keys and Certificates.

16. In the Key/Certificate drop-down list, select Download SSL/TLS Certificate.

17. Click the browse button and upload the combined Root certificate
(RootCombineCert.pem file). Refer to the Device Configuration section for
more information on combining the Root certificate.

18. Click OK.

19. Select Tools > Advanced > Keys and Certificates.
20. In the Key/Certificate drop-down list, select Download SSL/TLS CA.

21. Click the browse button and upload the upload the Root certificate

(RootCertificate.pem file).
22. Click OK.

Time Zone/Summer Time (Daylight Saving Time) Parameters

Field

Description

Time Zone Name

The name of the time zone to be displayed during
standard time.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Time Zone Offset

The offset from Coordinated Universal Time
(UTC) for the local time zone.

Field Format: Hours hh (valid -12 to +24) and
minutes mm (valid 0 to 59 minutes)

Summer Time Name

The name of the configured summer time zone
will be displayed during the summer time setting.
If this parameter is not set, then the summertime
feature will not work.

Field Format: Maximum four characters and
minimum three characters (do not use angle
brackets <>)

Summer Time Offset

The offset from standard time in minutes. Valid
values are 0 to 180.

Range: 0-180
Default: 60

A6V12131888_en_b_51
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Summer Time Mode

Use this mode to configure when the summer
time will take effect.

None — No summer time change

Fixed — The summer time change goes into effect
at the specified time every year. For example,
April 15 at 1:00 P.M.

Recurring — The summer time change goes into
effect every year at the same relative time. For
example, on the third week in April on a Tuesday
at 1:00 P.M.

Default — None

Fixed Start Date

The exact date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours.

Fixed End Date

The exact date and time in which the IOLAN’s
clock will end summer time hours and change to
standard time.

Recurring Start Date

The relative date and time in which the IOLAN’s
clock will change to summer time (daylight saving
time) hours. Sunday is considered the first day of
the week.

Recurring End Date

The relative date and time in which the IOLAN’s
clock will end summer time hours and change the
standard time. Sunday is considered the first day
of the week.

I/0 Access Settings

> Log in to the device using the DeviceManager.
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1. In the DeviceManager window, click I/O Interfaces on the left-hand side
menu, and then click Settings.

== DeviceManager - [xls_perle (192.168.1.122) - Connected]
%G Fle Edit Tools Wiew Window Help =]l

NERIEELEE
i) System Info
|-+, Configuration

r 1/0 Interfaces Configuration

H@ Metwork
[2] 1P Settings Settings | General settings applying to all channels: failsafe, access methods, ste.
Lo [g Advanced |
G- Serial Channels | Individual /0 channel settings.
----- 8 Users

EH-{Fg Security
B3 10 Inkerfaces
i[5 Settings

2 Channels Summany
----- [& Chustering
H-{Fg System 1/0 Model: 5051 D2R2
Elf Control

[ f 1t Skatus/Control
E||.| Skatistics Channel: Enabled: 4

il Metwark LIDP Broadcast: Dizabled
. Serial Ports
, User

, HTTP Tunnel
‘g, Swstem

Failzafe Timer: Dizabled

Download &l Changes A Download iz Required

<]
For Help, press F1 |NUM

Fig. 50: I/O Interfaces Configuration

2. On the I/O Access tab, select the Enable 1/O Access via TruePort check box.

NOTE 1: By default, the device monitors I/O commands on TCP port 33816. If
there is a need to change the I/O TCP port, it can be changed as long as the
change does not conflict with other services or TruePort ports.

NOTE 2: Always check to make sure the port selected is not already in use by
another application / service on the server. To check, open a Command
Prompt, type netstat, and press Enter. A list of all current TCP connections
and ports will be listed.
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“*DeviceManager - [xls_perle {(192.168.1.122) - Connected] =] E3
< File Edit Tools View ‘Window Help 18] x|

D& d|dedy 82?2

1) System Info 1/0 Acoess i :
248 Canfiguration | Failzafe T|mer| UDF I

EI@ Metwark,
i Q IP Settings Chooze the method in which the |0 interfaces are acceszed via network by an external application.
e a Advanced
{35 Serial [” Enable 110 Access via Modbus protacol
----- Q Users
-5 Security wUim:  |255 Advanced Slave Settings...
H@ e Intelrfaces — Aivailable Mebwork Sccess
o D Settings
b [ channels [~ &llovs Modbus TCR Application (PN
""" Q Clustering [~ Allow Modbus BTUASC via TruePort
- Svstem
=R ;;ntrol - ddvanced Modbus
[ - 1/ Stakus) Contral ) ;
il Statistics |dle Timesout: I'l 0 seconds
Metwork [~ Enable Modbus Exceptions
Serial Ports

Liser
HTTP Turinel
<yl System Iv¥ Enable 551 Encryption

Listen TCP Port: |3331 £

Available Metwaork Access

¥

¥ Enable 140 &ccess via TruePort

Allow 1/0 Access via AP through TruePort

Download All Changes /1 Download is Required

<]
Fat Help, press F1 l_ M l_

Fig. 51: 1/O Access Tab

Rt

Select the Enable SSL Encryption check box.

= Configuration is now complete. Click Download All Changes to make the
changes to the device or continue with other settings.C

@ Click Reboot IOLAN.
NOTE: Any time you reboot the device, or power is reconnected, you must wait
90 seconds for the device to reboot and initialize. When the device is ready, the
Power LED will be solid green and the Link LED will be solid amber/green.

TruePort Driver Configuration

The TruePort driver is the second part of the process to link the device to the
server. The TruePort driver is designed to manage all similar devices
communicating with the server. Since TruePort creates a virtual COM port, each
device should have a COM port for each service.

NOTE: Serial communication and I/O access are each considered a separate
service and therefore require separate COM ports.

> Ensure that the TruePort is installed on the server.
1. Start the TruePort Management Tool.

2. In the Management Tool window, click Add.
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#=dl TruePort Management Tool

O perie

Thiz taol permitz pou to add, remove and canfigure TruePort adapters.

Ingtalled TruePort adapters:

Cloze

Add... Bemonve Properties |

3. Enter a name for the TruePort Adapter.

NOTE: This adapter will serve a particular device and will map to a specific
COM port. Try to make the name descriptive so that the name can be easily
tracked back to a particular device.

4. Enter the IP address or the hostname of the device, and click Next.

x|

Add TruePort Adapter Wizard

Configure TruePort Adapter
Configure the adapter's name and aszociate it with a device server on the
hietwork,

— TruePort Adapter Properties

Adapter Mame: IF'erIeH elay

— Device Server Metwark, Location

i* |P Address |1E|2_1EE=.1.1EIEI

" Hostname: I

Mest » I Cancel |

A6V12131888_en_b_51
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5. Leave the number of ports set to 1 (if using I/O access, set ports to 2, or add
another later). Select the COM port to assign to that particular device. By
convention, start at COM100 and increase the number for each device and
service configured. This will help to avoid any conflicts with existing COM ports
or other devices. TruePort allows creation of up to 4096 COM ports.

6. Click Next.

Add TruePort Adapter Wizard

Add Serial Ports
Azzociate COM portg with pour new TruePort adapter

t'ou may add up to 49 zenial ports o pour
new TruePort adapter: The following portz will be added:

—Select COM Port Bange COMI0

Mumber af Parts: I1 _,;'

Starting COM Port;  |COMIO0 =

M et > I Cancel

= The TruePort Adapter will be visible in the TruePort Management Tool.

1/0 Access Settings

To configure the I/O access settings, do the following steps:
1. Start the TruePort Management Tool.
2. Select the Perle device to configure.

3. Click Properties.
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&l TruePort Management Tool

Thiz tool permitz pou ba add, remosve and configure TruePaort adapters.

Installed TruePort adapters:

PerleRelay (192.168.1.100]

Bemove | Broperties |
Clogze |

4. Select the Configuration tab.
5. Click Settings.
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PerleRelay {192.1658.1.100) Properties Ed

General  Configuration | Ciriver I Detailsl

M PerleRelay [192.165.1.100)

Thiz TruePort adapter iz aszociated with the following
device server.

— Dewvice Server Information

Humber of Parts: 1
IP Address: 192.168.1.100

active Connectionz:. Hone

T o configure this Device Server at thiz time use the Perle
Devicetd anager or one of the following configuration methods.

Wwieb Caonfig Telnet Config

Settings |

] | Cancel

6. If there were two COM ports originally created for this device, select one to use
for /0O access. If the COM port selected is being used, the other COM port
should be reserved for serial communication. If a second COM port was not
created, click the Add Ports button at the bottom of the window.

7. Select the Connection tab.
8. Select Access Device Server I/0 channels.

9. Select the Connect to TCP Port that was configured on the device for I/O
access.

— Inthe I/O Application Type drop-down Isit, select I/O Access.
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PerleRelay (192.168.1.100) Settings

Murnber of portz: 1

S0 PerleRelay (192.168.1.100)
- com{sn: 3aete]

@ Add Ports | x Bemaove Ports I ' Copy Settings T-:-...l Restore Defaults

Cornection I.f-‘«dvancedl S5LATLS I Packet Fnrwardingl

~ Connection Settings [COM10)

—{ &ccess Device Server Serial Port

Connection fdode; IAutnmatic 'I

% Accept connection fiom device server
Lister on TICP Part: 10000 ==

il

£ |nitiate connection ta device senver

Connect to TEE Fort: (10007 ==

Client- nitiated Connection Settings... |

L

—f* Acpess Device Server [0 channels

Connect bo TGP Port;  [33816 <=

120 Applization Type: Il.v'D Aocess "I
Client-Initiated Connection Settings... |

.

- Connection Profilz

Current Frofile:  Minimize Latency

Change Profile. . |

Ok I Cancel | Lpply |

10. Click the Settings button next to Client-Initiated Connection.

= The Client-Initiated Connection Settings window displays:

A6V12131888_en_b_51
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Client-Initiated Connection Settings
Connection Management Opbons

[l Connect at system startup

Connecton Options

Delay close of TCF connection for

[[]Close TCP connection when COM portis closed

Connecton Retnes
() Retry forever
(@ Mumber of reties: || =
Time between connection retries: |30 = seconds
, Restore dropped conneclions
Restore Defaults Ok Cancel

11. In the Connection Options section, do the settings only for the following

parameters:

— Number of retries: 2.

— Time between connection retries: 30.
— Select the Restore dropped connections check box.

12. In the Connection Management Options section, ensure that you do not
select Connect at system startup and the Close TCP connection when

COM port is closed.
13. Select the Advanced tab.
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Audiozone_100 (|

Murnber of parts: 1

) Settings Y

Connection  Adwanced  S50L/TLS  Packet Forwarding

=] Audiozone 1007 L
(ér" COM100(140: 45000) Advanced Settings (COM100)
Application Dptions
Simulate COM part transmit delays
&dditional Transmit Delay:; |0 = ms
Additional Receive Delay: |0 = ms
On COM port open:
() Always return successiul
(®) Feturn when connection is fully establizhed
= seconds
b aximum Wit Time; |30 = ®
O ms
[J Erumerate attached devices [i.e. modems)
Drain output before setting config
[J5end keep alive packets
a0 =
[JEnable TCP Nagle algorithm
[JUse legacy UDP protacel (Full Mode only)
< >
e Add Ports ¥ BemovePols Restore Defaults

Cancel Apply

14. Set Maximum Wait Time to 30 seconds.
15. Select the SSL/TLS tab.
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Perle_Serial {192.168.1.1) Settings Ed
Mumber of ports: 1 . Cunnectinnl Advanced  SSL/TLS I Packet Farwardingl
?_JII F_'_n_arle_SeriaI [192.168.1.1] _
# COM10 [Cannect 10001] —SSLATLS Settings [COM10]

W Enable S5LATLS Encryption
SSLATLS Wersion:  |Any -

SSLATLS Tupe: II:Iient "'I

- Authentication

[ “erify Peer Certificate
Certificate Authornty Flename:

I Browse |

Walidation Criteria...

— 550 Certificate
¥ Supply Certificate
Certificate Filename:

II::'\U$er$k&dministratnr'\Desktop\SSLE Browse |

Certificate Pazzphraze; | *essssssss ol

E%l Add Parts | x Bemove Ports | ' Copy Seftings Tu...l Restore Defaults

(] I Cancel | Apply |

Fig. 52:

16. Select the Enable SSL/TLS Encryption check box.
17. Set the SSL/TLS Version field to Any.

18. Set the SSL/TLS Type field to Client.

19. Select the Supply Certificate check box.

20. Click the browse button and select the combined Root certificate. Refer to the
Device Configuration section for more information on combining a Root
certificate.

21. Enter the password in the Certificate Passphrase field.
22. Click Apply and then OK.
23. Restart the Perle TruePort Service from the SMC.

System Management Console

SIEMENS
[Copste |
W Projects

MNS930 System
W Websites
Test

» Settings

Testl
¥ History Databases
¥ (0cal)\GMS_HDB_EXPRESS
HDB

Service | Current User | status || ¥ Senvice Account
Certificate

Automation License Manager Serice  WUMITITITTRM  Running 2| senice account: [t B | _
FreeSWITCH RNETEOTE  Running E
GMS_WCCLpman_MNSZ30 WNETIOTSY Stopped

Perle TruePort Service gt Running

Siemens BT Licensing Server WAETEEOTEE  Rumning

Siemens GMS Closed Mode Service R e Running

[ _J[ == ]

Ready

= The TruePort driver is ready for I/O access.
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Device Verification
/0 and Relays

A procedure for testing relays and I/O from the server without is yet to be
determined.

Single Zone Audio Device Troubleshooting

Problem: Once the device is created in the Device Editor section, the
corresponding device gets in Connected state based on the Check Status Rate
configured in the Configuration Properties of the driver. However, at times the
device does not get connected after the Check Status Rate duration.

Solution: Perform the following steps in sequence until the device gets connected
after a particular step. After each step, wait for the Check Status Rate duration
and monitor the device connection status.

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

Reboot the Server.

Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

Problem: Messages not getting delivered to the Audio device.

Solution: Ensure that the corresponding I/O channels are selected. To select the I/
O channels, select I/O Interfaces > Channels in the Device Manager of the Perle
Device.

- 1) System Info
l_f_|---'_u;- Configuration
{23 Mebwork
Serial Digital Input
Users v Dz Digital Input
--@ Security |7 =% Relay

By I}0 Interfaces
: @- Settings MR Relay

e[ Cluskering
@ Syskem
- g# Cantral
i ‘{“ 1/ Sbatus)Control
Sy, Statistics
-y, Metwork
; . Serial Ports
ser
, HTTF Turnel
| Ststem

140 Channels

Enable Chahnel

Edit.. |

Diawnload All Changes |

1.31 External SMS Gateway Provider
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External SMS Gateway Provider

This section contains general reference information about Notification and how the
External SMS Gateway provider device is integrated. For procedures and
workflows, see the step-by-step section.

provides the capability to send messages to recipients through the Short Message
Service (SMS) by way of an External SMS Gateway Provider using the Short
Message Peer-to-Peer (SMPP) protocol. The following figure gives a conceptual
overview of SMS messaging set up with External SMS Gateway Provider.

System Server
Notification
Application
SMPP
Sms Protocol
Gateway
Driver
s
yd
[¢

1L

|
V4 Carrier N
IIY . I

Configuration Properties for External SMS Gateway Provider Device

¥ Configuration Properties

Name: | Value |
@7 Cevice Mode Dperational
@7 SMPP Server Host Mame smpplmblox.com
@7 SMPP Server Port [ 1: 65535 3205
@7 System ID Siemensindustny
@7PESSWCII'CI (TTITITY
@— System Type Siemens
@—Sender Telephone Mumber 915266801993
(8){—Service Type 21716
@7Suppﬂrted Message Encoding UCS2 (Unicode)
—Suppﬂ rted International Murmber Format 491234567850
@7Suppﬂrt5 Mational Mumber Format
@—Ertended Parameters

o Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in disconnected state.

Operational: In this mode, the driver processes the messaging command, the
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device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

SMPP Server Host Name: Enter the External SMS Gateway Provider Server
IP address or Host Name.

SMPP Server Port: Enter the External SMS Gateway Provider Server Port
number.

System ID: Enter the user name (System ID) to enable to connect to External
SMS Gateway Provider.

Password: Enter the password for the corresponding user name (System ID).
The Password parameter specifies the password to enable to connect to the
External SMS Gateway Provider.

NOTE: The Password is stored in encrypted format for security reasons.

System Type: Enter a string that is used during login. It should be set only if
required by the SMPP server. The SMPP system administrator will provide this
value, when required. This value is usually a short text string.

Sender Telephone Number: Enter the default sender telephone number to
apply to outbound SMS messages.

Service Type: Allows to set the SMPP parameter service type. The SMPP
parameter is required by some service providers. This information is provided
by the External SMS Gateway Provider.

Supported Message Encoding: Select the message encoding that is
supported by the External SMS Gateway Provider from the drop-down list.

Supported International Number Format: Select the telephone number
format for international dialing that is supported by the External SMS Gateway
Provider.

NOTE 1: If the External SMS Gateway Provider does not support any
international formats, select Not supported.

NOTE 2: If the External SMS Gateway Provider supports multiple formats,
select any of them.

Supports National Number Format: Select the check box if the External SMS
Gateway Provider supports telephone numbers in national format (numbers
without any country code).

Extended Parameters: Allows passing additional parameters to the function
call. This information is provided by the External SMS Gateway Provider.

If the format of telephone numbers configured for Recipient Users is not directly
supported by an External SMS Gateway Provider, the driver performs one of the
following conversions to a supported format:

A national number is converted to an international number by optionally
removing a leading zero and then adding the country code plus a supported
prefix (none, +, or the international prefix for dialing).

An international number is converted to a different format by changing the
supported prefix (none, +, or the international prefix for dialing).

The driver ignores all special characters in Recipient User telephone numbers,
such as (, ), -, /, and so on, except for a leading + sign that indicates an
international number format

If a message contains more than 160 characters (under GSM-03.38 or ISO-88591
encodings) or 70 characters (under UCS2-UNICODE encoding), then the message
gets split into smaller messages (each of length 153 characters under GSM-03.38
or ISO-88591 encodings and each of length 67 characters under UCS2-UNICODE
encoding) by MNS and it gets concatenated at the receiving device (based on SMS
concatenation capability of the network and receiving device). If the network or the
receiving device does not support concatenation of the split messages into single
SMS, then the split messages gets received as multiple SMS on the receiving
device.
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In order to receive SMS messages, ensure that the receiving device is not
registered for Do Not Disturb (DND) service.

through GSM modem supports Universal Coded Character Set 2-byte (UCS-2)
character encoding. For example; it is possible to send Cyrillic and Chinese SMS.

In the case of GSM 03.38 encoding, certain special characters ("*", "{", "}", "\", "[",
"~ MM, "€") use 2 characters' space in an SMS. As a result, for each special
character, the maximum length of the message decreases by 1.

If a message contains characters that are not supported by the configured
encoding, then the respective characters are replaced with the ? symbol.

List of Operators

Operator Description

Contains Checks whether recipient user address string contains the assigned
value or not. If yes, the corresponding message is routed through
the device.

Does Not Contain Checks whether recipient user address string contains the assigned
value or not. If not, the corresponding message is routed through
the device.

Starts with Checks whether recipient user address string starts with the

assigned value or not. If yes, the corresponding message is routed
through the device.

Does Not Start With Checks whether recipient user address string starts with the
assigned value or not. If not, the corresponding message is routed
through the device.

Ends With Checks whether recipient user address string ends with the
assigned value or not. If yes, the corresponding message is routed
through the device.

Does Not End With Checks whether recipient user address string ends with the
assigned value or not. If not, the corresponding message is routed
through the device.

Equals Checks whether recipient user address string is equal to the
assigned value or not. If yes, the corresponding message is routed
through the device. This operator performs character by character
match between the recipient user device address and the assigned
value. If recipient user device address is 91-123 and the assigned
value is 91123, the corresponding message is not routed through
the device.

Not equals Checks whether recipient user address string is equal to the
assigned value or not. If not, the corresponding message is routed
through the device. This operator performs character by character
match between the recipient user device address and the assigned
value. If the recipient user device is 91-123 and the assigned value
is 91123, the corresponding message is routed through the device.

Less Than This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Less Than Or Equal To This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal
To (<=) operation.
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Greater Than This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Greater Than Or Equal To This operator is evaluated only with numeric values (whole numbers
or non-negative integers) of the recipient user device address and
the assigned value. You can enter numeric values from 0 to
9,223,372,036,854,775,807 (maximum 64 bits long). If recipient
user device address string contains a character other than digits or
+ or - sign, the corresponding message is not routed through the
device. This operator performs mathematical Less Than or Equal
To (<=) operation.

Examples of Regular Expressions

Regular Expressions Description

Nd+ String starts with one or more digits only.

A[+](91) String should start with +91.

A +2\d$ String ending with digits only.

A[0-9]{10}(52|56|57)% String is 12 digits long (numbers only) and ends with 52, 56, or 57.
79881231231$ Matching exact mobile number.

1.32 SMTP Email Server

SMTP Email Server

This section contains general reference information about SMTP Email Server. For
procedures and workflows, see the step-by-step section.

Though technically SMTP Email Server is not a device, generally uses the term
device for entities participating in notification delivery, including intermediary
services such as an SMTP Email Server.

System Server

Notification Subsystem

SMTPEmail
Driver

provides the capability to send messages to intended recipients as well as receive
reply messages from them. To achieve this, uses an SMTP Server to send emails
through the SMTP protocol to email recipients. The email recipients send reply
emails which are received by through the Incoming Email Server. supports
retrieving reply emails from an Incoming Email Server by one of two protocols:
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e Internet Message Access Protocol (IMAP)

e Post Office Protocol 3 (POP3)

Configuration Properties for SMTP Email Server
¥ _Configuration Properties

Value
SMTP Sarver Host Name
Device Mode Operational
SMITP Secver Port [ 1: 65535 ]
Secunity Type None

Login Id
Password

Email Address Of Sender

ReplyTo Emad Address

e SMTP Server Host Name: Enter the IP address or the server name of the
SMTP Server.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

e SMTP Server Port: Enter the port number to use for the SMTP Server.
Typically, this is 25 for most SMTP Servers. Check with the local IT admin or
the SMTP Server host admin for the exact port number.

e Security Type: Select the options from the drop-down list.

— None: No secure connection is provided.

— S8SL: Secure Sockets Layer (SSL) provides secure connection.

— TLS: Transport Layer Security (TLS) provides secure connection.
Refer to SMTP Email - External SMTP Providers Settings for more information.

e Login Id: Enter the SMTP Server’s user name. Not used if the selected
Security Type is None.

e Password: Enter the SMTP Server’s password for the corresponding user
account. Not used if the selected Security Type is None.
NOTE: The Password is stored in encrypted format for security reasons. An
App password needs to be entered for gmail accounts with two step
verification.

e Email Address of Sender: Enter the email address that will be shown as
Sender ID in the email notifications that are delivered. This email account is
used by to interact with the Recipient users.

NOTE: Enter a valid email address in this field. If an invalid email address is
entered in this field, no email delivery will occur at all.

o Reply to Email Address: Enter the email address that will be used to receive
emails when recipients choose to reply to email notifications.
NOTE: Enter a valid email address in this field. If an invalid email address is
entered in this field, no email delivery will occur at all.
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NOTE 1:

Some networks may have restrictions connecting to external SMTP servers like
those offered by Google. Check with the local IT admin for means of accessing
such external services should the need arise

NOTE 2:

When using an external SMTP server like Google, the first message sent out may
result in failure since Google requires the account holder to authenticate the
usage of the SMTP service. Log into the Gmail account and perform the
verification steps so that the SMTP server is usable by .

Configuration Properties for Incoming Email Server

Value
Incoming Emad Server Host Name
Cevice Mode Openationsl v
Server Port [ 1: 65535 ]
Incomng Mad Server Protoced MAP | V)
Acknowledgement Deletion Behavior Deete only Suroatasqement emsdt v

Security Type 55 v

Logn id

Password

e Incoming Server Host Name: Enter the host name or the IP address of the
Incoming Email Server.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and perform status checks for the
device. The device remains in disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in Disconnected/Connected state based on the connection state.

e Server Port: Enter the port number to use for the Incoming Email Server.
Typically, this is 995 for POP servers and 993 for IMAP servers. Check with the
local IT admin or the Incoming Email Server host admin for the exact port
number.

e Incoming Email Server Protocol: Select the Server Protocol for the incoming
email, for example, POP3 or IMAP.

e Acknowledgement Deletion Behavior: Select the deletion behavior for the
acknowledgements from the drop-down list:
Delete only acknowledgement emails - The driver deletes only messages
that are recognized as MNS acknowledgement messages from the email
account after processing them. Use this option if the configured email account
is also used for other purposes. Choosing this option might require periodic,
manual purging of non-MNS messages in the email account.
NOTE: The ‘Out of Office’ replies are not considered as a valid
acknowledgement and hence will be deleted on selecting this option.
Delete all incoming emails - The driver deletes all messages whether they
are recognized as MNS acknowledgement messages (deletion after
processing) or non-MNS messages. Choosing this option allows the system to
run unattended because non-MNS messages will not collect in the email
account.

e Security Type: Select the options from the drop-down list.
— None: No secure connection is provided.
— S8SL: Secure Sockets Layer (SSL) provides secure connection.
— TLS: Transport Layer Security (TLS) provides secure connection.

Refer to SMTP Email - External SMTP Providers Settings for more information.
NOTE: This option needs to be selected accordingly when the Incoming email
server on the customer site mandates this for connections to the Incoming Email
Server.
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e Login Id: Enter the Incoming Email Server’s login ID. This email account is
used by to interact with Recipient users.

e Password: Enter the Incoming Email Server’s password for the corresponding
user account.
NOTE: The Password is stored in encrypted format for security reasons.

External SMTP Providers Settings

Providers | SMTP Server Host SMTP Security Username Password
Name Server |Type
Port
Gmail smtp.gmail.com 587 TLS A valid Gmail App Password of
address the corresponding
465 SSL

Gmail account.
Available only for
accounts with two
step verification

Yahoo smtp.mail.yahoo.com 587 TLS A valid Yahoo App Password of
email address | the corresponding
465 SSL Yahoo email
account
Hotmail smtp.live.com 25 None A valid Hotmail | Password of the

email address corresponding
Hotmail email
account

GMX mail.gmx.com 25 None A valid GMX Password of the
email address corresponding GMX

465 SSL email account
587 TLS
Vodafone |smtp.vodafone.de 25 or None A valid Password of the
587 Vodafone email | corresponding
address Vodafone email
account
T-Online securesmtp.t-online.de | 587 TLS A valid T-Online | Password of the
email address corresponding T-
Online email
account
smtpmail.t-online.de 465 SSL A valid T-Online | Password of the
email address corresponding T-
25 None Online email
account
External Incoming Email Server Settings
Providers | Server | Server Address Server Port | Security |Login Id Password
Type Type
Gmail IMAP | imap.gmail.com 993 SSL A valid App Password
Gmail login | of the
ID corresponding
Gmail account
POP3 | pop.gmail.com 995 SSL A valid App Password
Gmail login | of the
ID corresponding

Gmail account

Yahoo IMAP | imap.mail.yahoo.com | 993 SSL A valid App Password
Yahoo login | of the
ID corresponding
Yahoo email
account
POP3 | pop.mail.yahoo.com |995 SSL A valid App Password
Yahoo login | of the
ID corresponding
Yahoo email
account
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Hotmail IMAP | imap- 993 SSL A valid Password of the
mail.outlook.com Hotmail corresponding
login ID Hotmail email
account
POP3 | pop- 995 SSL A valid Password of the
mail.outlook.com or Hotmail corresponding
pop3.live.com login ID Hotmail email
account
GMX IMAP | imap.gmx.com 993 SSL A valid Password of the
GMX login | corresponding
ID GMX email
account
POP3 | pop.gmx.com 995 SSL A valid Password of the
GMX login | corresponding
ID GMX email
account
Vodafone |IMAP |imap.vodafone.de 993 SSL A valid Password of the
Vodafone | corresponding
login ID Vodafone email
account
POP3 | pop.vodafone.de 995 SSL A valid Password of the
Vodafone | corresponding
login ID Vodafone email
account
T-Online IMAP | imapmail.t-online.de | 993 SSL A valid T- Password of the
Online login | corresponding
ID T-Online email
account
POP3 | popmail.t-online.de 995 SSL A valid T- Password of the
Online login | corresponding
ID T-Online email
account
IMAP | secureimap.t- 993 SSL Avalid T- Password of the
online.de Online login | corresponding
ID T-Online email
account
POP3 | securepop.t- 995 SSL Avalid T- Password of the
online.de Online login | corresponding
ID T-Online email

account

e In order to use Hotmail POP Server, set the Check Status Rate approximately
equal to 900000 milliseconds (15 minutes) and the Input Messages Polling

Interval to 450 seconds approximately

e In case of Gmail POP Server, during shutdown situations of MNS Service
Host, the email replies received by the SMTP Email Driver will not be logged
in the Database by System.

e For enabling POP or IMAP Servers, refer to the instructions provided on the
specific email provider's site like Gmail, Yahoo, and so on.

e POP or IMAP External Incoming Email is not UL approved

SMTP Email Server
This section provides additional procedures of SMTP Email Server.
For workflows, see the Creating and Configuring SMTP Email Server section.
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Configuring Message Identity

> An SMTP Email Server is added.
NOTE: For more information on adding devices, please refer to the Devices
section.

System Manager is in Engineering mode.

In System Browser, select Management View.

Select Project > Field Networks > SMTP Email Server Field Network.
Select the SMTP Email Server.

= The Device Editor tab displays.

ect Configurato:

Rl AV

¥ Device Settings

H Description: | T B
A
0 Name Value

SMTP Server Host Name:

Device Mode Operational n

SMTP Server Port [ 1:65535]

Security Type None u

Login Id
Password

Email Address Of Sender

ReplyTo Email Address

4. Enter a valid email address in Email Address Of Sender and ReplyTo Email
Address under the Configuration Properties expander.

5. Click Save 1.

= The Message ldentity settings are saved.

1.33 Telephony Device

Telephony Configuration Device

This section provides reference and background information for integrating the
Telephony device.

’s VoIP Switch is installed by the installer.

uses Voice over Internet Protocol (VolP) technology to deliver audio content to
recipient devices and users. The following voice features are available in using
VolP.

e Audio messaging to connected SIP capable devices

Emergency Hotline

Live Announcement

Dial in

Interface with on-site PBX for audio message delivery to landline or mobile
phones
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Notification Server
Notification Application

l/i Notification’s
Integrated PBX

<

Hotline !

Customer PBX '

H Ext 1 Ext2 | —ooo__. ExtN| 1 |PSTN

Legend

-Developed and Delivered by Siemens

:

Third Party Component Part of System
Delivered by Siemens

= =
- I External System at Siemens Customer Site

- Telephony Hardware Components

This is achieved using a VolP PBX called FreeSWITCH (http://freeswitch.org/)
hereafter referred to as 's VolP Switch. This forms the basis for the various
telephony based functionalities available in . The telephony functionalities require
hardware and software components that need to be configured independently but
work in unison to achieve various functionalities. The following image gives a
pictorial overview of the different components involved.

Prerequisites

The following hardware and software components need to be installed and
configured:

e ’s VoIP Switch
e Polycom SoundPoint 331IP Phones

ABV12131888_en_b_51
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e Digital Acoustics IP7-ST, line level audio device

e For PBX integration: Sangoma Vega 200/400 VolP gateway in case a
traditional PBX is being used. If a VoIP switch is being used, details to access
the server, like IP address and port numbers, would be needed.

NOTE: The VolIP gateway supports redundant server deployment.

For installing the Telephony Configuration device, see Telephony Device section.

Overview of PBX Integration

can interface to a external PBX owned by the customer. This integration allows to

call communicate with telephones outside the immediate network on a traditional

telephone exchange system.

The table below summarizes the scenarios for which PBX integration is required.

Feature Hotline (Notification calling phone)
Access from IP Phone directly No No

connected to FreeSwitch on

Server

Landline Yes Yes

Mobile Phone Yes Yes

Extension on Customer’s PBX Yes Yes

For more information on configuration and integration of PBX, see PBX Integration
section.

Achieve PBX Integration

Depending on the type of PBX onsite, additional devices may be needed to
integrate with that PBX.

Traditional PBX: A traditional PBX is a PBX which can only be interfaced to via a
T1, E1, or J1 connection. Additional hardware, such as the a VolP gateway, would
be needed. The VolP gateway supports redundant gateway.

VolP-based PBX: In this case, no additional hardware is needed. can interface
directly via SIP using the existing ethernet network. However, make sure that the
server has network access to the VolP switch.

For more information on configuration and integration of PBX, see PBX Integration.

NOTE:

The Telephony Configuration tool can be used to configure only the
configurations on the side. It is up to the customer to do the necessary
configurations on the PBX so that the system can establish connection with that
PBX.

Telephony Device
This section contains additional procedures of Telephony Configuration device.

Overview of Telephony Device

All of the Notification’s VolP Switch related configuration and set up for is done
through the ’s VolP Switch Configuration tool. From the Windows Start menu,
select Start > All Programs > [company name] > > Tools > MNSTools >
Telephony Configuration Tool.

System set up and configuration involves the following steps:
1. Setting the Network Interface Card (NIC) for ’s VolP Switch.

2. Creating new extensions: Every SIP device needs to have an extension.
Hence, creating the extensions on ’s VolP Switch first is recommended.

Assign extensions to devices during the device configuration.

4. Configure PBX integration.
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5. Start the Telephony Configuration tool.
6. The Telephony Utility window displays:

ES Telephony Utility

IP Address: | 102.163.1.12¢ [~ |

Manage extensions | External PBX integration | Options |

Available extensions and status | | ir |
Status Extension no | Extension type | PBX extension no | External no I |
5000 Hotline
6000 Dial In
oo

|

NOTE: Before starting the Telephony Configuration tool, ensure that the
FreeSwitch service is running.

Set IP Address for Notification’s VolP Switch

> On servers which contain more than 1 Network Interface Card (NIC), the IP
address to be used by ’s VolP Switch needs to be set explicitly. This would be
the IP address of the network to which IP phones and other devices which
need to connect to ’s VolP Switch are connected.
NOTE: Some of the devices, such as the line-level audio devices, need to be
set with the IP address of the ’s VolP Switch server instead of the hostname.
As a result, it is required that a static IP address be used for the server or that
the IP address be reserved.

1. Select the IP address from the IP address drop-down list. In case the server
has multiple network cards, multiple IP addresses are listed.
NOTE: Typically all devices including audio devices and IP phones are
connected to the same network. Select the IP address that belongs to this
network so that devices that need to connect with ’s VolP Switch on the server
are able to do so.

= The appropriate IP address is shown in the image below.

ES Telephony Utility

IP Address: | ISTMEEINESE |~ |
135.157.32.185
Manage extensi 913-1-13'5 regration | Options |
127.0.0.1 -
Available extensionsano status | | i.'j}l
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2. Enter the IP address from the previous step into the IP Address field.
Click Set IP Address.

= The required configuration files are updated. The Server is now a SIP server
and registrar on that IP address.
NOTE: The ’s VolP Switch service needs to be restarted for the changes to be
effective. This can be done immediately by pressing the Restart telephony
server button or can be done once all configuration steps are completed.

d

Creating and Managing Extensions

Extensions are added to the system by using the Add button which is used to bring
up the Add Extension(s) dialog. The dialog can be used to create

1. User Extensions
2. Dial In extensions
3. Hotline extensions

NOTE: 4 digit extension numbers are reserved for system usage and dial in and
hotline functionalities. All user extension numbers need to be 5 digit numbers.

User Extension

User extensions are assigned to end user devices like IP phones or line-level audio
devices which need to connect to Notification’s VolP Switch to make or receive
calls.

1. Click Add on the main user interface to bring up the Add Extension(s) dialog

box.
F5 Add Extension{s) E
[ Add Range
Extension Type: I User Profila j

Extension No: I

Password: I

2. Select User Profile for the Extension Type field.

3. Enter the extension number and the password to be used for that extension.
The extension numbers need to be five digits long.

— When configuring the device (IP Phone or line-level audio device) with this
extension, the same password is required to be entered at the device-side.
Make sure extensions or passwords for specific devices are recorded for
later use.

— Passwords can only contain numbers 0 through 9. Alphabets and special
characters are not allowed.

4. Click Add.

To create a multiple extensions at once, check the Add Range check box to
create multiple extensions.

6. Enter the start and end extensions.
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7. Enter a password to be used for these extensions.
NOTE: The same password is applied to all the created extensions

8. Click Add to create multiple extensions.
Example: To create 100 extension numbers from 11000 through 11099, enter
11000 into the Extension Start field and 11099 into the Extension End field.

ES Add Extension(s) [ x|

¥ add Rangs

Extension Type: I User Profil j

Extension Start: I

Extension End: I

Password: I

9. Repeat the previous steps to create all the required extensions.

10. Click Restart telephony server to restart ’s VolP Switch so that the
configurations are loaded and the new extensions are available for use with
devices.

NOTE: The image below shows an example where extensions 10000 through
10010 have been created.

E Telephony Utility

IP Address: | 152.168.1.126 [~] |

Manage extensions | External PBX integration | Options |

Available extensions and status | | g _5,:| |
Status Extension no I Extension type I PBX extension no I External no I I
5000 Hotline
6000 Dial In
10000 User Profile
10001 User Profile
10002 User Profile
10003 User Profile
L 10004 User Profile
10005 User Profile
10006 User Profile
10007 User Profile
10008 User Profile
10009 User Profile
10010 User Profile
( o5

=

Dial-in Extension

Dial-in extensions are extensions used by to allow users the opportunity to call that
extension via phone and initiate Notification incidents remotely.

A6V12131888_en_b_51
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1. Click Add to bring up the Add Extension(s) dialog box.
2. Inthe Extension Type field, select Dial In.

3. Enter the extension number to be created. Enter any number in the range of
6000 through 6099.

FS Add Extension(s)
[ Add Rangs
Extension Type: I Dial In j
Extension No: I &001

v Map Extension

PBX Extension No, | 2005

External No.: I 1112222005

S

4. Click Add to create the dial-in extension.

Repeat the previous steps to create more dial-in extensions.

6. Add Range can be used to create multiple extensions in a single operation.
But PBX mapping needs to be done in a separate step for each extension.

7. Click Restart telephony server to restart ’s VolP Switch so that configurations
are loaded and the new extensions are available in’s VolP Switch.

Hotline Extension

Hotline extensions are extensions used by to publish specific messages. User can
then dial this hotline extension via a phone to listen to any active messages.

The procedure for creating hotline numbers is similar to that of a dial-in number.
The only difference is selecting Hotline in the Extension Type.

1. For the extension enter any number in the range of 5000 through 5099.
Extension 5000 is created by the system during installation.

2. Repeat steps to create more hotline extensions.

3. Add Range can be used to create multiple extensions in a single operation.
But PBX mapping needs to be done in a separate step for each extension.

4. Click Restart telephony server to restart ’s VolP Switch so that configurations
are loaded and the new extensions are available in ’s VolP Switch.
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ES Add Extension(s) E

[ Add Range
Extension Type: I Hotline j
Extension No: I 5001

r Map Extension

PBX Extension No. |

External Mo.: I

Hotline Extension

Hotline extensions are extensions used by to publish specific messages. User can
then dial this hotline extension via a phone to listen to any active messages.

The only difference is selecting Hotline in the Extension Type.

1. For the extension enter any number in the range of 5000 through 5099.
Extension 5000 is created by the system during installation.

2. Repeat steps to create more hotline extensions.

3. Add Range can be used to create multiple extensions in a single operation.
But PBX mapping needs to be done in a separate step for each extension.

4. Click Restart telephony server to restart 's VolP Switch so that configurations
are loaded and the new extensions are available in’s VolP Switch.

ES Add Extension(s) E

[ Add Range
Extension Type: I Hotline j
Extension No: I 2001

r Map Extension

PBX Extension No. |

External Mo.: I

Managing Extensions

The same tool can be used to manage any extension after it has been created.
Depending on the extension type following operations are possible:

1. User Extensions: Update the password or delete the extension.
2. Dial In and Hotline extensions: Update the PBX mapping settings or delete the

extension.
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Edit Password

1. Double-click an existing extension entry to bring up the Update Extension
dialog box.

ES Update Extension E3

Extension Type: I User Profile j
Extension Mo: I 10001
Password: I eee

2. Enter a new password in the password field to update the extension’s
password.

Click Update.

4. Click Reload Configuration so that the updated extensions are loaded into ’s
VolIP Switch and are available for use by the devices.

Delete Extensions

To delete one or more extensions, select one or more entries and click Delete
Selected. Once deleted, click Reload Configuration to reload the updated XMLs
into ’s VolP Switch.

View Connection status

The ‘s VolP Switch tool can also be used to view the connection status of the
devices that are configured to connect to ‘s VolP Switch. Once you have
configured such devices, click Refresh Status. A device which has successfully
connected to and registered with ‘s VolP Switch will have a GREEN dot to the left
of the extension. An example is shown in the image below where extensions 10004
and 10005 have successfully registered with ‘s VolP Switch.

The tool can also be configured to refresh the device connection automatically.

Click I== next to the Refresh Status button to configure refresh settings.
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FS Telephony Utility

IP Address: | 152.168.1.126 [ -] |
Manage extensions | External PBX integration | Options |
Available extensions and status | | _5, |
Status Extension no I Extension type I PBX extension no | External no | I
5000 Hotline
6000 Dial In
10000 User Profile
10001 User Profile
10002 User Profile
10003 User Profile
[ 10004 User Profile
® 10005 User Profile
10006 User Profile
10007 User Profile
10008 User Profile
10009 User Profile
10010 User Profile
~ Logs [Clear|

Configuring Audio Devices and IP Phones

1. Assign the device an extension that is already available on ’s VolP Switch and
enter the password that was set when the extension was created.

2. Restart the device. For details on additional details on how to configure the
device, refer to the appropriate device integration guide.
NOTE: The Ul on the device shows the status of the connection. This status is
shown in the ’s VolP Switch configuration Ul for that particular extension.

PBX Integration

This section describes the steps for the integration of Notification to a external PBX
owned by the customer.

Hardware Installation

Refer to the VoIP Switch Configuration section to set up and configure the device
for use with . Perform the test steps (if any) detailed in the integration guide to
ensure correct set up.

PBX Integration Configuration

The Telephony Configuration tool provides the necessary interface to configure the
‘s Integrated PBX to interface with the external PBX. Follow the instructions in the
following sections to complete the configuration.

PBX Integration Workspace

The necessary interface for PBX configuration is available in the PBX
Configuration tab as indicated in the image below:

A6V12131888_en_b_51
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'8

i =
3 reeshony Uity wE EEEEs saEES ==

IP address: 13218625560 | ~ Set IP Address

Manage Extensions | External PBX Integration | Options

1 )

Leading number for outgoing calls:

Caller name for outgoing calls:

Caller number for outgoing calls:

Configuration mechanism: () VoIP gateway © IP
IP address/Server name:

Port (Optional):
| Registration
User name:

Password:

Restart Telephony Server Reload Configuration

Logs D

Fig. 563: Main User Interface — PBX Integration Tab

VolP Gateway Configuration

1. Launch the FreeSwitch Configuration UI.
2. Select the PBX configuration tab.

3. Click Edit configuration.

4. Select VolP gateway.
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B Telephony Utility |8 B

IP address: 0.0.0.0 v Set IP Address
Manage Extensions | External PBX Integration | Options

Leading number for outgoing calls:

Outgoing call's caller name:

Outgoing call's caller number:

Configuration mechanism: @ VolP gateway () IP
IP address/Server name:

Port (Optional):
[ Registration
User name:

Password:

Restart Telephony Server Reload Configuration

Logs [

5. IP address/Server name: Enter the IP address or the hostname for the VolP

gateway.
6. Port: Enter the port for the VoIP Gateway.
7. Click Save.

8. Click Restart telephony server to restart ‘s Integrated PBX service and make
the changes effective.

Integration with VolP PBX

1. Launch the Telephony Configuration Ul.

2. Select the PBX configuration tab.

3. Click Edit configuration.

4. Select IP.

A6V12131888_en_b_51
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W—— — =
Telephony Utility | (=]
—_— 3 - - - - -
IP address: 132.186.255.71 - Set [P Address
" Manage Extensions | External PBX Integration | Options |

l |

Leading number for outgoing calls:
Caller name for cutgeing calls:
Caller number for outgoing calls:

Configuration mechanism: VolP gateway @ IP

1P address/Server name:

Port (Optional): |
] Registration

User name:

Password:

Restart Telephony Server Reload Configuration

o0s

_g

5. IP address/Server name: Enter the IP address or the hostname for the
external VolP-based PBX.

6. Caller name for outgoing calls: Enter the caller name for outgoing calls.
7. Caller number for outgoing calls: Enter the caller number for outgoing calls.

8. Port: Enter the port for the external VolP-based PBX.
NOTE: In external VolP-based PBX configuration, provide Notification's VolP
Switch port number as 5080.

9. If the VolP Switch requires credentials for accessing, check Registration and
enter the user name and password to be used.

10. Click Save.

11. Click Restart telephony server to restart ‘s Integrated PBX service and make
the changes effective.

Configuring Leading Number for Dial-Out

In some organizations, a leading number needs to be dialed for outgoing calls,
such as 9 or #4. Enter this number in the Leading number for outgoing calls
field. This is needed when needs to dial-out to landlines, mobile phones or
extensions on the customer’s PBX to deliver messages.

Availability of Lines on Customer PBX for Notification

Depending on the customer’s needs and expected traffic to/from the system
through the customer’s PBX, certain lines on the PBX need to be dedicated to dial-
in, hotline and dial-out features. If a customer will be using all three features, each
feature requires its own extension. A minimum of three extensions would be
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required If all the 3 features need to be enabled. Few of these dedicated lines can
be used for accessing the hotline feature and even less can be used for the dial-in
feature. The remaining lines can be used for dialing out.

The number of simultaneous calls that can be made with the system depends on
the hardware used for the PBX integration and the lines dedicated to the system.
Once lines are dedicated to the system, the mapping of these lines to the
extensions on the system is required.

NOTE:

supports the creation of 100 extensions each for hotline and dial-in features. These
are four digit extensions and range from 5000 through 5099 for hotline and 6000
through 6099 for dial-in.

Availability of Lines on Customer PBX for Notification

Depending on the customer’s needs and expected traffic to/from the system
through the customer’s PBX, certain lines on the PBX need to be dedicated to
hotline features. If a customer will be using all three features, each feature requires
its own extension. A minimum of three extensions would be required If all the 3
features need to be enabled. Few of these dedicated lines can be used for
accessing the hotline feature.

The number of simultaneous calls that can be made with the system depends on
the hardware used for the PBX integration and the lines dedicated to the system.
Once lines are dedicated to the system, the mapping of these lines to the
extensions on the system is required.

NOTE:

supports the creation of 100 extensions each for hotline feature. These are four
digit extensions and range from 5000 through 5099 for hotline.

Mapping PBX Lines into Notification

Before creating and mapping PBX numbers, review the following example that
details how the extensions and numbers of the customer’'s PBX are mapped with ‘s
Integrated PBX on the server.

e The site has dedicated 10 lines for the system.
e These 10 lines have extensions 2000 through 2009 on the customer’s PBX.

e The Direct Inward Dialing (DID) numbers or the landline numbers for these
extensions are 1112222000 through 1112222009.

e The user wants to map extensions 2000 through 2003 for dial-in and 2004
through 2007 for hotline. Extensions 2008 and 2009 are left open.

The following table details the mapping of the different numbers.

FreeSWITCH Extension PBX Extension DID Number
5000 2000 1112222000
5001 2001 1112222001
5002 2002 1112222002
5003 2003 1112222003
6000 2004 1112222004
6001 2005 1112222005
6002 2006 1112222006
6003 2007 1112222007

Mapping PBX Lines into Notification

Before creating and mapping PBX numbers, review the following example that
details how the extensions and numbers of the customer’'s PBX are mapped with ‘s
Integrated PBX on the server.
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e The site has dedicated 10 lines for the system.

These 10 lines have extensions 2000 through 2009 on the customer’s PBX.
The Direct Inward Dialing (DID) numbers or the landline numbers for these

extensions are 1112222000 through 1112222009.

e The user wants to map extensions 2004 through 2007 for hotline. Extensions

2008 and 2009 are left open.

The following table details the mapping of the different numbers.

FreeSWITCH Extension PBX Extension DID Number
5000 2000 1112222000
5001 2001 1112222001
5002 2002 1112222002
5003 2003 1112222003
6000 2004 1112222004
6001 2005 1112222005
6002 2006 1112222006
6003 2007 1112222007

Mapping Hotline and Dial-in Numbers to PBX

PBX Mapping while Creating Extension

1. For PBX integration, select the Map Extension check box.

2. Enter the PBX Extension No. and the external or DID number for that

extension.

3. Click Add and proceed with further steps to complete the Add extension
process as detailed in Dial-in Extension.

<]

ES Add Extension(s)
[ Add Range
Extension Type: I Dial In j
Extension No: I G001

v Map Extension

PBX Extension No, | 2005

External No.: I 1112222005

== |

Fig. 54: Add Extensions - Dial In
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Updating PBX Mapping for Extension

1. Double click on a dial in or hotline extension to bring up the Update Extension
dialog.

ES Update Extension |
Extension Type: I Hotline =
Extension No: I 5000

v Map Extension

PBX Extension No, | 2000

External MNo.: I 1112222000

[ == |

2. For PBX integration, select Map Extension check box.

3. Enter the PBX Extension No. and the external or DID number for that
extension.

4. Click Update.

Click Restart telephony server so that the updated configurations are loaded.

Voice Prompts for New Recipient Languages

By default, the system is deployed only with voice prompts in English language for
the Hotline and Dial-In features. On systems that support additional recipient
languages other than English, it is possible to configure Hotline and Dial-In
features to support these additional recipient languages. If configured, the system
provides the following, additional capabilities:

e (Callers are greeted with a language selection prompt, like Press One for
English, Driicken Sie Zwei fiir Deutsch and choose their preferred language
using the phone’s keypad.

e Hotline messages are played in the selected recipient language.
e All menu prompts of the Dial-In feature are played in the selected language.

If you would to configure your Hotline and Dial-In features with additional recipient
languages, please contact your support team to perform this enhancement.

Voice Prompts for New Recipient Languages

By default, the system is deployed only with voice prompts in English language for

the Hotline feature. On systems that support additional recipient languages other

than English, it is possible to configure Hotline feature to support these additional

recipient languages. If configured, the system provides the following, additional

capabilities:

e (Callers are greeted with a language selection prompt, like Press One for
English, Driicken Sie Zwei fiir Deutsch and choose their preferred language
using the phone’s keypad.

e Hotline messages are played in the selected recipient language.

If you would to configure your Hotline feature with additional recipient languages,
please contact your support team to perform this enhancement.
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Backup and Restore of Telephony Configuration

Whenever user performs backup operation for a management station project, a
similar operation needs to be performed to backup the telephony configurations.
The backup options for the telephony configuration are available in the Options
tab of the TelephonyConfigurationTool.

NOTE:

Backup-and Restore operation of telephony configurations is not integrated with
the management station backup-restore functionality. Hence, both the operations
need to be performed separately.

Manage extensions External PBX integration  Options

Backup/Restore

! Backup Now || Last backup date: Apr, 12 20132 08:08:48 AM

Backup Telephony Configuration
1. Click on Backup Now.

2. Backup operation is executed and the configurations are stored in a zip file
under the folder C:\ProgramData\[company name]\Notification Telephony
Backup. The file will be named with the current date and time.

NOTE: If the backup taken needs to be restored on another freeswitch server
system, then copy the backup file and place in the folder C:
\ProgramData\[company name]\\Notification Telephony Backup on the
target system.

Restore Telephony Configuration
1. Start the Telephony Configuration Utility.
2. Click Restore.

Manage extensions | External PEX integration  Options |
~ Backup/Restore

Salect Restore Point: (iR kS TIRER Y0

3. A drop-down list with the list of available restore points displays. Choose the
appropriate restore point.

NOTE: The restore points gets populated with backup zip files at the following
locations:
a. C:\ProgramData\[company name]\Notification Telephony Backup

b [System installation location\GMSProjects\Notification Telephony Backup

In case of versions upto 2.1.57.900, FreeSwitch backup file used to go in location
b. From version 2.1.57.960, FreeSwitch backup file goes to location a.

Telephony Configuration System Verification

To verify the added driver and device, perform the steps mentioned in the following
sections.
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Configuring User Device Types of Telephony Configuration
> System Manager is in Engineering mode.
1. In System Browser, select Application View.
2. Select Applications > Notification > Recipients.
= The Recipients Editor tab displays.
3. Click the User Device Types expander.
= The list of default User Device Types displays under Device Types.

4. Select Description, select Home Phone or Work Phone.

¥ User Device Types

ManagementView_SystemSettings_Libraries.
ManagementView SystemSettings_Libraries
ManagementWiew_SystemSettings_Libraries.
ManagementView_SystemSettings_Libraries.
ManagementView SystemSettings_Libraries

Delivering Methods
Description

Audio

| Handling Driver
Telephony Driver

Crevice Types
Mame | Description I
ManagementView_SystemSettings_Libraries.  Work Pager -
ManagementView SystemSettings_Libraries.  Deskiop Motification
ManagementView_SystemSettings_Libraries. Home Phone =

Personal Email
Personal Mobile Phone
Work Email

Work Mobile Phone
Work Phone

| Add | Remove

| Modality |
Audio

= The list of delivery methods associated with Home Phone or Work Phone
displays under Delivering Methods.
NOTE: If the user selects Home Phone, the delivery methods associated
with Home Phone are displayed. If the user selects Work Phone, the
delivery methods associated with Work Phone are displayed.

Edit the Description field.
6. Inthe Handling Driver drop-down list, select Telephony Driver.

7. In the Modality drop-down list, select Audio.

8. Click save 1.
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1.34

Configuring Recipient User Devices of Telephony Configuration

1. Add one or more users as recipients into that use home phone or work phone
as a recipient device.

2. Select the Recipient User Devices expander.

3. Select Home Phone or Work Phone in the Type drop-down list for these
recipient users.

4. Enter the phone number in the Address field. The Preferred delivery method
field is automatically populated with Audio.

Recipient User Devices

Type Home Phone

Address 1234567850

Preferred delivery method | Audio

Set up Message and Incident Templates with these users as Recipients.

6. Once the incident is initiated, Recipients in the Message Template should
receive a phone call with the content (text content converted into speech) as
described in the corresponding Message Template.

Refer to the steps outlined in the following topics of the Notification Engineering
section:

e Creating a Recipient User

e Creating an Incident Template

In addition to the above topics, refer to the following topic of the Notification User
section:

e |[nitiating Incidents - Operating

Troubleshooting RENO migration

Troubleshooting RENO Migration

Once the device is created in the Device Editor tab, the corresponding device gets
in Connected state based on the Check Status Rate configured in the
Configuration Properties of the driver. If the device does not get connected after
the Check Status Rate duration, then perform following steps in sequence until the
device gets connected after a particular step. After each step, wait for the Check
Status Rate duration and monitor the device connection status:

1. Restart the TruePort service.

2. Reimport the certificates on device manager and reboot the Perle IOLAN
device.

3. Reboot the Server.
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4. Disconnect the power cable of the Perle IOLAN device, wait for a few seconds
and then reconnect the power cable.

5. Power off and on the devices connected to the Perle IOLAN device.

1.35 Twitter Account Device

|__[]

Twitter Device

This section provides reference and background information for integrating the
Twitter device. For procedures and workflows, see the step-by-step section.

has the capability to post messages on Twitter. Messages are posted on Twitter
when incidents are initiated targeting a Twitter account. These messages are
referred to as tweets in Twitter.

Notification Server|

Notification INTERNET

Subsystem
Twitter ¢ A\ g
Driver v
TWITTER

Other Twitter users who follow that Twitter account will then be able to read these
tweets posted by . In the case of message delivery failure by Twitter due to
network interruption, the system makes three attempts to successfully deliver a
message to a Twitter account. If cannot successfully deliver a message to Twitter
after three attempts, the message will be marked as failed in the user interface.

NOTE 1:
Twitter is a micro-blogging site and posts made on Twitter are termed as tweets.

NOTE 2:
Twitter only supports messages up to 140 characters. Any message that exceeds

140 characters will be truncated.

Prerequisites

A Twitter account needs to be created in order to receive tweets from . This should
be followed by registering with that account so that can post tweets using the
registered account.

Twitter Account Device Workspace

¥ Configuration Properties

Name: | value |
User Name
Device Mode Operational
Access Token

Access Token Secret
Consumer Key

Consumer Secret

e User Name: Enter the user name of the Twitter account.

e Device Mode: Select one of the following modes from the drop-down list:
Disabled: In this mode, the driver does not process the messaging command,
the device configuration change command, and performs status checks for the

A6V12131888_en_b_51

447 | 470



MNS Supported Physical Device Configurations
Twitter Account Device

[}

device. The device remains in a disconnected state.

Operational: In this mode, the driver processes the messaging command, the
device configuration change command, and performs status checks for the
device. The device will be in a Disconnected/Connected state based on the
connection state.

Administrative: In this mode, the driver processes the device configuration
change command and performs status checks for the device. The device will
be in a Disconnected/Connected state based on the connection state.

e Access Token: Value given at the Twitter Application Page. Refer to the
Configuring Application Settings section.

e Access Token Secret: Value given at the Twitter Application Page. Refer to
the Configuring Application Settings section.

e Consumer Key: Value given at the Twitter Application Page. Refer to the
Configuring Application Settings section.

e Consumer Secret: Value given at the Twitter Application Page. Refer to the
Configuring Application Settings section.
NOTE: The Consumer Secret is stored in encrypted format for security
reasons.

Twitter Account Device

This section provides the steps linked with the configuration and verification of the
Twitter Account Device

Twitter Account Creation

Follow the steps below to create a new Twitter account.
NOTE: If a Twitter account already exists, go directly to the Notification Application
Registration section.

> This document is tested with Twitter API Version 1.1 and OAuth Version 1.0a.

Select the Twitter home page at https://twitter.com/

Click Sign up for Twitter.

Enter the necessary details in the form presented.

A w0 b =

Before proceeding, post one or more tweets through the Twitter website
interface of the account just created.

NOTE: This is an optional step to ensure successful creation of the account
and the account’s usability.

NOTE 1:

Please go through Twitter's Terms of Use and follow the rules set forth by Twitter.
The rules are still valid even when making posts through to the Twitter account.
NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Twitter Driver needs to be deployed only on the main Server and not on the Front
End Processor (FEP) since there can be authentication problems when those
drivers attempt to access the Internet. Refer to the Installation Manual for more
information on the Server and FEP.

Follow the steps below to create a new Twitter account.
NOTE: If a Twitter account already exists, go directly to the Notification Application
Registration section.

> This document is tested with Twitter API Version 1.1 and OAuth Version 1.0a.

1. Select the Twitter home page at https://twitter.com/

2. Click Sign up for Twitter.
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3. Enter the necessary details in the form presented.

4. Before proceeding, post one or more tweets through the Twitter website

interface of the account just created.
NOTE: This is an optional step to ensure successful creation of the account

and the account’s usability.

NOTE 1:
Please go through Twitter’'s Terms of Use and follow the rules set forth by Twitter.

The rules are still valid even when making posts through to the Twitter account.
NOTE 2:

If all Internet traffic is to be routed through an authenticating proxy, then the
Twitter Driver needs to be deployed only on the main Server and not on the Front
End Processor (FEP) since there can be authentication problems when those
drivers attempt to access the Internet.

[}

Notification Application Registration
Follow the steps below to register with the Twitter account just created:
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1. Select the Twitter Device home page at http://dev.twitter.com/apps/new. Log in
with the credentials to the twitter account created earlier when prompted.

Create an application

Application Details

Name *

Yaour application name. This s used to altribute the source of & bweet and in wser-facing authorization screens. 32 characters n

Description *

Youlr application deactiption, which will be shown in usefacing athorzation screens. Bebween 10 and 200 chatacters max.

Website *

Wour application's pubiicly accessible home page, where users cah go o downlfoad, make use of, or find out more informatior,
qualified URL js used n the saurce altribution for tweets created b wvour application and will be shown in usesfacing authoriz:
(1 wou dont have a URL yet, just put a piaceholder here but remember fo change it Iater)

Callback URL

Where shouwid we retrn after auccessiuily authenticating 7 CAuth 1.0a applications showic explicitly speciy their oauth_calibac
regardiess of the value given here. To restrict vaur appiication from wsing callbacks, leawve this field blank.

Developer Agreement

Effective: May 18, 2015, D

This Twitter Developer Agreement (" Agreement”) is made between you (either an individual or an entity, 1
and Twitter, Inc. and Twitter International Company (collectively, "Twitter") and governs your access to an
Material (as defined below).

PLEASE READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY, INCLUDING WITHOL
TERMS AND COMNDITIONS APPEARING OR REFEREMCED BELOWY, WHICH ARE HEREBY MADE PART C
AGREEMENT . BY USING THE LICENSED MATERIAL, YOU ARE AGREEING THAT Y0OU HAVE READ, AMND
COMPLY WITH AND TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT AMD ALL »
REGULATIONS IN THEIR ENTIRETY ¥WITHOUT LIMITATION OR QUALIFICATION. IF YOU DO NOT AGREE
AGREEMENT, THEM YOU MAY NOT ACCESS OR OTHERWISE USE THE LICENSED MATERIAL. THIS AG
AS OF THE FIRST DATE THAT YOU USE THE LICENSED MATERIAL ("EFFECTIVE DATE").

IF ¥ OU ARE AN INDMIDUAL REPRESENTING AN ENTITY, YOU ACKMNOWLEDGE THAT YOU HAVE THE A
TO ACCEPT THIS AGREEMENT ON BEHALF OF SUCH ENTITY. YOU MAY NOT USE THE LICENSED MAT

-
ATTEDT THIC ACDEERMMERT IE il ADE KT CiIF L EAalL ACE T EMDeA A RIRDIR SOkl TOAT T AATH T

[J ves, | agree

Create your Twitter application

2. Enter a Name.
Enter a Description for the application.

4. In the Website field, enter a placeholder website URL if the URL is not known
or unavailable.
NOTE: This is necessary only when tweeting capability needs to be built into
websites. For , any URL would work.

5. Leave the Callback URL field blank since will not post tweets from a website.
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6. Select the Yes, | agree check box.
7. Click Create your Twitter application.

= The Twitter application is now created.

Navigating to Application Page for Pre-existing Application

D> If the Twitter application is already available with the Twitter account, follow the
steps below to select the application page:

1. Select http://dev.twitter.com and log in using the credentials for that Twitter
account.

2. Click Application Management.

W \pplication Management u v

3. Twitter applications created with that account are displayed. Click the
appropriate Twitter application to select the application page as displayed
below:
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MNSTesti ng Test DALt

Details Settings Keys and Access Tokens Permissions

Emergency hdass Motification

httpedfabc.com

Organization

infarmation ahout the arganization or company associafed with your apoication. This information is optional.
Organization Mone

Organization website Mone

4

Application Settings

Your apelication's Consumer Key and Secrel are Used (o authenticate requests fo the Twilfer Flatform.

Access level Read and write (modify app permissions)

Consumer Key (AP kKey) BasElQimkJheskvFerdPaCyup (manage keys and access
tokens)

Callback URL Mone

Callback URL Lacked Ma

Sign in with Twitter YES

App-only authentication  hitps:4api twitter com/oauth2dtoken

Fequest token URL https:Aapi twitter comfoauth/reguest_token
Authorize URL https:#fapi twitter comfoauthfauthorize
Access token URL https:/fapi twitter com/oauthfaccess_token

1

Application Actions

Configuring Application Settings
1. Click on the Settings tab.
= The Settings page displays.
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MNSTesting

Details Settings KeEys and ACCESS ToOKeNs Fermissions

Application Details
MName =
MrSTesting

Your application narne. This is used to altribute the source of @ bweet and In wser-facing authorization screens. 32 characlers max.

Description *
Emergency Mass Notification

Your appiication description, which will he shown in user-facing suthorzation screens. Betwean 10 and 200 characters max

Website *
http:#atic.com

Vour application's pubiicly accesslble home page, where Users can go to downioad, ralie vse of, or find out rore Information about wour appli
qualified URL s used in the sowrce attribution for tweets created by yvour application and will be shown in userfacing authorzation screens.
(1 you dont have g URL vel just put 2 placehoider here but remember fo change it later)

Callback URL
Wheare showicd we return after successiully authenticating? QAWh 1.0a applications showid explicity specify thalr oauth_cailback URL on the req
regardless of the value given here. To restrict your application frorm using callbacks, leave this fizid blani.

[ Enable Callback Locking (It is recommended to enahle callback locking to ensure apps cannat overwrite the callback url)
Allow this application to be used to Sign in with Twitter

Application lcon

Change icon

Choose File | Mo file chosen

Maximum size of 700k, JFG, GIF, PNG

Organization

Organization name

The organization or company behind this apniication, i any.

Organization website

The organization or cormpany behind this application's web page, if any.

Update Settings

Set values for the different fields as indicated in the following steps:

— Name: Enter a name for the application.

— Description: Enter a description for the application.

— Website: Enter the URL for the application’s website if one exists. If not,
enter a placeholder URL. See the notes on the Twitter page under the
Website field for details on this field and its implications.

— Callback URL: Enter a placeholder URL. See the note on the Twitter page
under the Callback URL field for details on this field and its implications.

— Select Allow this application to be used to Sign in with Twitter.

Enter organization details.
Click Update Settings.

Select the Permissions tab.
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453 | 470



MNS Supported Physical Device Configurations

Twitter Account Device

© 0o N o

MNSTesti ng Test OAL

Details  Settings Keys and Access Tokens | Permissions

Access

What type Of access does your application need?

Read more about aur Apalication Permission Mode!
O Read only

O Read and wWrite

® Read, Write and Access direct messages

Note:

Changes to the application perris sion madel Wil only refiect in access tokens obitaine:
will need to re-negoiiate existing acces s fokens (o aiter the permmis sion fevel associated

Update Settings

Change the access type to Read, Write and Access direct messages.
Click Update Settings.
Select the Keys and Access Tokens tab.

Click Create my access token.
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MNSTesting

Details Settings Keys and Access Tokens Permissions

Application Settings

Keep the "Consumer Secret” a secret. This key showld never be human-readabis in your application.
Consumer Key (AP Keyl  BosElOmbklhedkyvFerdPoCyup
Consumer secret (AR Secret) géviRlicj0DPmEvIkkaFev<50zPs TnazZrhnfhmlz23ofierwT

Access Level Read, write, and direct messages (madify app
permissions)

Owner e T i

Owener 10 St

Application Actions

Regenerate Consumer Key and Secret Change App Permissions

Your Access Token

You havent authorized this application for your own account yet.

By creating your access token here, you will have everything you need to make API calls right away. The access token ge
your application’s current permission level

Token Actions

Create my access token

10. Verify that value of Access Level under Application Settings is set to Read,
write, and direct messages. If it is different, select the Permissions tab..

11. Verify that the value of Access Level under Your Access Token is set to
Read, write, and direct messages. If it is set to Read-only, then click on
Recreate My Access Token and Token Secret to create the tokens again.

= Twitter application configurations are changed and required access keys
and tokens are available.
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MNSTesting Test 0D

Cetails Settings keys and Access Tokens Permissions

Application Settings

Keep the "Consumer Secrei” & secret. THIS Key should never be human-readable in yaur apoiic:

Consumer Key (AP Keyl  BgsEIOmkJheskvFerdPoCYup

Consumer Secret (APl Secret) geviRIicj0DPmEvIKKaFeVXE0zPsTnaZrhhfhmlzZ 3of 60T

Arcess Level Read, write, and direct messages (modify app
PErTISSioNs)

Ohrner =TT S

Owener 1D T 1 et T

Application Actions

Regenerate Consumer Key and Secret Change App Permissions

Your Access Token

This acess (oken can be Lsed (o make APl requests an your own accaunt's behalf. Do not

Access Token 400885904 2-
JSfBfrBrLhSZ9jZ0N0DEKHSMUEra24 2800t 1 7w

Access Token Secret C5TzckADhhBCY B4 alyie puty 7ivyUamLpEWyadh A Ak
Access Level Read, write, and direct messages

Cwner Hime [P

Crenier 100 T 1] T e

Token Actions

Regenerate My Access Token and Token Secret Revoke TOKEN ACcess

12. Write down the values for the following properties as depicted in the image
above and listed below. These values will need to be entered in the system
while the Twitter Account device is being engineered into the system.

— Consumer Key (API Key)

— Consumer Secret (APl Secret)
— Access Token

— Access Token Secret

NOTE:
The above values need to be available only to those who are authorized and have
engineering access to the system.

[__[J

1.36 VolP Switch Configuration
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VolP Switch Configuration

This section provides reference and background information for integrating the
VolIP Switch. For procedures and workflows, see step-by-step section.

The Sangoma Vega Series VolP Gateway provides the capability for the
management station to interface to traditional external telephony systems. Using
the VolP Gateway, can expand beyond local area networked IP phones to include
a customer's existing telephone system where analog or IP phones can be used to
initiate incidents or receive notifications from .

Notification
Server

Catbe Catbe Sangona
Vega 200/400
FroaSWITCH Ll NIC [—Ethernet Ethernet— RJ45 | voi Gateway
Cable Cable
nterface] [Tnterface
CeT\rd CTard

T, E1 T, E1

orJ1 orJ1
Non-Customer ‘

External Telephone Interface [ Interface
Telephone Card Card
P 'and Network
Cloud Customer Telephony
System (e.g. PBX) or
@ Telephony Carrier
N

Hub (e.g. PSTN)

’—1

Customer’s Local
Telephone

Legend \

System/
Device

Software
Service

The VolP Gateway interfaces to the external PBX using a standard T1/E1 port. The
server communicates with the VolP Gateway through the SIP protocol over TCP/IP
over a standard Ethernet-based network.

Unlike a telephony card, which is physically installed on the same workstation as ,
the VolP Gateway can be separate from the system server with close proximity to
the external PBX, all while providing the same functionality as the telephony card.
Communication with the system server uses standard network topology via
Ethernet. In addition, the use of the VolP gateway is the default solution for
redundant server deployments.

Prerequisites

Before proceeding, make sure that you have the following items in your
possession:

1 - Sangoma Vega 400 or Vega 200 VolP Gateway

2 —T1 cables (bundled with gateway)

1 — Catbe Ethernet cable (bundled with gateway)

1 —Vega DSP expansion card, model VS0083 (bundled with gateway)
1 — Power line cord (bundled with gateway)

48-channel upgrade key (ordered through Sangoma; key is tied to the specific
serial number of a gateway)

VolP Switch Configuration

This section provides additional procedures for integrating the VolP Switch
Configuration.

For workflows, see the step-by-step section.

Prerequisites

Before proceeding, make sure that you have the following items in your
possession:

A6V12131888_en_b_51
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1 - Sangoma Vega 400 or Vega 200 VolP Gateway

2 —T1 cables (bundled with gateway)

1 — Catbe Ethernet cable (bundled with gateway)

1 — Vega DSP expansion card, model VS0083 (bundled with gateway)
1 — Power line cord (bundled with gateway)

48-channel upgrade key (ordered through Sangoma; key is tied to the specific
serial number of a gateway)

Mechanical Installation

1. Remove the protective plate from the expansion card slot.
NOTE: There will be two slots where the cards can be placed.

2. |Insert the DSP card into the top slot (label face down).
NOTE: Make sure to push the card all the way into the slot until the push notch
comes all the way out.

pushnotch out w/ casd n

000~500 mA

3. Connect one end of the Ethernet cable to the port on the gateway marked LAN
1.

4. Connect the other cable end to the local switch/hub/router.
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Serial Number

5. Connect one end of each T1 cable to the port on the gateway marked IF 1 and
IF 2. If one of the ends of the T1 cable is marked GATEWAY END, use that
end to connect to the gateway.

6. Connect the other end of the T1 cable to the client’s local PBX.

7. Connect the power line cord to the gateway and insert into a power outlet.
8. Flip the power switch (next to the power connector) to turn on the device.

= The power LED (next to the T1 ports) should turn on and the lights on the front
of the gateway should begin to flash. Wait approximately 60-90 seconds for the
device to boot up and obtain an IP address. The device is automatically
configured for DHCP.

Configuring IP Address

The device is automatically set for DHCP and is only configurable through a web
interface. To determine the IP address, work with the site IT admin to determine
the leased IP address based on the MAC address of the VolP gateway.
Alternatively, the IT admin can reserve an IP address based on the device’s MAC
address prior to installation.

NOTE: If there is no DHCP server on the LAN, the Vega’s IP address will default to
136.254.x.y, where x and y are the decimal versions of the last two bytes of the
LAN interface MAC address.

A6V12131888_en_b_51
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1.37

Set IP Address for Notification’s VolP Switch

> On servers which contain more than 1 Network Interface Card (NIC), the IP
address to be used by ’s VolP Switch needs to be set explicitly. This would be
the IP address of the network to which IP phones and other devices which
need to connect to ’s VolP Switch are connected.
NOTE: Some of the devices, such as the line-level audio devices, need to be
set with the IP address of the ’s VolP Switch server instead of the hostname.
As a result, it is required that a static IP address be used for the server or that
the IP address be reserved.

1. Select the IP address from the IP address drop-down list. In case the server
has multiple network cards, multiple IP addresses are listed.
NOTE: Typically all devices including audio devices and IP phones are
connected to the same network. Select the IP address that belongs to this
network so that devices that need to connect with ’s VolP Switch on the server
are able to do so.

= The appropriate IP address is shown in the image below.

ES Telephony Utility

IP Address: | ISEEEINEZE |~ |
136.157.32.186

Manage extensi 913-1-13'5 regration | Options |
127.0.0.1

o

Available extensions ano statos |

2. Enter the IP address from the previous step into the IP Address field.
3. Click Set IP Address.
= The required configuration files are updated. The Server is now a SIP server

and registrar on that IP address.

NOTE: The 's VoIP Switch service needs to be restarted for the changes to be
effective. This can be done immediately by pressing the Restart telephony
server button or can be done once all configuration steps are completed.

Web Feed Input Device

RSS CAP

This section contains general reference information about Notification and how the
RSS CAP device is integrated. For procedures and workflows, see step-by-step
section.

has the capability to read and monitor RSS feeds. When an RSS feed is added to
as a device, expressions and search patterns can be configured to analyze the
incoming feeds, raise alarms, and initiate incidents automatically.

Notification Server

Internet
RSS Feed 1

)
RSS feed Incident

(CAP/XML)

RSS Feed 2 Notification

Business
Logic

Notification RSS
Web feed Driver

RSS Feed 3
RSS Feed

RSS Feed N

NOAA
Weather
Service Feed

Desigo
Alarm
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A typical use case would be to configure the system with a feed from the National
Oceanic and Atmospheric Administration’s (NOAA) weather service or the
Homeland Security URL for a particular region, and then configure the system to
take action when certain messages are received through the configured RSS
feeds.

Listed below is a typical workflow that occurs in the background for this device.

e The user configures a feed into the system by entering a URL for the RSS
feed.

e monitors the configured feed so that an action can be taken when new items
are published.

e The Web Feed Input Driver analyzes the feed item against the message filter
rules and raises the management station alarms if the filter rules are satisfied.

e The management station alarms raised show up in the system user interface
and you can then take the necessary action.

e Configuring incident triggers is possible within Incident Templates so that
incidents are initiated automatically when alarms occur in the system.
NOTE 1:
Really Simple Syndication (RSS) is used to publish frequently updated content
like weather services, blog entries, videos, and so forth. The user can access a
wide variety of applications (Web based applications, desktop applications or
mobile device applications) to access the RSS feeds.
NOTE 2:
If all Internet traffic is to be routed through an authenticating proxy, then the
Web Feed Input driver needs to be deployed only on the main server and not
on the Front End Processor (FEP). If the Web Feed Input driver is deployed on
the FEP, authentication problems can occur when those drivers attempt to
access the Internet.

Prerequisite
The user of this document is required to be familiar with the following:
e RSS feeds

e XML
e HTML
References

e http://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-0s.html for the
Common Alerting Protocol specifications.

Filters and Triggers for CAP/HTML/XML Feeds

RSS CAP is an input device which is capable of receiving inputs through RSS
feeds. Before configuring event triggers, configure the system by adding one or
more RSS feeds as detailed in 3 - Create Web Feed Input Field Network.

NOTE:

The event triggers can be configured both at the driver level and also when
configuring the Web Feed Input device under the Field Network. In either case,
rules are set to analyze different parts of the feed item.

This section details how to configure message filters and trigger settings in the
user interface so that the management station alarms can be raised. These
management station alarms can then be used to trigger incidents thus achieving
the goal of raising incidents based on data received from the RSS CAP feeds.

Refer to the --- MISSING LINK --- for some examples on real use-cases to gain
some understanding on how to fill the different fields.

The event trigger rules for an input device are configured in, Input Message
Analysis and Event Triggers.

Input Message Analysis: Input Message Analysis is used to analyze the data
received by a device, separated into individual messages. This analysis is
especially useful for reverse engineering if the input devices do not have a formally
documented output. Input devices can be put into a message capturing mode
where every received message displays for analysis. For each captured message,
the raw textual data can be viewed.
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The Input Message Analysis Workspace displays the content of the messages
received from the different configured devices. The messages are displayed based
on the timestamp. The received message can be previewed by clicking and
selecting a particular timestamp. Note that the message displayed in the Message
preview section contains the raw input as received from the feed. This can be used
to analyze the input message and set the required filter and trigger rules.

¥ Input Message Analysis
Start/stop capturing input messages:

Captured messages Message preview:
Timestamp |

e Start/stop capturing input messages: Allows for the start and stop of
message capturing.

e Message preview: Displays the preview of the captured message.

e Timestamp: Displays the timestamp of the captured input message, or in
absence of a timestamp, the time the input message was received.

e Clear: Deletes all captured input messages.

Event Triggers

An Event Trigger contains a number of Filter Rules and Event Field Mappings.

Filter Rules limit the input data that triggers the alarms. Filter Rules work on text

data and optionally on XML data. During the filtering stage, for each Filter Rule, the

device first applies an optional Xpath expression and then a mandatory regular

expression.

Regular expressions are used for matching text to find characters, words, and

patterns of characters in text. For XML input data, optional Xpath expressions are

used to select sections (XML nodes) within XML documents and narrow down the

text that needs to be searched with regular expressions.

Filter Rules can be negated, meaning that certain text patterns must not be present

in input data for the Event Trigger to trigger an event.

Event field mappings are used to configure how event fields, such as the Event

Category, shall be filled: Either with a default value, or with text extracted from the

triggering event.

The three event fields that can be controlled are:
e Event category of triggered event

e Event Cause

e Additional Information

The triggered events can be classified into predefined event categories. For more
information on events, refer to the Alarm Management section.

For Event Cause and Additional Information, either specify a static Default Value
(mandatory), or extract text from the input data that triggered the event. Text
extraction is accomplished using an optional Xpath expression followed by regular
expressions (optional).

Event Triggers can individually be enabled or disabled.

NOTE: The explanation of XPath and regular expressions is beyond the scope of
this document.
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Name:

¥ Event Triggers

Input message filter rules

= MHame: Negated Regular expression
Event trigger settings
Trigger enabled:
Event alarm class of iriggered event | AccessDenied E
Event field mappings for triggered event:
Alarm Property Default value Regular expression (optional)

Event Cause

Agditional Information

Name: Displays the name of the event trigger configuration.
Add: Adds an event trigger.

Remove: Removes the event trigger.

Input message filter rules:

Name: Displays the name of the input message filter rule.

Negated: Allows for negating the matching result of an input message filter
rule.

Xpath (optional): Displays the Xpath expression to extract specific XML
node from input XML. The Xpath is an optional requirement in the Input
message filter rules section.

Regular expression: Displays the regular expression to match a specific
type of data from the received input.

Add: Adds an input message filter rule.
Remove: Removes the input message filter rule.

e Event trigger settings:

Alarm Property: Displays the event properties that can be dynamically
filled in with content from input messages.

Default Value: Displays the default values that should be used to assign to
properties of triggered events if no further content extraction settings
(Xpath and Regular expression) are provided.

Trigger enabled: Select this check box if a rule configuration is required to
be used for analyzing and filtering data.

Xpath (optional): Displays the optional Xpaths expressions that are
applied to XML-based input messages to extract information and assign it
to the properties of triggered events.

NOTE: Configuration of an XPath must not be done if the Web Feed item is
in HTML format. This will not result in the alarms and automatic incident
triggering.

Event alarm class of triggered event: Displays the event category for the
triggered event.

Regular expression (optional): Displays the optional Regular expressions
that are applied to textual input messages. The Regular expressions are
used to extract information and assign it to the properties of triggered
events.

NOTE: As a limitation, in the current version of only alarm classes ending in Ack/
Reset and No Reset must be chosen, or else the operator will not be able to
acknowledge and reset the generated events.

Additional Samples
This section displays the CAP feed XML sample, XML and HTML examples.
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CAP feed XML Sample

«?xm]l version = '1.0" encoding = 'UTP-8" standalone = 'yes'?>
<?xml-stylesheet href="http://alerts.weather.gov/cap/capatomproduct.xsl"
type="text/xsl'2>

<!--

This atom/zml feed is an index to active advisories, watches and warnings
issued by the National Weather Service. This index file is not the complete
Common Rlerting Protocol (CAP) alert message. To cobtain the complete CRP

alert, please follow the links for each entry in this index. Alsoc note the
CAP message uses a style sheet to convey the information in a human readakle
format. Please view the source of the CAP message to see the complete data
set. Not all information in the CAP message is contained in this index of
active alerts.

-

<alert xmlns = "urn:casis:names:tc:emergency:cap:1.1"'>

<!—— http-date = Thu, 07 Mar 2013 02:34:00 GMT -->
<identifier>NORA-NWS-ALERTS-
NJ124EF3CCA228 .WinterWeatherAdvisory.124EF3CDF4T70NJ. PHIWSWPHI. 5£f086e703ef796f4ech
688blee3313af</identifier>
{sender}w—nws.webmaster@noaa.gov</5&nder}
<3ent>2013-03-06T21:34:00-05:00</ zent>
<status>Actual</status>
<msgType>hlert</msgType>
<scope>Public</zcope>
<note>Alert for Coastal Ccean; Northwestern Burlington; Ocean; Southeastern
Burlington (New Jersey) Issued by the National Weather Service</note>
<info>
<category>Met</category>
<event>Winter Weather Advisory</event>
<urgency>Expected</urgency>
<severity>Minor</severity>
<certainty>Likely</certainty>
<eventCode>
<valueName »SAME</valueName>
<value></value>
<feventCode>»
<effective>2013-03-06T21:34:00-05: 00</effective>
<expires>2013-03-07T06:00:00-05:00</expires>
<senderName>NWS Philadelphia - Mount Holly (New Jersey, Delaware,
Southeastern Pennsylvania}{lsenderName>
<headline>Winter Weather Advisory issued March 06 at 9:34PM EST until March
07 at 6:00RM EST by NWS Fhiladelphia — Mount Holly</headline>
<description>
...WINTER WEATHER ADVISORY REMATNS IN EFFECT UNTIL & AM EST
THURSDAY ...
* SNOW ACCUMULATION...l1 TC 2 INCHES, GREATEST CN UNTREATED
SURFACES.
* TIMING...RAIN IS EXPECTED TO MIX WITH THEN CHANGE TO A PERIOD OF
SNOW OVEENIGHT. TEMFERATURES ARE FORECAST TO BE ABOVE FREEZING
BND THIS WILL ASSIST WITH MELTING ON TREATED SURFACES.
* IMPACTS...SLIPPERY CONDITICNS SHOULD DEVELCP CVERNIGHT AS THE
WET SNOW BEGINS TO ACCUMULATE ON UNTREATED RORAD SURFACES.
* WINDS...NORTH 20 TC 30 MPH WITH GUSTS UP TO 45 MPH.
* TEMPERATURES...DROPPING TC THE MID 308S.
</description>
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<instruction>
A WINTEE WEATHEER ADVISCRY MEANS THAT PERICDS COF SNHNOW COULD CAUSE
TEAVEL DIFFICULTIES. BE PEEPARED FCR SLIPPERY ROADS RAND LIMITED
VISIBILITIES, AND USE CAUTICN WHILE DRIVING.
</instruction>
<parameter>
<valueName >WMCOHERDER</ valuelName>
<value></value>
</parameter>
<parameter>
<valueName>UGC</valueName>
<value>NJZ019-020-026-027</value>
</parameter>
<parameter>
<valueName>VTEC</valuelame>
<value>/0.CON.REPHI.WW.Y¥.0014.000000T0000Z-130307T1100Z/</value>
</parameter>
<parameter
<valueName>TIME...MOT. ..LOC</valueName>
<value></value>
</parameter>
<areax

Burlington</areaDesc>
<polygon></polygon>
<geocode:
<valueName>FIPS6</valuelame>
<value>034005«/value>

</geocode>

<geocode>
<wvalueName>FIPS6</valuelame>
<value>034029</value>

</geocode>

<geocode:
<valueName>UGC</valueName >
<value>NJZ019</value>

</geocode>

<geocode>
<walueName>UGC< /valueName >
<value>NJZ020</value>

</geocode>

<geocode>
<valueName>UGC<,/valuelName >
<value>NJZ026</value>

</geocode>

<geocode>
<walueName>UGC< /valueName >
<walue>NJIZ027</value>

</geocode>

<farea>
</info>
</falert>

<areaDesc>Coastal Ocean; Northwestern Burlington; Ocean; Southeastern

Practical Examples of XML

The XML below is used as a basis for the different solutions detailed in the
following sections.

A6V12131888_en_b_51

465 | 470



MNS Supported Physical Device Configurations
Web Feed Input Device

<alert xmins = "Urn:oASis:names:tcl!emergency:cap:l.i's
€!== http-date = Mon, 18 Mar 2013 12:41:00 GMT =-=->
<identifier>NOAA-NWS-ALERTS-

KY124EF4760444.FlashFloodWarning, 3791d05556b7c4ced6aatoébicdédllec/identifier>
<zender>w-nws.webmaster@noaa.gov</sender>
<3ent>2013-03-18T08:41:00-04:00</5ent>
<status>Actual</atatus>
<msgType>Alert</msgType>
<ascope>Public</acope>
<note>Alert for Lewis; Mason (Kentucky) Issued by the National Weather Service</note>
<info>

<category>Met</category>
<event>Flash Flood Warning</ewvent>
<urgency>Immediates/urgency>
<severity>Severe</severity>
<certainty>Likely</certainty>
<eventCode>
<valueName>5AME</valuelName>
<value>FEW</value>
</eventCode>
<effective>»2013=-03=-18T08:41:00-04:00</effective>
<expires>2013-03=18T11:45:00-04:00</expires>
<zenderName>NW5 Wilmington (Southwestern Ohio)</senderName>
<headline>Flash Flood Warning issued March 18 at 8:41AM EDT until March 18 at 11:45AM EDT
by NWS Wilmington</headline>
<descriptiony
THE NATIONAL WEATHER SERVICE IN WILMINGTON HAS ISSUED A
* FLASH FLOOD WARNING FOR...
LEWIS COUNTY IN NORTHEAST KENTUCKY...
MASON COUNTY IN NCRTHERN HENTUCKY...
SOUTHERN ADAMS COUNTY IN SOUTHWEST OHIO...
SCIOTO COUNTY IN SOUTHWEST OHIO...
</description>
<instruction>
ACT QUICKELY TO PROTECT YOUR LIFE IF ¥YOU ARE IN R LOW LYING RRER..
ALONG A CREEK...STREAM OR IN AN AREAR EXPERIENCING FLOODING. MOVE TO
HIGHER GROUND IMMEDIATELY.
NEVER DRIVE INIO AREAS WHERE WATER COVERS THE ROAD. ONLY A FEW INCHES
OF BRAPIDLY FLOWING WATER CAN QUICKLY CARBY AWAY YOUR VEHICLE. FIND AN
ALTERNATE ROUTE OR WAIT UNIIL THE WATER RECEDES.
<finstruction>
<parameter>
<valueName>WMCHEADER</valueName>
<value></value>
</pATAMETEL>
<parameter>
<valueName>UG6C</valueName>
<value>K¥YC135-161-CHC001-145</value>
</parameter>
<parametery
<valueName>VTEC</valueNames
<value>
JO.NEW.KILN.FF.W.0001.130318T1241Z-130318T1545Z/
/00000.0.ER.000000T0000Z. 000000TO0O00Z. 000000TO000Z.00/
</value>
</parameter>
<parameter>
<valueName>TIME...MOT...LOC</valueName>

<value></value>
</parameter>
<area’>
<areaDesc>Lewis; Mason</areaDesc>
<polygcon>38.39,-83.41 38,43,-83.58 38.52,-83.64 38.47,-83.81 38,49,-83.89 38.60,-83.99
38.65,-83.95 38.64,-83.71 38.78,-83.68 38.90,-82.76 38.72,-82.69 38.67,-82.76 38.60,-82.74
38.59,-B2.75 38.59,-82.85 38.75,-82.88 38.72,-83.02 38.43,-83.23 38.36,-B3.23 38.32,-83.33
38.39,-83.41</polygon>
<geocode>
<valueName>FIPS6«/valuslame>
<value>D21135</value>
</geocode>
<geccode>
<valueName>FIPS6</valusRame>
<value>02116l1</value>
</geocode>
<geccode>
<valueName>UGC</valuelame>
<value>KYC135</value>
«/geraocode>
<geocode>
<valueName>UGC</valueName>
<value>KYC161</value>
</geocode>
</area>
<finfo>»
<falert>

Example 1
Objective

1. Check if the input feed is set with the Severity of type Severe.

2. If yes, then trigger an alarm that contains the following information:
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— Event Cause: Include the text from the event tag.
— Additional Information: Include the text from the headline.

Solution
Set the following rules for the Input message filter:

Name Negated Xpath Regular
Expression

User defined Leave deselected /alert/info/severity/ (?

name text() <ValueToExtra
ct>Severe)

Set the following for the Event Trigger Settings:

Alarm Property Default Value Xpath Regular
Expression

Event Cause /alert/info/event/text()

Additional /alert/info/headline/

Information text()

Example 2

Objective — Adding Multiple Trigger Rules
1. Check if the event filed contains the text Warning .
2. If yes, then trigger an alarm that contains the following information:

— Event Cause: Include the text from the event tag.
— Additional Information: Extract the county names from the description
field.
Solution
Set the following for the Input message filter rules:

Name Negated Xpath Regular
Expression

User defined Leave deselected /alert/info/event/text() (?

name <ValueToExtra

ct>.*Warning)

Set the following for the Event Trigger Settings:

Alarm Property Default Value Xpath Regular
Expression

Event Cause /alert/info/event/text()

Additional /alert/info/ (?

Information description /text() <ValueToExtra
ct>[A-Z].*[A-
Z]*.COUNTY)

Practical Example of HTML

The following is an extract from a feed item's HTML source:

<title>Wal-Mart to stop selling AR-15, other semi-automatic rifles| Reuters</title>
<span id="articleText">

<span id="midArticle_start"></span>

<span id="midArticle_0"></span><span class="focusParagraph"><p><span
class="articleLocatio</span>n">Wal-Mart Stores Inc (<span
id="symbol_WMT.N_0">WMT.N</span>), the United States' top seller of guns and
ammunition, said on Wednesday it would stop selling the AR-15 and other semi-
automatic rifles because of sluggish demand and focus instead on "hunting and
sportsman firearms."</p></span><span id="midArticle_1"></span><p>Wal-Mart
said the decision was unrelated to high-profile incidents involving the rifles,

A6V12131888_en_b_51
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including the killing of 26 students and adults at Sandy Hook Elementary School in
Connecticut in 2012. </p><span id="midArticle_2"></span><p>"This is done solely
on what customer demand was," said company spokesman Kory Lundberg. "We
are instead focusing on hunting and sportsman firearms."</p><span
id="midArticle_3"></span><p>Lundberg said Wal-Mart would stop selling a class of
rifle called the modern sporting rifle (MSR), which includes the semi-automatic
AR-15. He said that class of rifle was sold in fewer than a third of its roughly 4,500
U.S. stores.</p><span id="midArticle_4"></span>

</span>

Objective

1. Check if the input feed is regarding Wal-Mart.

2. If yes, then trigger an alarm that contains the following information:

— Event Cause: Include the title of the feed item.
— Additional Information: Include the focus paragraph of the feed item.

Solution

Set the following for the Input message filter rules:

Name Negated Xpath Regular Expression
User defined Leave deselected (?<ValueToExtract>Wal-
name Mart|Walmart)

NOTE: Even though Walmart is the official name of the company, sometimes
news articles use the name Wal-Mart. This input rule will match all web feed
articles that contain either Walmart or Wal-Mart and therefore this rule is more
robust.

Set the following for the Event Trigger Settings:
Alarm Property Default Value Xpath Regular Expression

Event Cause \<title\>(?<ValueToExtract>.*)\</
title\>

Additional \<span

Information class="focusParagraph"\>\<p\>(?

<ValueToExtract>.")\</p\>
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